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ABSTRACT: Background: Records created by healthcare teams are intended to provide information about the care provided,
ensure communication between team members and become a legal document for the defense of professionals and therefore
must be imbued with authenticity and insignificance. The electronic medical record (EPR) is a technological resource that is
increasingly used and should permanently replace the physical record. The security of EPR data is a concern for both the
multidisciplinary care team and healthcare managers. Characterizing the extent of use of the EPR and confirming the
effectiveness of data security mechanisms can support acceptance and compliance with the EPR by both healthcare
professionals and administrative staff. Objective: Discuss the security of patient data using EPR in Brazil. Methodology: A
literature review was conducted on this topic using bibliographic and descriptive research with a qualitative approach. The
bibliographic survey was conducted electronically in the PUBMED and LILACS databases using the keywords: electronic
medical record, data security, information technology. 23 scientific articles were analyzed, using as inclusion criteria articles
published in Portuguese and English in the last ten years, complete and indexed in the above-mentioned databases. Results:
Electronic medical record is the storage of clinical data from various sources, stored electronically to allow rapid and
organized retrieval, with information about a group of patients or a specific patient. In order to prevent confidential
information in the healthcare sector from being passed on without authorization, as is the case with patient files, especially
electronic ones, secure information technology procedures must be used. With regard to the security of patient data,
mechanisms must be in place to detect intrusions or unauthorized distribution of data and to impose strict sanctions on those
who violate these mechanisms. Conclusion: It is believed that the certainty of severe punishment for non-compliance with
information security and the right to privacy and confidentiality can significantly minimize these intrusions, thereby reducing
resistance to compliance and acceptance of their use in everyday healthcare..

Keywords: Data protection. Electronic patient record. Health team.

- /

INTRODUCTION

The records created by the different categories of health professionals essentially serve to provide information about the assistance
provided, to ensure communication between members of the health team and to become a legal document in defense of the
professionals, and therefore must be authentic and legal meaning (Garcia; Ferreira; Silva, 2018). Patient development is a form of
recording and therefore an important means of non-oral communication between multidisciplinary teams, academics and other
professionals involved in the hospital context and outside the hospital context. Thus, an ethically carried out patient evolution
consists of important legal resources and excellent educational materials for new research and training, thereby promoting the quality
of care and user satisfaction (Silva; Areias, 2011).

In this context, attention to the quality and precision of procedures has been increasingly researched and studied. It is possible to
see changes, nowadays, in a proactive and innovative way in this field. Following this path, Information Technology (IT) is being
used as a major advance in the field of medical informatics. In recent decades, new applications, software and hardware have been
implemented in medical and hospital processes, consolidating work standards and favoring the issue of precision and quality. Thus,
currently, there are Electronic Medical Records, which apply Information Technology in the medical-hospital context. The
Electronic Patient Record (EPR) is a technological resource that is increasingly used more frequently and should permanently
replace the Physical Paper Record (PPR). The security of EPR data is a concern for both the multidisciplinary care team and
managers. Characterizing the extent of use of the EPR and confirming the effectiveness of data security mechanisms can support
acceptance and smoother adherence to the EPR by both healthcare and administrative professionals.

Patient data protection is a set of measures and practices that aim to ensure the confidentiality, integrity and availability of a patient's
personal and health information. It is essential to guarantee the privacy and security of sensitive patient data, preventing unauthorized
access, inappropriate use and potential privacy violations. Patient data protection is essential to ensure patients' trust in healthcare
professionals and healthcare institutions, as well as to comply with data protection regulations and laws such as the General Data
Protection Regulation (GDPR) in the European Union and the General Personal Data Protection Law (GPDPL) in Brazil (Governo
Digital, 2020). Therefore, the objective of this article is to discuss the security of patient data using EPR in Brazil.

MATERIALS AND METHODS

This study consists of a literature review, using bibliographic and descriptive research as a basis, with a qualitative approach.
Bibliographic material collected electronically was used in the Latin American and Caribbean Literature in Health Sciences
(LILLACS) and PUBMED databases of the U.S. National Library of Medicine.


mailto:pamela.lago@ebserh.gov.br

9
AUSTRALIAN JOURNAL OF BASIC AND APPLIED SCIENCES ARTICLES

The search in the aforementioned databases took place between December 2023 and February 2024, using the following keywords:
electronic patient record, data security, information technology.

23 scientific articles were analyzed using the following inclusion criteria: articles in Portuguese and English, complete, indexed in
the aforementioned databases and that were similar to the theme of this study. After reading the articles, a new screening of the
studies was carried out, confirming or not their relationship with the chosen topic. For data analysis, thematic grouping was
proposed, based on the material acquired during reading. Finally, the data collected was analyzed for the development of the study
and the elaboration of conclusions about it, establishing consonance with the substantiated objectives (Marconi; Lakatos, 2021).

RESULTS AND DISCUSSIONS
Medical records

The patient record or medical record is a physical or electronic document that contains relevant information about each patient and
the care offered by the entire multidisciplinary health team, at the three levels of health care (Pinheiro et al., 2016; Soares, 2016). It
also serves to support research, teaching, management of health services, in addition to being a legal document for medical acts
(Patricio et al., 2011). Paper records are the most traditional forms and are subject to risks of breach of privacy and loss. Another
difficulty in this type of medical record arises from the fact that over time large volumes of historical information, laboratory test
results and diagnostic tests accumulate. Although it may be important for decision making, retrieving this information is quite
laborious (Patricio et al., 2011).

In the last 50 years, the first information systems based on electronic records emerged to establish internal communication between
employees from different sectors. The programs and software currently available allow the storage of a large amount of data, which
makes it easier to organize and process the information provided to the patient. In this way, health informatics can be useful for
diagnoses, guidance and care provided to patients, as it enables a systematic analysis of their entire history, which favors more
efficient decision-making among the different members of the healthcare team (Brasil, 2018a).

The electronic patient record

New technologies represent an important auxiliary tool for hospital management, allowing quick and hierarchical access to different
organizational levels of data and information relating to patients, the quality of services provided, the human resources involved,
productivity and other aspects related to suppliers (Parenzi, 2001; Wechsler, 2003; Furuie et al., 2003).

For Lago et al. (2021): All of these health technologies have contributed to imaging studies, surgical procedures and various
therapies, among others, and are proving promising in the near future, even in countries like Brazil, where there is still little
government support and public institutions have few resources to research and develop more advanced technology projects. There
are still long steps to be taken to reach the reality already observed in other countries, but yes, it is possible and fundamental to
strive for this commitment and development in the health sector. Corroborating this idea, Santos et al. (2022) states that the EPR
has become a crucial point both for establishing a connection with the patient and for improving the interpretation of health results,
in addition to integrating planning teams with the expansion of information. This, consequently, helps in making better assertive
decisions.

Under this perspective, Catarin (2023) points out that digital medical records represent a major technological advance in the health
area, simplifying, speeding up and organizing case planning and allowing consistent storage of documents. Because it is digital,
there is almost no problem with losing it and, combined with the encryption system, the exchange of these information between
experts in different areas of the world is safe and efficient.

In the meantime, adding to the gains with the implementation of the EPR, which are countless, Nunes Junior, Silva and
Magnagnagno (2021) prepared a comparison, seeking to highlight the advantages of the electronic medium (Table 1).
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Table 1 - Comparison between Physical Paper Records (PPR) and Electronic Patient Record (EPR):

RECORDS

ADVANTAGES

DISADVANTAGES

Physical Paper Records

(PPR)

Electronic
Record (EPR)

Patient

- Greater freedom in the way of writing;
- Ease of handling;

- No training required to use it;
- It is never “off air”.

- Can be easily shared between users and

several professionals involved in patient
care;

- Can be consulted by different health
institutions at the same time;

- Reduces service time and costs,
eliminating redundancy in the demand for
exams;

- Possibilities of historical and complete
reconstruction of cases about patients,
medical records, treatments, reports;

- Contribution to research;

- End of the problem of understanding
ineligible letters;

- Ease of organization and access to
information;

- Risks of damage or loss of the document;

- Illegibility due to difficult understanding
of the handwriting by the healthcare team;
- Risk of erasure due to filling error

- Single space, territorialization;

- Ambiguity;

- Frequent loss of information;

- Multiplicity of folders;

- Difficulty in access and collective
research;

- Lack of standardization;

- Paper fragility.

- Limited to consultations in one place at a
time;
- Maintenance of EPR;

- Need for large investment in hardware,
software and training;
- Resistance to change;

- Delay in implementation;

- Technology failures;

- Failures in the electrical energy supply
system;

- Depends on the speed of the Internet
signal.

- Rationality of large archiving space
quantities of documents;
- Communication between the patient and
the healthcare team.

Source: Nunes Junior, Silva e Magnagnagno (2021), Santos et al. (2022).

Seeking to minimize difficulties and resistance possibly presented by health teams, the Ministry of Health (MH) began a process of
financial incentives and training for the implementation of EPR to replace PPR throughout the national territory since 2002:

The Electronic Patient Record emerged from the search for a system capable of integrating clinical and administrative information,
with the main objective of optimizing and qualifying care, reducing costs and outlining the health profile of a region (Patricio, 2011,
p. 67). Nunes Junior, Silva and Magnagnagno (2021) still discuss the issue, remembering that some currents in defense of paper
records remain. However, the trend is towards total migration to electronic tools in health management, given the facilities
introduced with such resources, in addition to security and capacity for data monitoring, as there are now federal laws estab lished
to protect the security of personal health information.

EPRs in the context of GPDPL

Law No. 13.709, of August 14, 2018, regulated the processing of personal data in Brazil, both in the public and private sectors
(Brasil, 2018b). Known as the General Personal Data Protection Law (GPDPL), its provisions aim to protect the privacy of users
and their personal data. To better understand the new law, Patricia Peck Pinheiro, a specialist in digital law, states that: “The General
Law for the Protection of Personal Data, Law No. 13.709/2018, is the Brazilian legislation that regulates personal data processing
activities and that it also changes articles 7 and 16 of the Marco Civil da Internet” (Pinheiro, 2018, p. 37).

Even though Law No. 13.709/2018 emerged due to technological advances and influenced by the recently approved General
Regulation on European Data Protection, the law did not only embrace digital media. The aforementioned law in the caput of its
article 1 determines:
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Art. 1. This Law provides for the processing of personal data, including in digital media, by natural persons or legal entities governed
by public or private law, with the aim of protecting the fundamental rights of freedom and privacy and the free development of the
personality of the natural person.

Even though data theft is sometimes reported as something that affects companies that operate over the Internet, the law also reached
all other means, even physical and handwritten records, with no restrictions regarding its applicability to people and companies that
operate online.

It is also noticeable the inclusion of health data in the list of “sensitive” data, which directly affects “hospitals, offices, health plans,
laboratories, drugstores, etc.” (Gouveia, 2018). Regarding what would be “data processing”, there is item X of article 5 of Law No.
13.709/2018:

X. Treatment: All operation performed with personal data, such as those referring to collection, production, reception, classification,
use, access, reproduction, transmission, distribution, processing, archiving, storage, elimination, evaluation or control of
information, modification, communication, transfer, diffusion or extraction. The fact is that there is a range of actions and
possibilities, reaching various segments, even those that are not linked to the Internet. Therefore, every person/company that works
with data from other people/companies needs to be in line with the GPDPL, regardless of the means of operation and the nature of
their activity.

Invasion of privacy

Invasion of privacy, in general, concerns the collection and misuse of data. In this type of crime, people’s data is collected, stored
and distributed through easily accessible networks, without the person’s knowledge or consent. According to Alexandre de Moraes,
the constitutional guarantee of data confidentiality was inserted by the Federal Constitution of 1988 (Moraes, 2005). Thus, the
inviolability of data secrecy is provided in article 5, XII, of the Federal Constitution and concerns the right to privacy, under the
terms of the aforementioned provision: “the secrecy of correspondence and telegraphic communications, data and communications
is inviolable. Telephone, except, in the last case, by court order, (...)”;

Private life, that is, individual intimacy, in turn, finds protection in article 5, X, CF, which provides: “X - intimacy, private life,
honor and image of people are inviolable, guaranteed the right to compensation for material or moral damage resulting from its
violation;”.

The caput of article 11 of Law No. 12.965/2014 (Civil Framework Law) deals with the storage and protection of personal data and
the secrecy of communications:

Art. 11. In any operation of collection, storage, custody and processing of records, personal data or communications by connection
providers and internet applications in which at least one of these acts occurs in national territory, the following must be compulsorily
respected: Brazilian legislation and the rights to privacy, protection of personal data and the confidentiality of private
communications and records.

Complementing the above, Brito (2022) states that: “Confidentiality in healthcare is a necessary tool to protect the patient’s privacy
and individuality, and the breach of this right can lead to a violation of fundamental rights and also human rights”.

However, a considerable part of users still distrust encrypted applications. There are those who advocate leaving for certain networks
that ensure user privacy.

Pinho (2000, p. 101) explains that the right to privacy, in the Federal Constitution of 1988, is found in the protection of intimacy,
private life, honor and image of people. The author notes that: “Due to technological advances, with the increasing possibility of
intrusion into people's intimate lives, it is essential to ensure, among individual rights, respect for the privacy of each human being”.

Atheniense (2010) observes that it is necessary to be aware that the more technology advances, the more the devastation of privacy
occurs, stating the author that the risk caused by technology cannot be seen as a lack of protection of Brazilian law, as there is
already plenty of jurisprudence and legislation on the subject to inhibit abuses that may be committed against the honor of people
and companies in virtual media. However, “it is very important to create the habit of monitoring the dissemination of texts, images,
videos so that it is possible to quickly identify illicit content with a view to immediately removing it from circulation as a way of
minimizing damage”.

Pinho (2003, p. 101) understands that the right to privacy, within the system defined by the Federal Constitution, is a generic
denomination where it is included in the protection of other fundamental rights of people. For the author, “due to technological
advances, with the increasing possibility of intrusion into people's intimate lives, it is essential to ensure, among individual rights,
respect for the privacy of each human being”.

In this way, the leakage of confidential information without authorization in the healthcare area, such as patient records, especially
electronic ones, must use secure IT processes, informing doctors, nursing staff and others, of the laws and regulations on the security
of personal data.
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CONTRIBUTION TO KNOWLEDGE

For EPR to be useful, it requires the adoption of standards in the representation of information, in the means of storing and
exchanging information. And there must be an even greater concern: guaranteeing the patient freedom of access to their clinical
history data, as the medical record belongs to the patient and not the healthcare team. However, for it to become a reality in Brazil,
it is necessary to listen to and understand the main users of the systems, the health professionals, since their resistance is one of the
factors that hinder the adoption of EPR.

CONCLUSION

The electronic medical record should be understood as the repository of clinical data obtained from various sources, stored
electronically in order to allow quick and organized retrieval, with information from a group of patients or about a particular patient.
Regarding the security of patient data, there must be mechanisms for detecting intrusion or dissemination of data without
authorization, in addition to imposing severe sanctions for those who violate such mechanisms. It is believed that the certainty of
severe punishment for non-compliance with information security and the right to privacy and confidentiality can greatly minimize
these invasions. Protecting patient data is important to guarantee the quality of care, facilitate communication between healthcare
professionals and ensure continuity of care. In summary, patient data protection seeks to protect the privacy and security of patients'
personal and health information, ensuring their rights and promoting trust in the healthcare system.
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