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ABSTRACT: This research paper proposes a novel method for identifying smart devices based on their various
attributes with the integrated use of Deep Neural Network (DNN). A dataset consisting of over 90 instances of smart
home devices gathered completely from online sources is used. It has been structured in Arff and applied to a Weka
platform and then classified with Multilayer Perceptron Networks. The instances were classified into specific groups,
which made them easier to identify and distinguish from therest. The method is also applied on a larger dataset which
includes over 100 instances, to ensure its accuracyand validation to be used with various smart devices in different [oT
environments.
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INTRODUCTION

Over the last decade, development in the Internet, where only computing devices could access the Internet, has been
improved to include different kinds of devices or objects, creating a new concept called Internet of Things (IOT). The name
Internet of Things is a combination of two main words “Internet” that usually defined as the global network that provides a variety
of information and communication facilities, consisting of interconnected networks using standardized communication protocols ,
and “Things” which include various types of device or objects such as automobiles, factories, facilities, animals machines,
appliance, farms, etc. These devices must be equipped with sensors, actuators, microprocessors, communication interfaces, and a
power source to connect to the Internet. Identification is essential for IOT system success; it is considered proof of identity
information regarding each object. It is primarily used to identify objects and allow them to create a connection or relation ship
with other objects. It enables us to identify and manage many heterogeneous things through the Internet.

Identifying objects is challenging since it concerns applying each object with a unique identity. Furthermore, addressing the
IOT objects is necessary because it refers to the object address within a communication network. There are addressing methods
for 10T objects like IPv6 and 6LOWPAN addresses, as well as many prior identification methods such as Bluetooth, Radio
Frequency Identification (RFID), Barcode/2D code, Near Field Communication (NFC), Electronic product codes (EPC), IP
address, etc.
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Although all these methods continue to be used, the need to keep up with the rapid development of the Internet of Things and the
growth in the number of devices joining the Internet of Things daily has led to the necessity of finding alternative methods for
identifying devices that have recently joined an loT environment, which heavily relies on the use of the software.

As a result of these and other reasons, this work combined Deep Learning and Artificial Neural Networks by implementing
Deep Neural Network (DNN) to create a robust and accurate 10T device identification method that will help in easily specifying
IOT devices in smart homes and can be extended to be used in different environments.

Artificial Neural Network (ANN) is a part of artificial intelligence (Al) that simulates the behavior and structure of the
biological neural network of the human brain, which is a combination of vast numbers of interconnected neurons. Deep Learning
(DL) is a modern, powerful, sophisticated version of artificial neural networks. It is essentially concerned with constructing
significant and more sophisticated neural networks capable of performing diverse tasks, especially when large amounts of data are
involved, such as in loT applications. Among the main Deep Learning algorithms are Deep Neural Networks (DNNs), Deep
Boltzmann Machines (DBMs), Deep Belief Networks (DBNs), Convolutional Neural Networks (CNNs), etc.

Deep Neural Networks (DNNs) have been selected for this work because they can give accurate results in large data sets,
such as the data in various IoT environments. So it is applied here on smart home devices. This research used DNN to smart home
devices. Among the Internet of Things environments, an intelligent home is one filled with various appliances, which helps to
provide sufficient datafor this work. The same method can be applied to any future Internet of Things environment.

Smart homes are setups where appliances and devices can be controlled remotely from anywhere with an Internet connection,
using a mobile device or other networked devices. With a smart home, all devices are connected through the Internet, allowing the
homeowner to remotely control functions such as home security, climate, lighting, and the home theater. Connected devices such
as smart doorbells, security systems, and appliances all become part of the Internet of Things (IoT), which consists of a network of
physical objects that can gather and share information.

People today are influenced by smart home networks to live a quality life. A smart home provides comfort, a better security
system, and more efficiency.

1.1 Related Work

The Smart home has attracted great attention from researchers from various perspectives, including home automation,
security, power consumption control, and future development. This part reviews some of the recent related work that has been
introduced to provide services that apply to smart homes, such as (Chandramohan et al., 2017) design flexible home control and
monitoring system with an integrated micro-web server with internet protocol (IP) connectivity for access and control of
equipment and devices remotely using Android-based smartphone application. The main advantage of the proposed systemis that
it does not need a dedicated server PC as on similar systems. The systemintroduces a new communication protocol for monitoring
and controlling the home environment with more than just switching functionality. The system is equipped with Smart home
interfaces to ensure interoperability between Wi-fi devices from various electrical equipment manufacturers, meters and
intelligent energy enables products. The authors provide a potent system but implement it only to control lamps and fans; they
should extend it to include other devices (Chandramohan et al., 2017). In the same context, (Sagar V & SM Kusuma. 2015)
Researchers developed low-cost and expandable home automation systems that allow homeowners to remotely control various
appliances, including lights and fans, with the advanced feature of storing device data in the cloud. The plan was implemented
using Intel Galileo with cloud networking and wireless communication. Moreover, the system can automatically change the basis
of'the sensors’ data (Sagar V & SM Kusuma, 2015).

Compared with the previous system presented by (Chandramohan J et al., 2017), this one provides control over all home
appliances but costs a bit more. Furthermore, (Sagar V & SM Kusuma, 2015) had gotten a significant advantage by enabling
remote control of appliances from anywhere around the world through the Internet connection.

According to the article (Beckel et al., 2011), modern homes and buildings have an increasing number of connected devices,
which presents numerous opportunities to homeowners such as building managers, device manufacturers and solution providers.
Standardized communication protocols like ZigBee and Bluetooth provide physical connectivity, thus providing a basis for smart
home applications. All these reasons require a protocol standard to cope with a heterogeneous device landscape, different data
formats, managing resource constraints of devices and providing means to react quickly when devices and applications leave or
join the system. The paper proposes to address these application-specific requirements in multiple layers of abstraction, and it also
provides a classification and detailed analysis of conditions that have to be addressed to enable application development in smart
homes. Furthermore, it analyzes WS4D-PipesBox, a multi-layer framework, to illustrate how applications could be developed
using multiple layers of abstraction (Beckel et al., 2011). There is much good analysis in this article, but the article would have
more strength if they mentioned another approach and made comparisons to demonstrate the best of them. The report presented by
(Pradeep et al., 2016) describes the standard connectivity protocols used for smart homes in detail. Furthermore, a list of
connectivity challenges was mentioned and categorized based on the described connectivity protocol (Pradeep et al., 2016). The
authors presented valuable details about connectivity protocols and challenges but did not make any analysis of the most
significant challenge.
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Some articles had concerns about security, safety, and privacy issues of smart homes regarding homeowners and properties,
such as (Bugeja et al, 2016), which introduced an overview of security and privacy challenges regarding smart home
environments, besides identifying the main related constraints, and suggest some solutions and evaluated them (Bugeja et al.,
2016). Authors (Lin H & Bergmann N, 2016) reviewed existing solutions for improving IOT security to identify future
requirements for creating a trusted Smart Home environment (Lin H & Bergmann N. 2016).

Regarding object identification, the research presented by (Cviti¢ et al., 2020) aims to analyze the possibilities of applying the
various features of smart devices for classifying it. In this research, the authors use the logistic regression method enhanced by
supervised machine learning (logitboost) to develop a classification model on a dataset containing 41 loT devices. They test their
Multiclass classification model over 13 network traffic features generated by IoT devices. The results of this research show that it
is possible to classify devices into four classes defined by the model and gets a high performance and accuracy of (99.79%) based
on the traffic flow features of the devices (Cviti¢ et al., 2020). The method provided here is powerful and new and gives a high
accuracy rate, but the authors don’t test the same method with larger datasetto ensureit is efficient.

Reviewing the above papers shows that, monitoring and security of smart homes and appliances elicited the most concerns,
and, so far, there is no concern or focus on identifying objects in a smart home. In this regard, as well as the ease of obtaining data
related to smart home devices due to their vast and readily available, smart home appliances are chosen for use in this study for
the implementation of the Deep Neural Network (DNN) model of identifying smart objects. As a first step towards understanding
the details of the model, an overview of Deep Learning (DL), Deep Neural Network (DNN) is presented and then concentrates on
Multi-layer Perceptron Network (MLP).

1.2 Deep Learning (DL)

Deep Learning (DL) is a type of machine learning that can analyze unstructured data more effectively than traditional
machine learning. It is much more powerful and flexible because it can process many features. Compared with traditional learning
methods, deep learning improves classifier performance on a large scale with more data (Mathew A. et al. 2021). A deep learning
model predicts new data based on patterns extracted fromthe input data. Such models are designed to mimic the functional des ign
of the human brain (Shetty D, et al. 2020). The term Deep Learning describes a method of learning that is considered a modern
update to artificial neural networks. This involves constructing large and complex neural networks with many hidden layers
suitable for handling large data sets (Ndhage S & Raina C, 2016) (Zantalis et al., 2019). Different architectures can be used to
implement deep learning, including Deep Neural Networks (DNN), Unsupervised Pre-trained Networks (UPN), Deep Belief
Networks (DBN), Convolution Neural Networks (CNN), Recurrent Neural Networks (RNN), and Recursive Neural Networks
(RNTN) (Mathew et al., 2021; Shetty et al., 2020).

Currently, deep learning is being used in a huge number of applications, including intelligent video analytics, analyzing
hyperspectral imagery, image recognition, Natural Language Processing, automatic e-mail responses, automatic machine
translation Fraud detection, and healthcare etc. The main advantages of deep learning are simplicity, versatility, short development
time, and high performance (Mathew et al., 2021; Shetty et al., 2020).

1.2.1 Deep neural network (DNN)

Deep neural network is inspired by the multi-layer, hierarchically connected neural networks in the human brain, and proved
that the architecture of deep neural networks performs better than a simple artificial neural network. As a result of their flexibility
and scalability; deep neural networks are suitable for Supervised, Unsupervised, Reinforcement, and Hybrid learning (Mathew et
al., 2021; Shetty et al., 2020).

1.2.2 Multi-layer Perceptron Network (MLP)

The Multi-layer Perceptron (MLP) is the most common and widely used type of neural network, also called feed forward. The
simple model of such a network was the single-layer Perceptron (Shetty et al., 2020)(POPESCU et al., 2009). MLP is a complex
architecture network composed of many units arranged in layers. There are at least three layers in each MLP, including an inp ut
layer, one or more hidden layers, and an output layer. In a fully connected network, every node in one layer is connected to every
node in the next layer. The structure of MLP is illustrated in Figure 1. Through the layers of a network, signals are only
transferred in one direction from the input to the output. Each layer's output becomes the input for the next layer, and so on. There
are thresholds associated with each output node, hidden unit node, and weight. Furthermore, the activation function of the hidden
layers is nonlinear, while for the output is linear (Shetty et al., 2020; POPESCU et al., 2009;Nazzal et al., 2008). Compared with
other classifiers, training a Multi-layer Perceptron is usually quite slow (POPESCU M, et al., 2009).
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Input Layer
Output Layer

Hidden layers
Figure 1: Structure of Multi-layer Perceptron Network (MLP)

Understanding the function of MLP requires first understanding the basic structure of Perceptron which is single layer Neural

network shown in the Figure 2. This structure was basically made to simulate the learning ability of biological neuron. The Single
layer Neural Network consists of:inputs with its associated weights, activation function and one output.

Weights

Output

2| f —@

! }

Sum Activation
function

Inputs

Figure 2: Single layer Neural network (Perceptron)

Input is a real numerical value; weight is a parameter that indicates how strong the connection between units is. T he role of
activation function is to keep the value of outputin the range of (0,1) or (-1,1).

y=f Zn: X: W,
=1 @

The expression (1) shows how inputs, weights, and activation function are combined to get the output. The weighted sumis
calculated and multiplied by the activation function. The weighted sum is the total sum that multiplies input with its associated

weight, denoted by: OOW, A+ X Wy e +X,W,) _

This formula has been extended to include bias (b), that is responsible for shifting the curve of activation function up and
down.
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The following formula represents artificial neuron with weights ( v ’ “) ,bias P € R and activation function
p:R" >R f:R" >R

is defined as the function (Kutyniok G. 2022):

y= p(gxiwi +bj= p((x,w)+b)

: @
Where X =Xy, eervneienn ,xn)’andW:(wl, ............. ,Wn)_

After running the model if the output does not fit the predefined value, the model gets activated to keep the output in range of
(+1 to -1).

The Multi-layer Perceptron (MLP) has the same structure of single layer Perceptron, but it has an extra number of hidden

layers and it works through two main steps:

» First step: is usually called the forward step, with the activation function that starts from the first input layer and continues
until it reaches the output layer.

» Second step: is known as backward step. In this step the weight and bias values are changed to cope up the model
requirements. Moreover, the error between the actual output value and the predefined value is backward on the output layer
and ends on the input layer.

Since the MLP has multiple processing layers, the linear activation function of single layer Perceptron does nt fit the MLP,
instead various types of activation function can replace linear functions such as: step function, sigmoid function, softplus,etc....

1

The most popular activation function is the sigmoid function. The sigmoid function is = 1+€* | The expression (2) will
look like the one shown in (3) after adding the sigmoid function:

©)

This paper aims to use the various attributes of smart home devices in developing a Deep Neural Network (DNN) model for
identifying smart objects. The rest of the paper is organized as follows: Section 2 contains details and structure of the met hod
proposed for identifying smart home devices. Section 3 contains the analysis of the results. Section 4 concludes the paper.

IDENTIFYING SMART HOME DEVICES USING DEEP NEURAL NETWORK

The proposed objects identification method consists of five procedure stages, as shown in Figure 3, and described briefly as
follow:
First stage: Data Description and Collection (DDC).
Second stage: Data cleaning and Entry (DE).
Third stage:Building the Identification Model (BIM).
Fourth stage: The BExperiment and Results (XR).
Fifth stage: Discussion and Result Evaluation (DRE)

VVV VY
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Figure 3: The model structure

2.1 Data Description and Collection (DDC)

This stage starts with listing the essential smart home devices and creates an acronym for each, as shown in Table 1. Next, it
adds some features that relate to all of the devices and provides a clear description for each one to help in understanding the
meaning of each one as illustrated in Table 2. Furthermore, each device's information is gathered fromvarious online sources such
as manufacturer websites. An example of device data are presented in Figure 4. This stage is the model's first stage and is
considered a base for the rest.

Table 1: List of essentialsmart home devices and their acronyms

Number Device Name The acronym
1. Camera SCam
2. Smart refrigerator. KRef
3. Smart air fryer. KAfr
4. Smart microwave. KMwave
5. Smart coffee maker. KCnmr
6. Smart oven. KOvn
7. Smart pressure cooker. KPrc
8. Smart sous vide. KSvd
9. Smart electric kettle. KKl
10. Smart dishwasher. KDwsh
11. Smart door bell. ODbl
12. Smart lock. OLoc
13. Smart garden light. OGlt
14, Garage door automation. OGdr
15. Smart Air conditioner. IAcr
16. Smart Air purifier. IApr
17. Smart lights. ILgt
18. Smart washing machine IWmh
19. Smart switch. ISch
20. Smart vacuum. IVem
21. Smart TV. ETV
22. Smart speakers. ESpk
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Table 2: Data description

The feature The description
Device Name The name and type of the device (Ex Smart Tv, Smartphone, etc..)
Model number/MPN The product number, usually a combination of numbers and letters.
Manufacturer The company that makes the device (ex. LG, Samsung, etc..)
Size/ capacity Is the dimension or the load capacity of a particular device .
OS type The Operating systemof the device (ex Android, los, etc.)
Operating voltage The amount of power required to operate the device.
Connectivity The Internet connectivity method (Ex WIFI, Bluetooth, etc..)
Jevice type Model number/MPN Manufacturer Size/ capacity |05 type operating voltage ctiviu
Smart plug DSP1100 Wipro 10=x5cm androuid 212v wifi
Camera LS7976R Laser 16 Mp androuid 213v wifi
Camera NI1732 National Insrument |8 Mp PowerPC 214v wifi
Camera NI1712 National Insrument (18 Mp PowerPC 215v Wwifi
Camera FI9831EP Foscam 8 Mp androuid 216v Wifi
Camera FI9821EP Foscam 19 Mp androuid 7v wifi
Camera FI3818W Foscam 20 Mp| landmuid 218 v wifi
Smart Switch SHME993 Toyama 24 %10 x5 cm |androuid 219v Blutooth
Smart refrigerator. LFX526973 LG 26.20 feet los 220v wifi
Smart refrigerator. LFX5265965 LG 26 feet los 220v wifi
Smart refrigerator. RS27T5561SR Sumsung 26 feet androuid 220v wifi
Smart refrigerator. IVFWCC281LBW Ivation 5.6 feet androuid 220v wifi
Smart refrigerator. HRF266N6CSE Hisense 26.6 feet androuid 220v wifi
Smart air fryer. CS5100-A0 Cosori 2 liter los 220v wifi
Smart air fryer. CS5158-AF Cosori 5 litter los 220 v wifi
Smart microwave. MS4295DIS LG 42 Liter androuid 220v wifi
Smart microwave. CEB515M2NS5 Café 1.5 Cu. Ft. androuid 120v wifi
Smart microwave. JES10975MSS GE 0.9 Cu. Ft androuid 220v wifi
mart microwave. COS-30160RM1SS Cosmo 1.6 cu.ft androuid 220v wifi
+ microwave. NN-SN97JS Panasonic 2.2 cu.ft androuid 220 v
.nicrowave. NN-SN97JS Panasonic 2.2 cuft androuid 220v
aart Electric Cooker LREL6323D LG androuid 220w Wifi
ysmart coffe and espresso machine.|EP3246/73 PHILIPS 1.8 liter los 120v wifi
Smart coffee maker. ECAM 350.55.B De'Longhi 1.8 liter los 220v wifi
Smart coffee maker. TE651209GB Siemens 2.0 liter los 220v Wifi
Smart coffee maker. SMCD1 Smarter 1.5 liter los 220w Wifi
Smart wall oven. LWC3063BD LG 1.7 cu.ft. los 220v Wifi
Smart oven. MC368GAAWSA Sumsung androuid 220w Wifi
Smart oven. Gen22 Tovala androuid 220v Wifi
Smart oven. PT590005NSS GE los 220v Wifi
Smart pressure cooker. M925-E REDMOND 5 litter ios 9.0 220v Blutooth
Smart pressure cooker. 112012401 Instant Pot 6 Quarts ios 220v Wifi
Smart pressure cooker. PP52878C0O CHEF iQ 6 Quarts ios 220v Wifi
Smart sous vide. SV9856755 Inkbird 10 liter androuid 120w wifi
Smart sous vide. A3.2120VUS Anova 15 liter androuid 110v wifi
Smart sous vide. C510001 Breville 10 liter androuid 120v Wifi
Smart sous vide. GSV150B Gourmia 20 liter androuid 120v Wifi
Smart electric kettle. G2005-E REDMOND 2 liter androuid 220w Blutooth
Smart electric kettle. RK-M2165-E Strix 1.7 liter androuid 220v wifi
Smart electric kettle. AK000001 Appkettle 1.7 liter androuid 220w wifi
Smart electric kettle. SK8579322 Appkettle 1.6 liter androuid 220v Wwifi
mart electric kettle. SMKET01-WGUK Smarter 1.8 liter androuid 220v Wifi
""~hwasher SN23EC14CG Siemens 7 liter androuid 220v wie

B

2.2 Data cleaning and Entry (DE)

At this point, all the necessary data about the smart home devices had been collected. To create a model, data is prepared in a
format appropriate for the software tool. At this stage, Weka was selected, and the data was prepared in Weka format. As part of

Figure 4: A & B are examples of smart devices data

this section, the data is converted into a suitable format and cleaned up to meet the requirements of the model.

2.2.1 The transformation of devices data into ARFF format

In this section the smart home devices data gathered from online sources has been transformed into ARFF format as

illustrated in Figure 5, through the following steps:
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» Open atext file, usethe ARFF standard format to specify relation name and attributes, and write the data.

» Write all the features represented in Table 2, by making everyone represent as an attribute of string, numeric, or nominal ty pe.

> Fill each device's data on the data section in sequential order based on the order of attributes in the attributes section, one by
one in separate lines.

> Finally savethe text file with ARFF extension.

@relation SmartDevices

@attribute "Device type” {SCam,KRef ,KAfr, KMuave, KKt1,KCmr,KOvn,KPrc,KSvd, KDwsh,0Dbl,0Loc,0G1t,0Gdr, IAcr, IApr, ILgt, Ikmh, ISch, IVcm, ETV, ESpk }
@attribute "Model Nnmber”  string

@attribute Manufacturer string

@attribute "cap-value" numeric

@attribute "cap-unit” {ft,1t,Kg,ih}

@attribute "0S type" {Androuid, Ios,PowerPC}

@attribute "operating voltage"”  numeric

@attribute connectivity {Wifi,Blutooth,Zigbee}

@attribute class  {Surveillance,Kitchen,Indoor,Outdoor,Entertainment}

@data

SCam,LS7976R, Laser, ?,?, Androuid,12,Wifi,Surveillance
SCam,NI1732,"National Insrument™,?,?,PowerPC,12, Wifi,Surveillance
SCam,NI1712,"National Insrument”,?,?,PowerPC,12, Wifi,Surveillance
SCam,FI9831EP,FosSCam, ?, ? ,Androuid,12, Wifi,Surveillance
SCam,FI9821EP,FosSCam, ?,?,Androuid,12, Wifi,Surveillance
SCam,FI9818W, FosSCam, ?, ? ,Androuid,12, Wifi,Surveillance
SCam,C3WN,Generic, *,?,Androuid, 12, Wifi, Surveillance
KRef,RS27T55615R, Sumsung, 26, ft,Androuid, 220,Wifi,Kitchen
KRef,LFX526973,16G,26, ft,Ios,220,Wifi,Kitchen
KRef,LFX5265965,16,26, ft,los,220,Wifi,Kitchen

KRef,RS27T55615R, Sumsung, 26, ft,Androuid, 220,Wifi,Kitchen

KRef, IVFWCC281LBW, Ivation,5.6, ft,Androuid,220,Wifi,Kitchen
KRef,HRF266N6CSE,Hisense,26, ft,Androuid,22@,Wifi,Kitchen
KAfr,(5100-A0,Cosori, 2,1t,Tos, 228, Wifi,Kitchen
KAfr,(S158-AF,Cosori,5, 1t,Ios,220,Wifi,Kitchen

KMwave ,MS4295D1S,LG, 42,1t,Androuid,22@, Wifi,Kitchen

KMwave, JES18975MSS, GE, 8.9, ft, Androuid, 220, Wifi,Kitchen
KMwave,COS-30160RM1SS, Cosmo, 1.6, ft,Androuid, 22@,Wifi,Kitchen

Figure 5: Part of smart home devices dataset in arff format

2.2.2  Introduction to Weka

The Waikato Environment for Knowledge Analysis (WEKA) (Hall et al. 2008), is a platform that contains a collection of
machine learning algorithms and data preprocessing tools; it allows users to apply machine learning methods to new
datasets quickly and easily. The Weka workspace includes methods for solving all types of data mining problems: regression,
classification, clustering, association rule mining, and attribute selection (Frank E, et al. 2010). In Weka, a variety
of data sources can be loaded, including files, URLs, and databases. File formats supported include Weka's own ARFF format,
CSV, and C4.5's format. It is also possible to generate data using an artificial data source and edit data manually using a dataset
editor (Hall M, et al. 2008). The Weka home page is shown in Figure 6.

Program Visualization Tools Help

Applications
-

Explorer

WEKA

The University
of Waikato

Experimenter

kKnowledgeFlow

Workbench
‘Waikato Envircnment for Knowledge Analysis
Version 3.9.5

{c)1393-2020 simple CLI
The University of Waikato
Hamilten, Mew Zealand

Figure 6: Screen shot of Weka version 3.9.5 home page
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2.2.3  Explanation of smart home devices dataset

The ARFF file structure is represented in Figure 5, includes the following:

» A relation called “SmartDevices”.

» Nine attributes that represent the device features are represented in Table 2, and some of them are further broken down into

two attributes, as follows:

The first attribute: Device type, which defines a nominal that contains a list of all device acronyms shown in Table 1, as

values.

The second attribute: Model number, is of type string and contains the device model number.

The third attribute: Manufacture is of type string and contains the brand of the device.

The fourth and fifth attributes represent the size/capacity feature that has been broken into two attributes to avoid string value

by making it cap_value of numeric value and cap_unit of nominal value.

The sixth attribute: Os typeis a nominal type containing Android, i0S, and PowerPc values.

The seventh attribute is operating voltage, which contains the power required for operating the device; it is defined as

numeric type and contains only the voltage value without adding v.

» The eighth attribute: Connectivity represents the device's connectivity method and has been defined as a nominal type that
contains Wifi, Bluetooth, and Zigbee as values.

» The ninth attribute: Class which is not represented in Table 2, and has been added to make the model classify the device
according to it. It is defined as a nominal type and contains five values Surveillance, Kitchen, Indoor, Outdoor, and
Entertainment. Figure 7 shows a distribution of smart home devices according to these five classes.

» Each device's datais inserted sequentially based on the order of the attributes.

VVV V

vV V

*Camera.

=Smart refrigerator.
*Smart air fryer.
=Smart microwave.
=Smart coffee maker.
+Smart oven.

*Smart pressure cooker.
sSmart sous vide.
=Smart electric kettle.
«Smart dishwasher.

*Smart door bell.

*Smart lock.

*Smart garden light.
*Garage door automation.

*Smart Air conditioner.

C|aSS 4: sSmart Air purifier.
sSmart lights.
lndoor dEV|ces eSmart switch .

*Smart washing machine.
*Smart vacuum.

eSmart TV.
*Smart speakers.

Figure 7: The five classes of smart home devices

2.3 Building the Identification Model (BIM)

This stage aims to leverage the foundation of Deep Neural Network (DNN) concept presented in the first section, to build a
model for identifying a set of smart home devices. It is the most important step in constructing the model, and all the steps
following it depend onit. This stage will never be completed without the following:
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1) Setting up the dataset.

2) Importing the data into Weka.

3) Making surethe dataset is suitable for classification usinga Multi-layer Perceptron network.

All the above three steps must be implemented accurately to avoid any problems in the experiment step.

2.3.1 Preparation for Building the Multi-layer Perceptron Network (MLP) using Weka
Here the smart home devices dataset applied to the arff file in Figure 5 has been loaded into Weka as a preparation step, so it
can be classified using a Multi-layer Perceptron network, as shown in the following Figures.

Classify Cluster | Associate Select attributes Visualize | DI4jInference

[ Open file. J [ Open URL. J [ Open DB... J [ Generate. . J Undo Edit.. Save
Filter
| choose J|N|]ne Apply Stop
Current relation Selected attribute
Relation: Mone Attributes: Mone Mame: MNone Weight: Mone Type: Mone

Instances: Mone Sum of weights: Mone Missing: Mone Distinct: Mone Unigue: Mone

Attributes
All MNone Invert Pattern
[ |*|| visuanze an |
Remove

Status

Figure 8: The first step of loading the dataset

The process of loading the arff file into Weka goes through two main steps, the first one is starting the Weka BExplorer as
shown in Figure 8. In the second step, opening the file from “Open file” button and shows its content in the Explorer window as
shown in Figure 9.

FPreprocess T Classify T Cluster T Associate T Select attributes T Visualize T Dl4] Inference ]

[ Open file... ] L Open URL... J L COpen DB... J l Generate... J Undo l Edit... J l Save... J
Filter
[ Choose J|Nnne |l Apply J Stop
Current relation Selected attribute
Relation: SmanDevices Aftributes: 9 Mame: Device type Type: Mominal
Instances: 93 Sum of weights: 93 Missing: O (0%) Distinct: 22 Unigue: 1 (1%}
Altributes Mo | Label | Count | Weight |
1 SCam 7 T.0 Y
2 KRef (=] 6.0
L Al J l Mone J L Invert J l Pattern J 3 KAFT 2 2.0
4 KMwave 4 4.0 v

[CIass:class (Mom) |'][ visualize All |

2 [ ] Model Nnmber
2 [ ] Manufacturer
4[] cap-wvalue
5[] cap-unit

6 ] OStype

7 | | operatina voltage

5 5

=]
Remove 2 i 2 i
4| [ [ |
OK Log w x0
Figure 9: The second step of loading the dataset

As shown in Figure 9, the dataset has 93 instances and nine attributes. Attributes are varied in type; some are string, numeric,
and nominal.

Before starting the classification process, it is necessary to address the problemthat Multi-layer Perceptron networks cannot
handle string attributes. It can only handle attributes of either numeric or nominal type. This problem must be solved by removing



11

AUSTRALIAN JOURNAL OF BASIC AND APPLIED SCIENCES ARTICLES

all attributes of type string at this stage. So that the Model number and Manufacturer will be removed directly from the explorer
window, by ticking the attributes and pressing the remove button as depicted in Figure 10.

Praprocsss | Cassty | Guste | nssocats | Seiecatnbutes | visualaa | owjinfrence | Proprocess | Classify | Ciuster | Assoniate | Select amioutes | Visualie | DI4 infarence |
| s Opan (L Opsn URL_ || . Opan DE: | Genere. L E. i Openfile, | OpenuRL. || OpemDB. || Genente. | Undo ) Edi Save
Fitter Filier
(_Choose_jone: IRANAIEE | Choose | nane Apply
Current relation Selected atiribute
f N ) Curvent redation _ Selected attribute
Relation: SmariDevices Aributes: § Name: Manufacturer Type: Stiing
e Sum ctwaights: 93 Wissing: 0 (0%) Distnct 70 Unigue: 58 (62%) Rlalion: SmanDevices-weka SMors unsugands. Anibutes: 7 Nama: Divics tig o Tipa: Nominal
Instances: 93 Sum of weights: 93 Missing: 0 (0%) Distinet 22 Uniqua: 1(1%)
foinii] At Ho. | Lael Count Weight |
( )| 1 sCam 7 70 i
Al ) Hane I Invert JL Pattem 2 KRel & 60
e | None | et || Palem | 3 K 2 20
™ Nama [ 4 Kiwae 4 40
1] Devicn thyoe | No. A | o i kL
2 (] Model Hember b Komr L 40 L
2] capalue
4| tapaaive | Clasiciens (o) )| wsuaze an | 30 capunt Class: class (Nom) o | visusizz A |
§ L] cap-unit 4 ostpe
6L 0Stee 6 ] operating voltage
7 L operaung woitage 6 L_J connectivity L L
8 LJ connectnity 7 aass " .
9 [ dass u
i i e i o o, . s
N I P 4
3 3
Remove = i z
— I I 1
P
A B

Figure 10: (A) Demonstrates the attributes being removed, (B) demonstrates the seven remaining attributes after Model number &
Manufacturer are removed.

2.4 The Experiment and Results (XR)

At this stage, the data is ready for classification using Multi-layer Perceptron, which is trained until the optimal classification
result is achieved.

For more concreteness, assume that the dataset consists of M devices d denoted by D={d,..ccce... 'dm}, and assume

. S ={s S. . .
classes S' denoted B '},Where the classes satisfy S' E{CIaSSl'CIaSSZ’CIaSS3’CIaSS4'Class5}

, each class
represents one category of smart home devices.

Class 1

Class 2

o Class 3
o

Class 4

Figure 11: The classification.

Note that the classifier must be able to distinguish each shape and classify it to the correct class.

In Figure 11, each class is represented by a distinct shape, such as surveillance by suns, kitchen by triangles, outdoor by
circles, indoor by stars, and entertainment by diamonds. The classifier must classify each instance into its appropriate class, as

illustrated by shapes in Figure 11. The classification process using Multi-layer Perceptron and analysis of the results of different
test options is the main goal of this stage.

According to Figure 11, each instance should be classified into its appropriate class. This model of classification uses Multi-
layer Perceptron and analyzing the results of different test options is the primary goal of this stage. A classification model is
constructed by going through the following steps:

1) Training.
2) Testing.
3) \alidation.
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In each of the above three steps, accuracy, errors, and sensitivity must be evaluated. The training and testing will be carried
out at this stage. Validation, which consists of assessing the model based on different methods and applying a larger dataset, will
be carried out in the next stage.

Basically, Weka offers four test options; to test and train the data. Weka uses these options to determine how to proceed with
the dataset. The classifier must run on one of them at a time. The four test options are:

» Use training set: That is, test the classifier on the same data set it was trained on.

» Supplied test set: That tests on user-specific datasets. It is an external file that can be used for training. This is useful when
testing an algorithm's knowledge against a particular test set.

» Cross validation: Performs an n-fold cross validation. It works like many percentage splits. If you fold the data into 10 folds
(for example), then you repeat the process 10 times (because it is 10-folds) as follows: 9 folds are for training, 1-fold is for
testing. Each time leaving a different fold for testing. This method is most common in many studies.

» Percentage split: Splits the data and separates n% of it. Then train on percentage of the data, and test on the reminder.

In this model MLP is applied by using cross validation and percentage split, for training and testing a dataset of 93 instances.
The results are summarized in the form of tables and a confusion matrix

Each of the tables shows the testing results in numbers and percentages, it contains the total number of instances, number of
correctly classified instances, number of incorrectly classified instances, percentage of correctly classified instances, percentage of
incorrectly classified instances, kappa statistic, mean absolute error, root mean squared error, and relative absolute error.
However, the confusion matrix is a special matrix used in machine learning to visualize the classification algorithm's performance,
typically with supervised learning. Each row of the matrixrepresents the instances in an actual class, while each column
represents the instances in a predicted class, or vice versa. The confusion matrix is also known as an error matrix

This model shows the number of instance distribution on each class, where a represents Surveillance, b represents Kitchen, ¢
represents Indoor, d represents Outdoor, and e represents Entertainment.

24.1  MLP with percentage split test option:
2.4.1.1 66% percentage split:
Here the dataset is split as 66% for training, remainder for testing. The summary of the results is shown in Table 3.

Table 3: The Summary of MLP Results with 66% percentage split

Percentage
Total Correctly Percentage Incorrectly of Mean Root Relative Roc_)t
Number Classified of Correctly Classified Incorrectl Kappa absolute mean absolute relative
of Classified SV | statistic squared squared
Instances Instances Instances Instances Classified error error error error
Instances
32 32 100% 0 0% 1 0.0276 0.0784 9.2038% | 20.2371%

The above table shows the results of a 66% percentage split for the dataset that contains 93 instances, which means 61
instances are for training and 32 are for testing. The results show that all the instances are correctly classified. In the confusion
matrix below, the 32 instances are distributed among the five classes as follows: three instances are classified as "a", 13 instances

as"b", eight instances as "c",anotherthree instances are classified as "d",and five instances as "e".

a b c de <-classified as

3 00 0 0 | a=Surveillance
013 0 0 0 | b=Kitchen

0 08 0 0 |c=Indoor

0 00 3 0 |d=0Outdoor

0 00 0 5 | e=Entertainment

2.4.1.2 50% percentage split

Table 4: The results summary of MLP with 50% percentage split

Percentage

Total Correctly Percentage Incorrectly of Mean Root Relative Roqt
Number Classified of Correctly Classified Incorrectl Kappa absolute mean absolute relative
of Classified €Y | statistic squared squared
Instances Instances Instances Instances Classified error error error error
Instances
46 37 80.4348% 9 19.5652% 0.7383 0.0976 0.2468 32.5834% 63.1436%

Table 4 shows classification results after splitting the dataset equally as 50% for training and for testing. The results show that
total numbers of instances are 46, 37 of them are correctly classified and nine are incorrectly classified representing 80.4% and
19.6% respectively.
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The following confusion matrix shows the number of instance distribution to each class.

a b c de <-classified as

4 00 0 0 | a=Surveillance
017 0 0 0 | b=Kitchen

0 055 0 |c=Indoor

0 00 8 0 | d=Outdoor

0 2 2 0 3 | e=Entertainment

The confusion matrix above shows that the distribution of the 46 instances among the five classes is: four instances are
classified as "a", 17 instances as "b", five instances as "c", eight are classified as "d", and three instances as "e". That completes
the 37 instances which are classified correctly. This matrix also shows the distribution of the nine instances that are incorrectly
classified as follows: Five instances are unclear whether they belong to class "c" or "d", two instances are unknown whether they
belong toclass "e" or"c", and two instances are unknown whether they belong to class "e" or "b".

24.2 MLP with Cross-validation test option:

Here the dataset is applied to MLP with 10 and 5 folds Cross-validation. The summary of results is shown in Table 5. During
cross-validation, the dataset isdivided into n subsets (also known as folds). Initially, the model is trained on all but one (n -1) of the
subsets,and then it will be evaluated on the remaining subset.

Table 5: The results summary of MLP with 10 & 5 folds Cross-validation

The Total Correctly Percentage of Incorrectly Percentage of Mean Root Relative Roc_)t
number [Number off Classified Corre.c_tly Classified Incorrgt_:tly KaF.’p"f‘ absolute| Mean absolute relative
of folds | Instances | Instances Classified Instances Classified statistic error squared error squared

Instances Instances error error
10 Folds 90 96.7742% 3 3.2258% 0.9565 | 0.0452 | 0.1209 | 15.1567% | 31.3784%
Fo? ds 93 88 94.6237% 5 5.3763% 0.9277 | 0.029 0.1276 | 9.7282% | 33.1169%

The table above represents the results after dividing the dataset into 10 & 5 folds. The results in both cases are so close; it
produces 90 correctly classified instances in the first and 88 instances in the second cases, in percentages equal to 96.7% & 94.6%
respectively . The number of incorrectly classified instances is only three on 10 folds with percentage equal to 3.2%, and five
incorrectly classified instances equalto 5.3% in the case of using 5 folds.

The confusion matrices of the above results EW shown below:
1- The confusion matrix of applying 10 folds 2- The confusion matrix of applying 5 folds

a b c d e <-classifiedas a b c d e <-classified as
71 0 0 0 | a=Surwillance 71 0 0 0 | a=Surveillance
03 0 0 1 | b=Kitchen 2 33 1 0 0 | b=Kitchen

00 22 0 1 | c=Indoor 01 22 0 1 | c=lIndoor

00 O 16 0 | d=Outdoor 00 O 16 0 | d=Outdoor
00 O 0 10 | e=Entertainment 00 0 O 10 | e=Entertainment

The first row in both matrices shows that seven instances are classified as "a", with confusion in one instance if it belongs to
class "a" or "b". In the second row in the ten folds matrix, 35 elements are classified as "b" and 33 in the case of applying five
folds. The confusion appears in one instance as if it belongs to class "b™ or "e™ in the first case, butin the second matrix, confusion
is in three instances as if they belong to class "b™ or "a" or "c". The third row has the same number of correctly classified instances
in both matrices but with slice confusion difference which is one instance in first case and two instances in the second case. The
fourth and fifth row are identical in the two cases, with 16 instances correctly classified as class "d" and ten instances classified as
"e". The total number of incorrection classification is three instances in the 10 folds case and five instances for the 5 folds.

24.3 Run MLP with 66% percentage split, and 10 folds cross validation, with adding hidden layers:
The best results from the above tables were taken to be extended by adding hidden layers. The best results were 66%
percentage split and ten folds cross-validation.

The following table presents the results of using two randomvalues for the additional hidden layers. The first part of Table 6,
contains the results of adding two layers, the results show that 29 and 90 instances are correctly classified. Respectively for 66%
percentage split and ten folds cross-validation. The number incorrectly classified is equal, which are three instances. The
percentages of correctly classified instances are 90.6% and 96.7. The percentage of incorrectly classified instances are 9.3% and
3.2%.

The second part of the table contains the results of adding three layers; the results show that 23 and 84 instances are correctly
classified, respectively for 66% percentage split and ten folds cross-validation. The number incorrectly classified is equal in both
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training tests, which are nine instances. The percentages of correctly classified instances are 71.8% and 90.3. The percentages of

incorrectly classified instances are 28.1% and 9.6%.

Table 6: Investigation of Results after adding extra layers to both models:

Two hidden layers (10,10) Three hidden layers (5,6,4)
Percentage Percentage
The model Total Correctly Percentage Incorrectly of Total Correctly Percentage Incorrectly of
Number ..~ |of Correctly o Number ... |of Correctly o
type Classified e Classified | Incorrectly Classified e Classified | Incorrectly
of Classified o of Classified o
Instances Instances Instances Instances | Classified Instances Instances Instances Instances | Classified
Instances Instances
66%
percentage 32 29 90.625 % 3 9.375% 32 23 71.875% 9 28.125%
split
10 folds
Cross 93 90 96.7742% 3 3.2258% 93 84 90.3226% 9 9.6774%
validation

When comparing the results in Tables 3 and 5 with the results in Table 6 it was found that applying MLP using 66%
percentage split and ten folds cross-validation without adding hidden layers gives more accurate results and better performance.

2.5 Discussionand Result BEvaluation (DRE)

This stage concerns assessing the classification model based on different methods and applying a larger dataset. This stage is
necessary to ensure that the model is working properly.

2.5.1 Applying Deep learning 4j (DI4j) classifier
In this section (DI4j) is applied on the same dataset to investigate its performance compared with MLP. The results are shown

in the Table 7:
Table 7: The results summary of applying DI4j with both models
Total Correctly Percentage of Incorrectly Percentage of Mean Root Relative Roc_xt
The model Number of| Classified Correctly Classified Incorrectly | Kappa absolute mean absolute relative
type Classified Classified |statistic squared squared
Instances | Instances Instances error error
Instances Instances error error
66%
percentage 32 22 68.75% 10 31.25% 0.5913 | 0.1947 | 0.2914 | 64.9799% | 75.2088%
split
10 folds
Cross 93 69 74.1935% 24 25.8065% | 0.6554 | 0.1645 | 0.2577 | 55.2273% | 66.8589%
validation

In Table 7, the best results from the above Tables 3 and 5 had also taken to be applied with Deep learning 4j (DI4j), the
results show that, of the total number of 32 instances in the case of 66% percentage split option, only 22 instances had correctly
classified which 68.7%, and ten instances are incorrectly classified equal to 31.2%. In the second case using 10 folds cross
validation, produces 69 correctly classified instances,which 74.1%, and 24 instances are incorrectly classified equal to 25.8%.
However, applying (DI4j) with tenfold cross-validation was better than using it with a 66% percentage split, but applying MLP
was better in both cases, that when applying DI4j with both models 66% percentage split and 10 folds cross -validation, gives less
accuracy compared with MLP.

Table 8: The confusion matrix of applying DI4j with the both models

66% percentage split 10 folds cross validation
a b c d e <--classified as a b ¢ d e <-classified as
3 0 00 0 |a=Surveillance 7 1 00 0 |a=Surveillance
0 9 31 0 |b=Kitchen 0 310 4 1 |b=Kitchen
0 0 44 0 |c=Indoor 0 3119 0 |c=Indoor
00 21 0 |d=Outdoor 0 0 5101 |d=Outdoor
0 0 0 0 5 |e=Entertainment 0 0 0 0 10 |e =Entertainment

Based on the results in Table 7, the total number of correctly classified instances is 22; in the case of using a 66% percentage
split, are distributed among the five classes according to confusion matrix in Table 8 as follows: three as "a" , nine as "b", four as
"c",one as "d",and five as "e". The ten incorrectly classified instances appearas confusion in three instances if it belongstoclass
"c"or "b",oneinstanceif it belongstoclass "d" or "b", four instances if it belongs to class "d" or "c", and two belongs to class "d"
or"c".
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In the case of applying (Dl4j) with ten folds cross-validation, there were 69 correctly classified instances that had distributed
among the five classes represented in the second column of the confusion matrixin the above table as seven as "a", 31as "b", 11
as "c", ten as either "d" and "e". Moreover, there is confusion in 24 instances that appear in the above confusion matrixas follows:
confusion in one instance if it belongs to class "b™ or "a", four instances if it belongs to class "d" or "b", one instance if it belongs
to class "e" or "b", three instances if it belongs to class "b™ or ""c", nine instances if it belongs to class "d" or "c", five instances if it
belongs to class "c" or "d", and one instanceif it belongs to class "e" or "d".

2.5.2 Applying MLP on dataset with further instances

To provide a more precise validation of using MLP for identifying smart objects, it is essentialto ensure its efficiency by
applying it to additional instances in the dataset. This study applied MLP to a dataset consisting of 130 instances. The results of
using the two models, namely the 66% percentage split and 10-fold cross-validation, are discussed in Table 9.

Table 9: The results summary of applying MLP with both models over 130 instances of the dataset
Percentage of Percentage of Root . Root
The model Total Corre_cFIy Correctly Incorr_e(;tly Incorrectly | Kappa Mean mean Relative relative
Number of] Classified . Classified o - . |absolute absolute
type Instances | Instances Classified Instances Classified |statistic error squared error squared
Instances Instances error error
66%
percentage 44 42 95.4545% 2 4.5455% 0.9413 | 0.0275 | 0.1058 | 9.0087% | 26.5176%
split
10 folds
Cross 130 129 99.2308% 1 0.7692% 0.9897 | 0.0104 | 0.0451 | 3.4758% | 11.6585%
validation

In Table 9, MLP with 66% percentage split and ten folds cross-validation have been applied to a dataset with 130 instances.
In the first row of the table, we see that the total number of instances tested is 44; 42 were classified correctly with a percentage
equal to 95.4%, and two cases were classified incorrectly with a percentage equal to 4.5 %. In the second row, we show the results
of ten-fold cross-validation with 130 examples, producing 129 correctly classified instances, or 99.2%, and only one incorrectly
classified instance, or 0.7%.

RESULT

The dataset contains over 90 instances of smart home appliances, collected fromonline sources and prepared in ARFF format
to be compatible with the Weka platform, as shown in Figure 4. The dataset was classified using both MLP and Deep learning 4j
(D14j) classifiers. The final results of both classifiers were compared to determine the best outcome.

Weka had been chosen for the implementation of this model for some reasons:

» Weka is easy to learn and use.

> Weka is a very rich platform; it has various classification tools that can be applied to different studies.
» Wekais sopowerful; it can produce accurate results even if the dataset contains missing values.

In this study, MLP was applied first to a dataset containing 93 instances and tested upon different test options to see what
results could be produced each time. The results are analyzed below:

1) MLP with percentage split test option and no hidden layers added:

When the percentage split is 66%, which means 66% of instances of the dataset have been used for training and the remainder
is for testing, the result shows that the total number of tested cases is 32. All of themare correctly classified, so the result in
percentage is 100% correctly classified. These results are shown in Table 3.

The same experiment is repeated to the same dataset with percentage split 50%. The result shows that the total number of
tested instances is 46, 37 of them are correctly classified, which is equal to 80.5%, and only 9 cases are incorrectly classified that
approximately 19% of instances so,as shown in Table 4.

According to both results, 100% of the instances have been correctly classified or very close to it. Therefore, the number of
instances that are correctly classified is very satisfying.
2) MLP with Cross-validation test option and no hidden layers added:
MLP with Cross-validation of 10 and 5 folds is applied on the same dataset of 93 instances. The results of this experiment is
very amazing, in that, in both cases, a large number of instances are correctly classified. According to Table 5 the percentage of
correctly classified instances reached 96% in the case of 10 folds, and 94% in the case 5 folds. This proves that the numbers of
correctly classified instances in both cases are so close, soiit clearly indicates that this model is working properly.
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According to the above results, when comparing the results obtained from MLP with the Cross-validation test option with the
results of MLP with the percentage split test option, the result of using of MLP with the Cross-validation test option with any fold
value is close to the result of using percentage split is 66%, but overcome the result gets of using percentage split is 50%.

3) Applying MLP with 66% percentage split, and 10 folds cross-validation with adding hidden layers:

At this point the best methods from the previous points has been chosen to apply additional hidden layers. The results prove
that applying MLP using both models without adding hidden layers gives more accurate results and better performance, as shown
in Table 6.

4) Applying Deep learning 4j (DI4j) classifier:

Applying Deep learning 4j (DI4j) classifier on the dataset of 93 instances with 66% percentage split, and 10 folds cross
validation gives low accuracy when compared with the performance of a baseline model (MLP) using a dataset containing 93
instances, in which the percentage of correctly classified instance doesn’t exceed 75%. The result details and confusion matrixare
illustrated in Tables 7 and 8.

5) Applying MLP on dataset with further instances:

In order to assess the effectiveness of the proposed model, its performance has been compared using a dataset containing 130
instances with 66% percentage split and 10-fold cross-validation to evaluate the models. The results in Table 9 demonstrate that
the proposed model significantly outperforms the baseline model on this dataset. However, it is important to note that the dataset's
size and representativeness may influence the model's generalizability. Therefore, testing the model on a larger and more diverse
dataset would be beneficial to ensure its effectiveness in a real-world setting.

In general, it is important to consider both the size and quality of the dataset when evaluating the performance of a machine
learning model. A large dataset may improve performance, but ensuring that the data represents the real-world problem being
solved is important to ensure the model's generalizability (Hastie etal., 2009; Foster, 2003; Wang et al., 2016).

Machine learning models improve with larger datasets because they provide more information for the model to learn from
(Dietterich, 2002; Vapnik, 1995). However, there is a point at which the model's performance will plateau and the benefits of a
larger dataset will diminish (Foster, 2003). There are also practical considerations when working with large datasets, such as the
time and resources required for training and running them. It is difficult to determine when the MLP method becomes inefficient
concerning the size of the dataset, as this will depend on the specific problem and available resources (Bengio et al., 2012;
Goodfellow et al., 2010).

DISCUSSION

The widespread adoption of IoT devices has led to the development of smart homes, which allow homeowners to remotely
control their appliances, lighting, heating, security systems and electronics using a smartphone or another networked device,
which has led to a fundamental shift in how we live. Intelligent homes are among the most complex and data-rich loT
environments, making them suitable for developing and testing machine learning models.

Deep Learning (DL) methods, which involve using artificial neural networks with many hidden layers to process and learn
from large datasets, are well-suited for handling the large amounts of data generated by IoT systems. DL has been successfully
applied to various tasks, including intelligent video analytics, hyperspectral imagery analysis, image recognition, natural language
processing,automatic e-mail responses, machine translation, fraud detection,and healthcare.

DNN is used for classification, and classification is considered an identification method in which each classified item must
belong to a particular category. Fromthis perspective, Multi-layer Perceptron has been used in this study to identify smart devices
within the context of smart homes. The model uses five classes to categorize each device and separates it from the rest by
identifying each one as belonging to one of them. The classes considered are the main categories that smart home devices belong.
The dataset mainly contains 93 instances with basic 9 attributes to each and applied to MLP with only 7 attributes. The results
after investigating MLP with 66% split test option, 10-fold cross-validation, and adding hidden layers to the models. The results
are varied fomr one model to another, but MLP with a 66% split gives 100% accuracy, in which the full number of instances has
been correctly classified and zero incorrectly classified and considered the optimal one for identifying smart home devices.

The MLP model was compared to a baseline model Deep Learning 4j (DI4j) using a dataset containing 93 instances. The
results show that the MLP model can accurately classify devices with 100% accuracy and outperformed the (DI4j). Furthermore,
to assess the effectiveness of the proposed model, its performance has been compared using a dataset containing 130 instances and
proved that MLP gives better results.

These results suggest that the use of the MLP model for identifying smart devices in a smart home environment is accurate
and could potentially be applied to other IoT environments as well. The use of DL and the MLP model can enable the effective
processing and analysis of large amounts of data, enabling the development of more advanced and intelligent 10T systems.
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CONCLUSION

The research presented in this paper proposes a method for identifying smart home devices using Deep neural networks
(DNN) with the integration of the Weka platform and Multi-layer Perceptron Networks (MLP), presents significant results in
accurately identifying and distinguishing between various smart home devices based on their attributes. Using a dataset consisting
of 93 instances of smart home devices collected from online sources allows the model to be trained and tested on diverse devices.

The highlights of the results include testing the dataset upon two different test options, percentage split and Cross-validation
test option. The results option in both cases are very accurate. The method extended to include adding hidden layers with the two
test options, proving that using both models without adding hidden layers gives more accurate results. Additionally, the dataset
was classified using Deep Learning 4j (DI4j) classifier with 66% percentage split and ten folds cross-validation. The results show
that (DI4j) gives low accuracy compared to the performance of (MLP). Moreover, the proposed method was successfully
implemented on a larger dataset of over 100 instances, demonstrating its potential to be used with various smart devices in
different 10T environments. Deep Neural Networks (DNN) incorporation of specific groups for classification using Multi-layer
Perceptron Networks (MLP) allows for efficient identification of smart devices, which can have significant implications in areas
such as home automation and appliance management. Future work should focus on testing the model on even larger and more
diverse datasets to ensure its effectiveness in real-world settings. Also, further research can be conducted to explore the potential
of incorporating additional features or attributes to improve the model's accuracy.
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