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ARTICLE INFO ABSTRACT
Article history: Cloud computing delivers proper on-demand broadeaf network access, services and
Received 12 February 2016 resources like computational utilities, storage amplications to cloud consumers
Accepted 12 March 2016 through internet by pay-per-usage basics. Withrising number of cloud providers
Available online 20 March 2016 resorting to exploit and distribution of computimgsources and services in cloud
computing, there is a need for defending the cenfidl information of different users
Keywords: from malicious users and attackers. However, nitte@f data storage, security and
Authentication, cloud security, data users privacy of an open ended, sensibly divisioavailable computing services and
confidentiality, dynamic data integrity, resources is still ambiguity and present a majfficdity for cloud consumers to adapt
public auditability. in cloud environment. This paper deals cloud sgcapncern includes dynamic data

integrity and public auditability. This paper detie protection concern includes many
of cloud attacks, data leakage, privacy, configsityi threats while giving out of
resources and services. This method deals sectiimg cloud information, data
authentication, users’ data auditability, datagritg through enhanced merkle hash tree
construction mechanism using bat algorithm.The dgbrithm is a meta-heuristic
algorithm stimulated by the echolocation behavibmicro-bats used to optimize the
encrypted values in enhance merkle hash tree wedniThis method verifies the
difficulty of public auditability can achieved thrgh multiple auditing tasks
simultaneously by third party auditor in cloud eowiment and make sure of confirm
the vibrant data integrity kept in cloud. This abfe method conserve the cloud
computing environment with better performance eatdwn. Furthermore, cloud
security, data integrity and privacy analysis knofesfacility of the proposed approach
for cloud environment and extent dynamic efficiengigh secure cloud computing
environments.

I.  Introduction To Cloud Computing:

Currently cloud computing is a quickly developingreasing internet-based novel information tecbgpl
of distributed computing of computer industtyr(, G., 2013. Cloud environment provide technology enabled
services, shared resources, software, hardwatelatforms to the cloud clients and organizatio@loud
computing is based on several attributes such ds-tewiancy, elasticity, scalability, pay-as-you-god self
provisioning of resourcesMohamed, E.M., 2012 Cloud providers have Infrastructure as a SepMRlatform
as a Service, Software as Service and other serticpresent. The cloud deployment model providesig
private, community and hybrid cloudBéhl, A., K. Behl, 2012Cloud computing facilitates to decrease
investment cost, decouple services from the unoherlynformation technology and provides elastigityterms
of resource provisioningdhen, G., D. Kotz, 2000 Security is the main element in any cloud infnasture,
because it is essential to make sure that onlyoaigttd and authenticated user access is pernatiddsecure
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behavior is recognizedCpen, D., H. Zhao, 20)2Eventhough the security and privacy is still emainty while
sharing of resources and services in cloud comgugimvironment. Some security issues in cloud areuhc
data integrity, information confidentiality, publauditability, loss of data, vulnerability and daté&usion. To
ensure facts information confidentially, data grty and service availability, the cloud servipeovider
provides that at a minimum, include :

» Third party auditing method to guarantee the pabiditability and secured all information.

» Stiff user access methods and user authenticadohnique to protect the confidential data from
malicious users and intruders.

Cloud computing security is a massive set of sgcaontrols, policies, methods and technologids &e
preserve privacy, protect the confidential datad applications of cloud computing. The rest ofthaper is
organised as follows: The Section Il discussesctkecurity issues and challenges. Section Ill, gaveletailed
description of the proposed exciting enhanced reefidsh tree method using bat mechanism for cloud
compuing. Section IV shows performance of expertalenresults. Finally, Section V concludes the papwiith
future work directions.

[1. Security issues and challenges:

Protecting the cloud data such as sharing of wsEsresources, user identification like credidadetails
from the malicious users is a primary impact irudoThe securityZhou, M., 201Q is the majority responding
in high percentage of challenge of nine issues kntmcloud environment as shown in Fig 1.

Rating of cloud challenges

Not enough majorsuppliers vet NN 1.3
Pegulatory requirements prohibit cloud IR 49.2
Bringing backin-house may be difficult I 50
Womnied ondemand will costmore NN 0.4
Notenough ability to custornize I 58
Hardtointegrate with in-house IT NN 1.1
Availability I ¢3.1
Performance I 531
Secwity I 746

0 10 20 30 40 30 60 70O 80
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Fig. 1: Challenges of cloud environment.

Table 1:Risk distribution with respect to cloud.

Areas of Risk Critical Important Not so important
Data and information security 91.7% 8.3% 0.0%
Change control management 41.7% 50.0% 8.3%
Third party authentication management 41.7% 41.7% 6.7%
Service level Agre_emgnt, regulations and 33.3% 21.7% 25 0%
legislation
Disaster recovery 66.7% 33.3% 0.0%

Mingi Zhouet al[6] have suggested a number of cloud computingesygtroviders about their concerns on
security and privacy issues. For security, theyehound out these concerns were not sufficient @uode
should be included in terms of several aspectsdétgice availability, data confidentiality, dataegrity, audit
and control etc. Moreover, open-minded acts onagsiwere out of date to safe guard users infoondti the
cloud computing system environment. As they weréonger relevant to the fresh relationship amorgsiand
providers, which includes different parties likewdl user, cloud service provider etc. Multi-locatieda storage
space and services in the cloud build privacy isswen inferior. Therefore, implementing released for new
circumstances in the cloud, it will effect in marsers to step into cloud. They have kept up thatithes in
Cloud Computing literature was to be coming aftexste security and privacy issues having been fouhd-ig
1. Challenges of cloud environment. A cloud storagetem has been suggested by Hsiao-Ying Lin and-We
Guey Tzeng (2012) which enclosed storage and keyise They combine a recently suggested thregiroldy
re-encryption scheme and erasure codes over exizorkre threshold proxy re-encryption scheme maista
encoding, forwarding, and fractional decryption r@giens in an allocated way. In Cloud Computingri&acy-
preserving public auditing system for informaticiorage security has been suggested by Cong Vet
(2013) They employ the homomorphic linear authenticatnd random masking to guarantee that the third
party auditor would not know any knowledge aboet diata content accumulated on the cloud servengltine
capable auditing process, which not only destrbgsbiurden of cloud user from the tedious and priybadstly
auditing task, however furthermore improves thesidear of their outsourced data leakage. Arjunri@net al
(Kumar, A., 2012 proposed the secure data storage and data astessud. They identified the cloud owner
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will not have authority to control the data dueldok of user access privilege, third party auditargl non-
availability of service.

The important problem on cloud is data integribe@onfidential information stored in the cloudratge
may suffer from harm or damage during transitiotioas from or to the cloud service provider suchttes
recently assaulted linux’s servef3achin, C., 2009; Carroll, M., 20LIThere are several areas of risks could be
identified, in which data and information secunitgis the rate by 91.79%énz, R., S. Taylor, 20)&s exposed
in Table 1. Ching-Nung Yang and Jia-Bin Lai sudgés cloud security services together with crypphic
key agreement and authentication. They utilizeel sécure cloud computing through make use of Elpurve
Diffie-Hellman and Symmetric Bivariate Polynomiadded Secret Sharing mechaniswaljeel, M., E. Bertino,
2014. Mohamed Nabedt al (2014)proposed privacy preserving access control inipubduds use the ACP
method for encryption and upload the data in timote storage in this method was increase the catipnal
cost . Some of the major cloud computing issues différent attacks Yang, C.N., J.B. Lai, 20)3are
mentioned below:

Information confidentiality
Vulnerability

Public auditability

Data Leakage and loss of control
Data intrusion

Service and Data availability
Injection and Hypervisor attack

VVVVVYY

lll. Enhanced merkle hash tree method using BAT mechanism:

The enhanced merkle hash tree method using bdtoohdbr cloud computing assesses the problem of
security and privacy concerns includes public almlity, dynamic data integrity, data authenticftgm the
cloud architecture perspective, cloud delivery niated cloud deployment method view point. This roeth
assess the problem of various attacks, data leakafgrmation privacy, confidentiality and vulnbitity while
sharing of services and resources in cloud comguéinvironment. This method allows authenticated and
authorized users’ to access the confidential dhiah leads to develop well-organized and profitieloud
security environment. Cloud computing presents @pate on-demand network access to an allocatad pb
computing resources. This restricted method carsegeral security confronts, which have not beew fi
implied. The main difficulty in cloud computing imaking sure the integrity of data storage. The g#ne
architecture for secured data authentication thnoeighanced merkle hash tree method for cloud ctingu
environment is shown in Fig 2.

Create

File —"Signﬂ,—" File Tag Cloud

Block Server

'
Enhanced merkle hash tree Arangement Reglest /
Phase Respanse

Create

Third Party Auditor | ——— Challenge

Fig. 2: Enhanced merkle hash tree general architecture.

This proficient approach is primarily focus ore tAuthentication and auditing of cloud environmétit.
first, the client generates the initial setup atwtes it in the cloud server. To check the publiditability, third
party auditor request to the server, then the sergsponse to the request and generate some ayxilia
information. This information is send to the cliefor the further process through arrangement pluse
enhanced merkle hash tree method. The arrangerhaseé reate signature for each file block andealltag
for auditing phase and simultaneously create eradthhash tree for respective file block. The enbdmerkle
hash tree is probable to efficiently and securblywsthat a set of elements are undamaged and redhlteor
every authentic value of data, a tree will be e@atith hashes h (.) and the tree applied in erdthneerkle
hash tree will be a binary tree. The example okecbd merkle hash tree is shown in Fig 3.
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Fig. 3: Example of enhanced merkle hash tree.

This merkle hash tree is normally employed to enticate the confirmation of data blocks. It uélizone
way hash functionito the whole public file instead of signing eactirg in the public file. The output of; s
called root (R of the public file. All the users of the systenaka out Rin hash tree. After that all the users can
confirm the accuracy of the public file by compatiR = h(public file). By applying enhanced merkle hasge,
validate individual entries in the public file wiitht having to make out the whole public file. Thaywof
constructing enhanced merkle hash tree is depictEdy 3, during the construction of this tree,iffer with the
authentic hrequests for {@ as}. The server presents the verifier with the aaxili authentication information
(©;) such a2;= < h(ay) h, > andQe= < h(as) hy >. Next the verifier can authenticate theaad gby computing
he(as), Nv(ae), N=h(h(ag)lIn(as)), =h(h(as)llh(@e)), h=h(Ml[l), hv=h(tyllhy) and k=h(h||hy) then making sure if
the computed Hhs similar as the validate one. The leaf nodethadeft-to-right sequence, so any leafle can
be completely found out by subsequent this sequandethe mode of computing the root in enhancedimer
hash tree. The bat mehanism is a meta-heuristizitign, enthused by the echolocation behavior afraibats
(Van Slyke, R.M., R. Wets, 19%9The procedure of bat mechanism is used to dapgithe encrypted values
while constructing the enhanced merkle hash treshawn in Fig 4.
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Fig. 4: Procedure of bat mechanism.

The most important goal of this paper as dynardata integrity and public auditability is
mentioned.Initially consider the file X, next th&efis divided into m number of blocks as,a,.....,a, where a
€ to Z, and p is a large prime number. Let e : G¥&y be a bilinear map, with a hash functiopn 8,1} —>G.
Let g be the generator of G. h is a cryptographishhfunction. The specified process of this metisozhrried
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out through arrangement phase, integrity phase aymhmic data integrity phase as mentioned below.
Arrangement phase. The client make public key anate key (pk, sk) by invoking KeyGen(.). In Key&8,
the client choose a random element i, and calculates « o”. The private key pair is (b, sk) and the public
key pair is (u, pk). SigGen(.) is run by the clidhtakes the input private key sk and file X whis an arranged
collection of blocks {§. This arrangement phase has five steps, whichbeagxplained in below:
Step 1: Generate the tag for file
Step 2: Create the signature for each block
Step 3: Generate the signature set
Step 4: Root of the IMHT is signed using secret key
Step 5: All the setup send to the server

In a specified file X=( ga,.....,a, the client select a random element@ and select the file name then
choose the tag dtfor the file X. Let = file name||m||s||SSid file name||m||s) be the file tag for X next the
client calculate signatui for each block &i=1,2,..,m) asi=(h«(a)S")" then the set of signature indicatedyas
= {8}, 1<i<m. after client create a root Rased on the construc tion of merkle hash treerevthe leave nodes
of the tree are an ordered set of file ta@h(i=1,2,..,m). Next client signs the root &hder the private key b:
SSig«h(R))—(h(R))" after finishing all the process client send {g At SSigh(R))} to the server and delete
{X, v, SSigdh(R))} from its local storage space. After that théent distributes the public key to the third
party auditor for monitoring the remote files.

Inutialization Initialization
Client

A 4

r Y

Challenge

TPA '

Integrity proof

Fig. 5: Representation of data integrity phase.

Integrity phase. By challenging the server, thentlor Third Party Auditor (TPA) can validate timegrity
of data as shown in Fig 5. The TPA originally fies the tag through the public key before chaliegghe
server. If the verification fails discard by fals®; else recover file name and s. To validate tiegiity TPA
send the “chal{(i,l) 41 <i < 4¢" request to the server. The message “chal” exaetposition of the blocks to be
verified in the challenge area. To produce the ags<hal, the third party auditor picks the randnaiement
subset U={d,d,....,d;} of set [1,m], where we assume<d....<d, for each i€ U next the TPA select a random
element | € B € Z, The server make the GenProof(.) after receiving'thal” request from TPA, and as well
computes,y (Eq.1 and 2). GenProof(.) taken a input file t&,dignature sef and a challenge “chal{(iy¥ g1 <i <

d
Y= U .ai S Zp (1)
1=
d
o =11 Siud e G . (2)
i=d

Besides the server will also offer the verifiettwa small amount of auxiliary informatio®) d;<i<d.
which is thenode siblings on the path from the leaves {{&))} d,<i<d. to the root Rof the improved merkle
hash tree. Next the server responses the veriftertte integrity proof J={ vy, o { hi(ai), Q; } d;<i<d. , Sigx
h(r)) )}.The verifier produces root by means of {H{ai)}d;<i<d. upon receiving the responses from the
server, and verification it by checking e(Qidh(r;)),g) = e ((r)), ¢ if the authentication fails, the verifier
discard by FALSE; otherwise, the verifier chedl&.3)

d
ec.9)=e (Ih(a) " ,s" ,u) 3)
1=
if so the output true otherwise false. The ovepeticess of integrity phase is given below,

Step 1: Random set generation

Step 2: Challenging the server

Step 3: Compute delta and

Step 4: Server respond the request
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Step 5: Calculate Rind Verify the Signature
Step 6: Verify {@icwu

Dynamic data integrity phase. This approach captyl handle dynamic data integrity together wittiad
modification (0,), data insertion ([) and data deletion (P of cloud storage. Now we consider the file X,
signaturey and as well the root;fRas been signed by the client and all the infoionatollected at the cloud
server. So anyone who has the client’s public leylook the accuracy of data storage . The datéfiTatibn
refers to the substitute of specific blocks witlveloone. If suppose, the client wants to alterithélock of ato
a after that the client produces the related sigeatirthe blocks, =h(a") Sa") ® then client produce a revise
request message update=,((&,5) and send to the server, wherg, Bepresents the data modification
operation as shown in Fig 6.

b{al)  hfs¥) hian hlad)

Fig. 6: Enhanced merkle hash tree update under block roatidm.

The server runs ExecUpdate (X,update) upon receiving the appeal. Particuldmygerver,
1) Replace the block of ai with and output X
2) Replaces, with & and outputy .
3) Replaces {fa) with h(a') in the better merkle hash tree construction amkate the rootR
Inserting a novel block after the ith blockds known to be data insertion as shown in Fig 7.

T Root B

N O Irmert hefa*®) after he(a3)
a - e 5
he{al) he(dd) he(ad) hela®) he(al) he(ah)

Sequence of ordered set ofleaves

Fig. 7: Enhanced merkle hash tree block insertion

The procedures of data insertion operation areséime as the data modification case. The clierdym®
the related signatur& then produce an update message updatg=(3) and sends to the server, where D
signify the data insertion operation. The servarsriExecUpdate(Xy, update) upon receiving the appeal.
Particularly the server,
1) The server stores and adds a leaf h{l)) and the output X
2) Then generate new root R
3) Adds the signatur& into the signature set and output

Data deletion is the converse operation of dagartion. For single block deletion, it refers tdetieg the
particular block and moving all the final blockseoblock forward. If the server obtains the upda&iguest for
deleting block afrom its storage, remove the leaf node®}) in the enhanced merkle hash tree and produce
the new root Ras shown in Fig 8.

V. Performance And Evaluation:

This paper carried out the secured authenticdtioenhanced merkle hash tree is implemented inAJAV
technology.The performance of this enhanced mdrasdh tree method using bat mechanism is evaluatsedb
on diverse number of sampled blocks through awgliind compare with other methods like HASSM, PPV in
terms of various measures includes audit time, Wwaitl utilization, computational cost, user queriede
etc.This method verifies data integrity, autherni@aof resources which uses binary tree strucamet the third
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party auditor verifies public auditability with miydle auditing task simultaneously. The Table 2 &g 9
represents of the Audit time per task for propasethod attains better value when compared to otie¢hods.

Fig. 8: Enhanced merkle hash tree update under block deleti

Table 2: Shows tabulation of Audit Time per Task.

. Audit Time per Task (ms)
No. of audit task Proposed method PPV HASSM
6 389 520 400

= Proposed method
=PPV
=HASSM

Audit time per task
-
=]
=)

Fig. 9: Comparison of Audit time per task.

The Table 3 and Fig 10 shows the values of barttiwidilization for the corresponding block size.
Bandwidth utilization is defined as the bit rateigble consumed to perform the data communicatiothée
cloud infrastructure. The bandwidth utilizationtbé proposed method is more efficient than otheéhous.

Table 3: Bandwidth utilization of various methods.

Block Size Bandwidth Utilization (M bits /s)
(KB) Proposed method PPV HASSM
100 27651 23150 25000

Proposed method
PPV

u HASSM

Fig. 10: Bandwidth utilization for proposed and other mekho

The Table 4 represents the values of computdtmos for the various file size.The computatiooast is
measured according to the size of file and the ousirred for each unit and the overall cost patamis
denoted in terms of Kilo Bytes (KB). The computatbcost of the proposed method is compared vétious
existing method as shown Fig 11.

Table 4: Reduction of computational costs.

File Size Computational Costs (KB)
(KB) Proposed method PPV HASSM
2 1964 3495 2998
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= Proposed method
PPV
HASSM

Computational cost

Fig. 11: Graphical representation of computational costs.

The user queried rate denotes the amount of eféaxss in producing the result to the end usérs. user
queried rate of the proposed method is more effidiean other methods as shown in Fig 12.

= Proposed method
| mepy
' HASSM

User queried rate

Fig. 12: Graphical representation of User queried rate.

The effectiveness on read and write operation hen dioud infrastructure is defined as the readéwrit
efficiency on cloud services.The Read/Write Efficig on Cloud Services of the proposed method ispesed
with other methods as shown in Fig 13.

Proposad method
PPV

® HASSM

Fig. 13: Read / Write efficiency of various methods.

In order to decrease several risk in a cloud emwrent of any organization, the proposed cloud reecu
method use better,highly safe to protect the dsitering of computing services and resources indclou
computing environment.

V. Conclusion and future work:

Clearly, present growth of cloud environment hesmendously increased day-by-day, but the cloud
security and privacy are still measured and iteen important key concern in the cloud compufirggprotect
the confidential data in cloud against verificatiand validation of users, threats, vulnerabilitit®refore a
secure dynamic authentic security for cloud envirent is enforced. The efficient dynamic data intggand
secure authenciation can be achieved through eebamerkle hash tree construction using bat dlgoriTo
solve the public auditability, the proposed methask third party auditor for multiple auditing tasks
simultaneously. The experimental result shows that proposed method is highly proficient and prdyab
secure. This progressive research work enrichigdlezfcy, well bandwidth utilization, improved atidig time
and frequency, decrease of computational cost bgleimenting enhanced merkle hash tree using bat
mechanism in cloud computing. Future research workhis work to develop better cryptographic medsan
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with multicloud storage method that can supporhhignfidentiality, data availability and to meetmagrivacy
and secure cloud computing environment.
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