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ARTICLE INFO ABSTRACT
Article history: Vehicular adhoc network provides efficient traffic informatioralert message
Received 12 February 2016 emergency warning, entertainmard infotainment dissemination. It places a \
Accepted 12 March 2016 role in safety fields such as defense system,idraffstem, etc. Even though, so
Available online 20 March 2016 advanced digital signature and Public Key Infrastite method were used for secur
intrusion detection and prevenii of malicious vehicle from jeopardizing the sgfet
Keywords: the other vehicle is an inevitable challenge invoeks. Bilinear pairing method is us
Certificate Revocation List, Vanet, in an anonymous Id creation for each vehicle. T @€hecking process has be
Security, DMSTP, Triple D Method done using Bloom Filter methodhich avoids false negative. It replaces the -

consuming CRL Checking process. It reduces meskmgeratio by fast revocatic
checking and CRL updating method as well as it seeety less memory spa
compared to other methods. Previously, bi-dieeetl flooding method has be
proposed for CRL dissemination. This paper maimlguses on CRL disseminati
based on Distance, Direction and Density (3D) usthg DMSTP (Directione
Minimum Spanning Tree Protocol).Compare todbectional flooding melod, it
reduces the congestion by disseminating the CRthéomost needed node in 1
roadmap.

INTRODUCTION

Vehicular ad hoc networks are placing a vital foledeveloping a road safety applications suchmailen
warning, collision detection, road traffic contsylstems, collision avoidance, elt is also used in infotainme
and entertainmentlt consists of two main entities which are-Board Units and Ro&Side Units. On-board
Unit is fastened in all theehicles. The roeside unit is fastened in road side at uniform waédistances
There are two types of communications to providel amare information: Vehicle to Vehicle (V2
communications and Vehicle to Infrastructure (R&de Unit) communicatics. CRL dissemination is als
placed a vital part in Vanet security. Because, @By receives any message, it checks in its current (SRl
CRL should be disseminated quickly to the most adedBU first instead of sending to all OE in the signal
covered regionThe most needed OBU can be found using the paeasndistance, direction, density and spt
Based on these parameters, Kruskal's minimum spgrairected graph techniques have been to find the
most needed OBU.

Il. Related Work:

The fourmain security requirements in VANET are Privacy €tJd ocation, etc.,) preservation, Mess
Authentication, Message Integrity and Nonrepudratidlbert Wasef and Xuemin Sh¢2013) introduced an
expedite message authentication protocol (EMAPXlveflaces the CRL checking process with an effic
revocation checking process using a fast and seldMAC function. EMAP is suitable for any netwa
(VANET, MANET, etc.,) employing a PKI system. TheRC checking process has been done and com,
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with various searching algorithms such as lineardg binary search, hashing. As a result, thleestication
delay is reduced CRL checking process in VANET bing the hash function method. Ghassan Saetaah
(Samara, G., 20)0proposed an efficient certificate managemerWANET which avoids the CRL checking
process. Because each vehicle must have a cagifidadransmission. Even an adversary vehicle camsnit
the message with its certificate. If any vehiclaifegitimate, it has a valid certificate (VC) dseeit has an
adversary certificate (AC). Each certificate hasatvn format. While receiving a message, the recaihecks
the type of certificate. If it is valid certificatéhe message will be accepted or else it will iIseadded. Julien
Freudigeret al. (2007) introduce CMIX protocol, which maintaireetocation privacy in VANET by changing
identifiers in the presence of a global passiveeaghry. This protocol creates cryptographic mixemat road
intersections. It prevents computationally-boundedesdroppers while preserving the functionalitysafety
messages. Its process is divided into three plasdsas Key establishment phase, key forwardingephad
key update phase. In the key establishment phdkdegitimate vehicles within the mix-zone obtain a
symmetric key from the roadside unit (RSU) of thix-aone, and use this key to encrypt all their ragss
while within the zone. To ensure the functionality safety messages, the mix-zone key can be ratdiye
nodes approaching the mix-zone with the help ofwaflrwarding mechanism, and the RSU can swaprieva
key through a key update mechanism. The locatiovragy has been achieved by combining mix-zones into
mix-networks in VNs.Jason J. Haesal. (2011) propose an Efficient Certificate Revoaatigst Organization
and distribution which reduced the CRL size. It wasefficient mechanism to check the presence ntificate

Id in the CRL. CRL updates have been done by usgimiweight mechanism. CRL checking process (chagki
whether the certificate’s identifiers are presenthie CRL or not) is done quickly by storing thetifieate in a
Bloom Filter which is a probabilistic data stru@ui.e., searching has a non-zero, but small fadsitive rate)
and has a constant (O(1)) cost in terms of comimutafor searching and storage. Ghassan Samara
(Sampigethaya, K., 200®roposed Certificate Revocation Management in ¥ANvhich reduces the channel
load resulted from frequent warning broadcastingpeaed in the adversary discovery process. Acausati
Report produces a heavy channel load. Becaussatves the adversary report from all the vehidtagplaces
the Certificate Revocation List (CRL) by Local Reation List (LRL). It reduces searching delay afghHoad
on the channel. As a result, adversary search gsdseanuch easier and faster. In, Hubaux identiéydpecific
issues of security and privacy challenges in VANEfd indicate that a PKI should be well deployegratect
the transmitted messages and also authenticateealetwork entities.

In (Raya, M., J.P. Hubaux, 2007Raya and Hubaux use a classical PKI to provetu®e and privacy
preserving communications to VANET. In this apptmaeach vehicle needs to preload a large set of
anonymous certificates. The loaded certificatesaoh vehicle should be huge to maintain securitypivacy
preservation for a long time, e.g., one year. Baaficle should update its certificates from a carduthority
during the annual inspection of the vehicle. Irsthpproach, revoking a single vehicle implies révgkhe
large number of certificates loaded in it. Anitétaal. proposed the authentication protocol using redgiased
certificate revocation method. Vanet area is claskinto regions and Certificate revocation listmaintained
separately for each region. In this case, any \ehéceives any message, it checks in the regidn i6Read of
searching in a single CRL. She also proposed CR&edination using Road map and modified bidireetion
flooding method.

[11. System Architecture:
The system model has the following entities. Bhewn in Fig 1.
1. Trusted Authority (TA): It distributes anonymousrtificates for all the on-board units which areaatied
in Vehicles and the secret key for all VIRSUs & C&IRin VANET.
2. Road Side Unit (RSU): It is fixed and distributeltl @ver the network. It is communicated with Trubte
Authority and the vehicles. It can store Certifc®evocation List (CRL).
3. On Board Units (OBU): It is embedded in vehiclascdn communicate either with other OBUs through
V2V communications or with RSUs through V2I comneations.
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Fig. 1: VANET Architecture.
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Trusted Authority creates a set of anonymousfaetes for all OBUs in the network and also ittdimutes
a private and public key of OBUs to the correspogdiegion VIRSU and CURSU in the network. The total
network areas are classified into regions. Eaglorehas two types of RSUs.
» Vehicle Info-collection RSU (VIRSU): It maintain®dation, direction, speed, CRL flag value of the
vehicles and the density of the road. Here CRg ¥lalue denotes whether it updates its data aeptes not.
» CRL updating RSU (CURSU): CRLs can be transfeinedetween all the regions through CURSU. This
CRL contains the invalid certificate I1d of the OBWhich are in its region.

3.1. System Initialization:

A set of anonymous certificates is created by dAdll the OBUs in the network. Each certificates liz
certificate identity (cert_Id). Certificate Idetyticonsists of two fields such as private key anllig key. It also
provides secret key to all the CURSU. Each CURShKtaias the list of Certificate Identity for all tl@BUs in
their region. Only the public key of this list iagsed to all the OBU's in the region. Secret kayegation has
been done using bilinear pairing method. It isfoatised in this paper. Because it was presentdtkiprevious
work.

V. CRL Dissemination:

Service channel is divided into two parts basedthen time period. First, each vehicle is sendirgy it
location, direction and speedto the neighbor vekiah the region. Secondly, CRL dissemination kemeplace
using the parameters distance, direction, denaityspeed.

Phase 1:
VIRSU collects all OBUs information such as looatidirection and speed.

Phase 2:

CRLs can be routed in the region based on thenrdton received in VIRSU.

The VIRSU passes the CRL to the OBUs, which argghtmost and leftmost diagonal positions on the
road. If the road is multilane, it passes the C&Ltht twoOBUs which are in opposite direction wayd.If it is
n lane bidirectional road, CRL should be passetihédfirst and the ilane road OBUs which has been entered
in the region at last.

OBU Selection:

Lane n

Lane 2
Lane 1

(x1.y1) (x2,y2)

w -> width of the lane

h -> Height of the lane

(X1,y1) and (%,y») are the two end points of the first lane.
The height of the lane can be measured usingotineula

h= (X0 #(y2-y1)?

First OBU:

OBU(x,y) =x | if xI<x<x1l+u
Y | if yl<y<yl+w

Else

if yl+w <y <yl+2w

if yl+(n/2 —1)w <y < yl+ (n/2)w

Second OBU:
OBU(x,y) =x | if xI<x<x1+u
Y | if yl<y<yl+w
Else
if yl+w <y <yl+2w
if yl+(n/2 —1)w <y < yl+ (n/2)w
Here, (x1,y1) and (x1,y2) are the edge points iafzal.



673 Anitha G. and Dr.Hemalatha M., 2016
Australian Journal of Basic and Applied Science, 10(1) January 2016, Pages: 67875

This OBU takes the nearest OBUs address on the saadkin both direction and passes the CRL.
passedising the modified flooding method (MFM). In thisethod, the CRL is passed to nearest OBU ins
of sending the CRL to all the OBUs in the regi

Algorithm to find the nearest OBU in the following MSTP algorithm:
Step 1: Select the two edge poi(x1,y1)& (x2,y2) on the road in the region.
Step 2 If any point satisfies the previous steps, ttetatice between the two nodes can be calculatediy the formule
Distance =sqt ((x) *(y-¥1) )
Step 3 The shortest distance OBU address cacaptured and send the CRL to the si

Algorithm for directional MST (Minimum Spanning Tree) Propagation [DMSTP] Method:
Require:<Vehicles in one region (a road segment) formingoGr&>
Ensurex< Graph (T
1: letG be the graph containing candidate vehicles thabejoinedtogether with the selected vehicle in a road sed
2: letT be an empty graph;
3. Let M be the number of vertices in a graph T.
4. Let N be the number of vertices ( OBUs) which rmwoving inthe same direction as OBUf in  Grapt
5.Add OBUfinto T .
6. Assign 1 to M.
7. while M <N
8. calculate the o-degree(OD) of the vertex OBUf.
9. Let (V,E) are OD edges.
10. Find (v,e) have the smallest metric distance(qy,E) in graph G usinalgorithm 2.
11. removey e, w) from G
12: addvandeto T
13. Assign the added V as OBUf
14. Increment the value of M by 1
15. End while
16. let Hbe an empty graph;
17. Let m be the number of vertices in a graph H.
18. Let n be the number of vertic( OBUs) which are moving in the same direction 8J8in Graph
19. Add OBUs into H .
20. Assign 1 to m.
21. whilem<n
22. calculate the o-degree(OD) of the vertex OBUs.
23. Let (V,E) are OD edges.
24. Find (v,e) have the smallest metric distad) in (V,E) in graph G using the algorithn
25. removey e, w) from G
26: addv andeto H
27. Assign the added V as OBUs
28. Increment the value of m by 1
29. End while
30. return T and H.

V. Performance Evaluation:
5.1. Authentication Delay:

We compare the message authentication delay emgloyie CRL with that employing this RML
protocol to check the revocation status of an OBhle authentication of any message is performecdhine
consecutive phases: the sender's revocation stdtaskng, the sender's certificate verification, and
sender’s signature verification. In the first auttieation phase, we can apply any searching mefoo
checking the revocation status of the sender. irttethod, bloom filter technique has been wto check the
revocation status. While CRL distribution periodisi not sending the CRL to all the nodes. Instefthis, it
sends it to nearest OBU in the road. It is showRigr2.
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Fig. 2: Authentication Delay.
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5.2. End-to-End Delay:

It is the time to transmit the data from the senibethe receiver. It depends on the number of redh
certificates included in the CRL and also it depead the CRL checking process. The proposed syconsists
of regionwise CRL which consists of revoked certificatestinregior as well as it uses directional minimt
spanning tree methodhe time taken for sending the data from senalé¢né receiver is less when compato
EMAP method. It is shown in Fig 3

End-to-end delay (msec)

c Rk N W M 0 @A N ® O

10 41 9 100 130

Density of OBUs (per Km?)

Fig. 3: End-to-end delay.

5.3. Message L oss Ratio:

The average message loss ratio is defined as #rage ratio between the number of dropped mes:
every 300 milliseconds, due to the message auttaiun delay, and the total number of received agess
every 300 milliseconds by an OBU. It increz with the number of OBUs within the communicationga. In
this protocol, only limited OBUs may be involved ég@mmunication within the region and also it incthie
minimum revocation status checking. As a resuis, DMSTP decreases the message lotio compared to that
employing either the linear or binary or EMAP.dtshown in Fid4.

—e—EMAP
2 ——RMDP
DMSIP

V) 31 b0 91 121 152 182
Average tumber of OBUs in communication range(per Km?)

Fig. 4: Message Loss ratio.

5.4, Communication Overhead:

In this protocol and EMAP, each OBUu broadcastrtfessage in the form (M |samp|| carte(PIR, PK,,
Sigra(PIDy || PKY) |l sig ( M || Tstam) || REMinecy. In the WAVE standard, a signed message hasdfidicate
and signature of the sender with a time stamp entthnsmitted message. The additional communici
overhead incurred in RMOPMSTP aid EMAP compared to that in the WAVE standard is maidle to
REV heck It reduces the communication overhead by seniti@e@RL to the nearest one in the reg

VI. Conclusion:

In this paper, we have proposed protocol for VANEich provides messa@uthentication and efficiel
certificate revocation list management by replacihg timeconsuming CRL checking process with a -
revocation checking process with Bloom filter. Aaldo, CRL distribution is performebased on Directional
Minimum Spannig Tree Protocol using the main three parameter&abie, Direction and Dens. Instead of
sending the CRL to all the OBUs in the regiongihds to the only one nearest Cwhich is in same directio
lane on the road.It reduces message loss ratspace complexity and congestiom RSU and OBU by
introducing regiorbased revocation checking process and also it miagprivacy by using anonymous ke
for OBUs. In futuremost efficient CRL distribution techniqumay be proposeiticluding the spee¢ parameter.
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