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The implementation of adaptive bimodal biomepattern recognition of palm pri
and iris pattern in a Field Programmable Gate A(RBGA) is described in this pap
A Personal authentic system is essentially a patezognition system that makes
of biometric traits to recognize individualsystems that are built upon multiple sour
of information for establishing identity are knovas multimodal biometric systen
They can overcome some of the limitations like ynotsaptured data, intra cla
variations etc exist in uni-modal biometric gyst In this paper an Adaptive Bimot
Personal Authentication System using Sparse Repsgimn based classificatic
(ABPSRC) of iris and palm print using Wavelet Packeansform (WPT), Haralic

Descriptors and a neural classifier is describéd dniqee feature is single clock cyc
implementation of distance computation block andaie block. The update blo
which updates the weights of the winner neuron ibearning Vector Quantizatic
(LVQ) neural network and the entire architecturémiplemente in a pipelined fashion
which increases the speed of operation and redimedardware complexity. Tt
control block is described using parameterized VHidagram resulting in a finite ste
machine. The neural network is implemented for frgata of 3Zbits, 12 input classes
and 8 output classes, using vir#éxxc4vix15 device. This system can comp
recognition in 5.95 ns thus enabling it being dlé@dor real time pattern recognitit
tasks. By using 1-24 fixed point notation, an area optimizedplementation with a
recognition rate of 92% is obtained.

INTRODUCTION

Personal authenticatiarsing biometri is the process of establishing a human identitgthas a person
physical or behavioral traits. An automated biomesuthentication syste compares the feature set extrac
from the input raw data applied to it as input wvitie identity models stored in the database. Tlieegproces:
is performed either to verify a claimed identity tor determine the individual's identity. The penfiarce of
such system is evaluated by measuring the -off between the false accept rate (FAR) and theefatject rat
(FRR). For any system, it is not possible to redihese two error rates simultaneously. By buildingysten
which accepts more thame biometric trait these two error rates can baiged considerably. Most mu
biometric systems described in the literature epn@locommon fusion mechanism for all users. Suchtir
biometric systemsRoss, K. Nandakumar, A. Jai2006), merge the infanation presented by multiple <
systems. When N independently constructed-systems function together, the N output scorestarbe
consolidated into a single output. This is the probof scor-level fusion which is the most popular fusi
approachdue to the ease of accessing scores from commenatghers. In this paper we have followed fea
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level fusion. The feature vectors are extracteddmyputing texture features from iris and palm puiith the
help of gray level co-occurrence matrix and combiteeform a single pattern vector.

The computational power requirement of pattern ge@@mn systems are not achieved by embedded
systems built with microprocessors. One solutionthi problem is the hardware implementation ofveafe
algorithms using Field Programmable Gate ArraysGRB). FPGAs allow the customization of both the
architecture and the functionalities of the sysfema given purpose. The concurrent design andatioer is
one of the outstanding features of such reconflgardevices. Due to its availability and performanePGAs
have been used in powerful reconfigurable systdiherefore, systems based on reconfigurable hardese
offer custom-computing machines for specific aplmns, with orders of magnitude faster than regula
software processing in general-purpose procesBackér, J., R. Hartenstein, 2003).

The objective of this work is to propose a methodgl for the implementation of a Learning Vector
Quantization (LVQ) Neural Network (NN) as classifi®r pattern recognition of iris and palm printing a
reconfigurable device. LVQ NNs are frequently utmdpattern recognition problems (Kugler, M., HL®pes,
2002 ; Olmez, T., Z. Dokur, 2003) and found to ltable for hardware implementation. Since they are
working based on geometric distance calculatiowbeh input samples and reference vectors theynetpss
number of multipliers and less clock cycles.

Existing Systems:

The first successful implementation of iris recaigmi system was proposed by J.Daughman in 19933198
This work though published more than 30 years dijoemains valuable since because it providestsmis for
each part of the system. Most of the systems impidad today are based on this work. They are b@s€hbor
wavelet analysis (John Daughman, 1988; John Daught®93; John Daughman, 2004) in order to extrét i
image features. It consists in convolution of imagth complex Gabor filters. As a product of thigeoation,
phasors (complex coefficients) are computed, etedli@and coded by their location in the complex @lan
However the Daugman’s method is patented whichkislds further development.

In another approach suggested by Lye Wil Liam atidChekima in their paper (Lye Wil Liangt al.,
2002), the iris image is pre processed for congakiincement. After preprocessing, a ring maskeated and
moved through the entire image to obtain the isgdBy using this data the iris and pupil are nstwcted from
the original picture. Using the iris center cooedeand radius, the iris was cropped out from deemstructed
image. The iris data (iris donut shape) is trams@at into a rectangular shape. Using a self orgdrizature map
the iris pattern is matched. The network containsirgle layer of Euclidean weight function. Manhatt
Distances are used to calculate the distance frpartacular neuron X to the neuron Y in this neigiinod. The
Manhattan Distances without a bias and a competitansfer function is used to upgrade the weight.

In another method followed by Jie Wang (2006) tietexture extraction is performed by applying efet
packet transform (WPT) using Haar wavelet. Theiiriage is decomposed in to sub images by applyiRy W
and suitable sub images are selected and WPT cieetf are encoded. K.Grabowski and W.Sankowské hav
designed another method for iris features extractiethod. In their paper (Grabowski, K., W. Sankikws
2006), Haar wavelet based DWT transform is used.

Ajay Kumar and Helen C. Shen (2004) proposed amoagh in which Gabor filter is used for palm print
recognition. Fang Let al. (2004) proposed an approach utilizing Line EdggpMLEM) of palm print as the
feature and Hausdorff distance as the distancehinatalgorithm.

The content of this paper is organized as follo8&ction Il describes the steps involved in muliitao
biometric recognition System. Section IV preseritsrietric fusion method in general. Section V présemur
proposed approach using WPT, statistical classifiel hardware implementation. Section V gives dsailts of
WPT based feature extraction followed by textuller on the iris and palm print database clasdifo using
LVQ network. Finally, section VI gives conclusioasd perspectives.

Biometric Fusion:

Generally, most biometric systems employ only ociegnetric modality for identity management, i.e.yal
single distinguished biometric source is utilizedidg the recognition process. As a result, uni akdibmetric
systems are intolerant of noise arising from distbinput data acquired by the sensor, signal distocaused
by environmental factors and changes of physiedistiover time. In contrast, a multi-biometric gystoffers
the following benefits (Ross, K. Nandakumar, A.nJa2006): (i) lower error rate — an amalgam of the
information acquired from various sources couldsguyg reduce error rate, (ii) improved availabilityif one
biometric trait is missing, this can be supportgather available traits, (iii) higher degree adfddom — a multi-
biometric system is able to recognize a user eviea or she uses only a subset of the employeddiiias, (iv)
less susceptible to spoof attacks — spoofing oftipiel traits at the same time is not easy, andhfgher
robustness — a noisy biometric sample can be ieldrify other samples which contain sufficient dieanative
information.



469 S.Hariprasath and Dr.M.Santhi, 2016

Australian Journal of Basic and Applied Sciences,d(1) January 2016, Pages: 467-476

In general, a biometric system (Ross, K. Nandakumadain, 2006) comprises of four parts, namaly, (
sensor module — to acquire raw biometric impregsiorii) pre-processing and feature extraction oied- to
enhance the acquired impression(s), and to extedent characteristics from them, (iii) matcherdule — to
compare the query features with the stored tempiadeder to produce a match score, (iv) decisiadute — to
authenticate or reject a user by comparing the matore against a predefined threshold. Fusionussn
multiple representations of a single biometricjrayle biometric with multiple matchers or multipghdometric
identifiers. Fusion can be performed at differeviels: sensor level, feature level, confidencelland abstract
level. In this paper feature level fusion techniga@sed to combine the features extracted frosnairid palm
print data. Figure.1 shows the block diagram oftmaddal biometric system using feature leave fusidior
computing the feature vector for combined multimoglstem, individually the features are extractsthg a
feature extractor (Ross, K. Nandakumar, A. Jaifg20

Palm Sensor

FM: Fusion Module
FE:Feature Extractor
MM:Matcher Module
DM:Decision Module

Fig. 1: Multimodal biometric system using feature leveditin

In our implementation we have used wavelet packatsform followed by GLCM Unit as Feature
Extractor (FE) for both iris pattern and palm phiattern. The extracted image features are api€al.CM
calculator which computes the textural features.bash iris image and palm print are rich with texiu
information, the co occurrence matrix computedss aich in features which adequately describebibenetric
input. A set of 12 features from iris and a se6 déatures from palm print are computed. By contatien of 6
features from iris and 4 best features from palimtpthe feature set is reduced in size to produoaulti modal
pattern vector of size 10 and applied to LVQ nensdivork.

In another work of the authors (Hariprasath,eBa)., 2015), Gabor filter was used for computing pahint
features. The computational complexity is highantthis work and feature vector alignment did nieldycorrect
recognition for all images. Hence in this work, fmth the traits, same WPT followed by GLCM aredusene
numbers of feature vectors are also reduced froin 1P which significantly reduce the no of comjpiotas.

Multimodal System and LVQ classifier:
A. Multimodal Biometric System:

In this particular approach, two different FeatHseractor modules are used. WPT is used for Iria dad
Gabor filters are used for palm print data. Theueavectors are then combined into a multi modstepn
vector of dimension 12 and applied to LVQ classifie

a) IrisRecognition System:

An iris recognition system can be decomposed imteet modules: an iris detector for detection aedtion
of iris image, a feature extractor to extract thatfires and a pattern matching module for matcHihg.iris is to
be extracted from the acquired image of the whgte &herefore, before performing iris pattern matghthe
iris is to be localized and extracted from the &eglimage.

Iris Localization:
The first step is iris localization. Using the Igitao Differential Operator (IDO) (1) the iris ischlized.

0 (X,
max; ,oy0)|Cs *a m ( ( y)jd 000

r,x0,y0 Zm

where | (X,y) is a raw input image. r is radius of the area,sGaussian window size. The IDO (1)
suggested by J.Daughman (1988; 1993) searcheshmvgnage domair{x, y) for the maximum in the blurred
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partial derivative with respect to increasing rac I , of the normalized contour integral | (X, y)along a

circular arcdSof radius I and center coordinat (X0, y 0).The symbol[Jdenotes convolution ar GU(F) is
a smoothing function such as a Gaussian of 0. This operatoactually behaves as a circular edge dete
blurred at a scal@ . It searches iteratively for the maximal contontegral derivative at successively fir
scales of analysis through the thprameter spacéx0, y0,r ) defining a path of contour integration. It fin
both pupillary boundary and the outer boundanyhefitis. The results are shown in figu and 3.

i. IrisNormalization:

After the iris is localized the next step is noriraion (iris enrollment). Using the equations {B¢ iris
data are extracted. Different circles with incragsiadius and angle are drawn starting from thel peptre till
it reaches near the iris amlinates. The information is extracte

X =c(x)—r*sin(f)

y =c(y)+r*cos(@)
where c(x,y) denotes center coordinate(x, y)denotes coordinates of the imag8, is the angle and
denotes the radius. Figure 3 shows the extractaunglized) iris dat:

B

RS

I

Fig. 2: Iris imageand localized iris imag

ii. Wavelet Packet Transform (WPT Approach):

Wavelet Packets Transform (WPT) is a generalizatbiwavelet Transform that offers a richer sig
analysis. With WPT, it is possible to zoom into amgsired frequency cnnels for further decompositio
Compared with WT, WPT offers a finer decompositigvhen processing some oscillating signals, pantité
low frequency parts is not fine enough. WPT canrawme this problem via decomposing high freque
components andhore details obtained in WPT yield better represtgont of signals. As a progressive text
classification algorithm, WPT gives reasonably drefperformance because the dominant frequencigssc
texture are located in the low and middle frequestennels.

Biometric texture extraction with WPT and encodprgcedure involves the following ste

Fig. 3: Normalized iris

1. Decomposition:

At each stage in the decomposition part o-D WPT, four output sub images are generated. Tlagés
contain approximation (A), horizontal detail (H)ertical detail (V) and diagonal detail (D) coeféots
respectively. After 3evel WPT, an image haa quad tree with 64 output sub images, each remiege
different frequency channeldié¢ Wang, Xie Mei2006). It is shown in Figure 5.

2. Selection of sub imagesfor feature encoding:

Processing wavelet coefficients of every sub imagefair amount owork; furthermore, some of them ¢
representations of high frequency noise which redua ability to distinguish each iris. The usefub image:
with entropy criterion to make our analysis muchrenefficient and just as accurate using equatij

— 2 2

Entropy = —ZZ &, 1og(S’))

b 3)

In equation (3)S|’j is the coefficient of the sub image. It is foundttBul-image 10 retains higher entro
than other sub images. Hence it is chosen asandidate sulimage for feature extractic
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Fig. 4: Wavelet Packet analysis

3. Iris Feature Encoding:
A code matrix can be achieved by quantizing thdfiments of candidate s~-image and LL3, HL3 or LH:
into one data element each witkwitable threshold T as shown in

C,=1ifS,>T;
C, =0if|§|<T; @
C, =-1if §<-T

where Sj is the coefficient of a sr-image, C”. is the corresponding code element T is Threshold is a
positive number. Equation (4) has 2 abilities c-noising and finding singular pointd. is chosen ad =30
and O is the variance of the noise. It is reported thet Standard Deviation of the WPT high freque
coefficients (subimage 84) are having the good estimatioO0 . The code matrix gives a good descriplof
both frequency and location content of an image ditosen sub image is called candidat-image.

D. IrisMatching:
For matching the biometric codes modified Hammingt&hce HD as shown in (5) is us

codeA ] codeB
HD = (5)
n
In (5) codeA and codeB are the iris codes of 2 iris to be compar [] denotes bit wise exclusive C

operation andnis number of bits in code /

b) Palm print Recognition System:

Before feature extraction, itis necessary otatain a su-image from the captured palmprint ime
and toeliminate the variations caused by rotatiow dranslation. Afteextracting the sub image as regior
extraction by pregrocessing, the texture features of the palm pergsextracted by wavelet packets as desc
in section iii. The sample point in the fikker image as shown in Fig. 6 is coded in tobits (k, b) .
Depending on the phase value of complex vectorrgést using table 1 phase bits are generated. p&lus
print code of 960 bits is generated. By Euclide@tadce as classifier, the recognition of new Paitmiand palr
prints stored ithe database are comput

5 -

ARE

s

Fig. 5: Preprocessed Palm Print and extracted fee

c) Adaptive Bimodal Sparse Representation based classification:
In this paper, 2 stages of sparse coding is prapdgee Iris and palmprint features are separatetied or
their corresponding dictionaries. Then the featuegghts for fusion are calculated dynamically. TRBSRC
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serially concatenates the weighted features to faumique multimodal feature vector, which is tiodassified
in the multimodal feature space by using SRC.

d) Bimodal Recognition System:

The GLCM calculations which are originally propodsd Haralick (1979) are used to capture the texture
information from transformed data of iris and pglrmt. The best candidate sub image from WPT tanséd
data of iris and palm print are chosen and Hardbeltures are computed. From the Haralick featooegputed
for each biometric,6 iris features and 4 palm pffiedtures are combined to produce a pattern vemftor
dimension 10.The multi modal pattern vector whiglof dimension 10 is used to train the LVQ classifiThe
Flow of the bimodal recognition system is showffign7.

B. LVQ Neural Networks:

The LVQ Neural Network (LVQ NN) is a method forittang neural networks for pattern classificatiom. |
this method each output represents a particulasclach class is referred by a weight vector whéghesents
the center of the clusters defining the decisiopehngurfaces of the classes. A given class can tieedeby a
single point or a set of classes, for a betteraggmtation of irregular decision surfaces. Foningj this NN it is
necessary to have a set of training patterns witbwk classes and an initial distribution of theerefice
vectors. During training, each input sample x isetaalong with its cluster center W (which is nearethe
input x). The known class T of input sample x ahe class C represented by the cluster centercangpared.
The center of the cluster w is updated accordinegimation 7, where= alpha is the learning rate of the NN.

Iris Image Palmprint Image
Segmentation Segmentation
[selection of ROI] [selection of ROI]
Wavelet Packet Wavelet Packet
Transform Transform
GLCM Calculation [6] GLCM Calculation [6]
Texture Descriptors Texture Descriptors
[13 features] [13 features]
Feature Vector selectior Featuri Vector selectior
[6 vectors] [4 vectors]

'

Fusion at Feature Level
[Concatenation]

v

Bimodal Feature Vector
[10 vectors]

v

LVQ classifier

Fig. 6: flow of bimodal pattern recognition
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if T=cthen w,, =w,,, +a’[X—Wp,a,J
-
if T#cthen w,,, =Wprev‘a-[x‘wprev] !

Training is done for all input variables severahds, always taken them in a random order. Usually,
training is concluded when clusters get stablegithrer a previously specified number of iteratiomseached.
Basically, after being trained, a LVQ NN becomegeator comparator. Every new input will be assigiea
class which cluster center is the most similat.tdhe similarity (or dissimilarity) measure of twyeneric points
x and y can be implemented as the geometric disthetween them. A general distance norm is given by
equation 8, where n is the dimensionality of thecgpand wi a weighting coefficient.

By taking all the input variables in a random arttaining is performed several times and it isppied
when the clusters become stable or a previouslysmber of iterations is reached. After gettingirted, a
LVQ NN becomes a vector comparator. Whenvever ainpwt is presented to the nn, it is assigned ¢tass
whose cluster centre is most similar to the inplie similarity (or dissimilarity) measure of tworggic points
x and y can be implemented as the geometric distaetiveen them.By For certain applications whicjuire
faster computation, Manhattan distance which issshim equation 8 is used as similarity measure.

0o y) =2 w [x -y ®)
i=1

RESULTS AND DISCUSSION

The Computation of Textural features from the choseb image obtained from WPT followed by Texture
filters, usage of feature level fusion to combihe features of two traits and LVQ neural classifisage are the
novel contributions in this proposed work. To tm®Wledge of the authors, no such previous worktgxis

The LVQ network architecture used in the bimodabgmnition systems includes 12 units on the inpyia
which represent the 12 classes formed by the cenation of iris and palm print feature vectors. fEhare 3
units on the output layer that characterize thear®output classes. After training with 75 % bé tinput data,
testing is performed with the remaining data asdesd in section IV.

The results of recognition in terms of False Adaape Ratio and False Rejection Ratio are givethmen
table 1 for Iris and table 2 for palm print. In &8, results are given for bimodal recognition t8ys The
device utilization report is shown in table 4.

The Performance of the proposed iris recogniticstesy using bi orthogonal wavelets in WPT is shomwn i
the figure 8. In this figure classes refer to thege classes of iris images. Class 1 refers tasbe 106 and
class 8 refers to user 113. The accuracy of thegsed system varies when different feature vestohosen.

Table I: Recognition Performance Of Iris Feature Vector gddifferent Mother Wavelets

Recognition performance

Wavelet type Accuracy in % Feature vector length

Sym2 81.50 288

bior 1.5 92.00 640

bior 3.9 93.00 1280
Table ii: Recognition performance of palm print feature seasing bior 3.9filter

Palm print recognition performance

Threshold 0.8276 0.7589 0.6691 0.5646 0.7648 0.6399

FAR 89% 73% 40% 14% 76% 31%

FRR 6% 23% 49% 7% 20% 57%
Table iii: Performance Of feature vector for multi modal béric

Modality Accuracy in % Feature vector

Iris 91.50 960 bits

Palmprint 89.46 960 bits

Combination of Irisand Palmprint 98 10 Features




474 S.Hariprasath and Dr.M.Santhi, 2016

Australian Journal of Basic and Applied Science, 10(1) January 2016, Pages: 46476

Table IV: Device utilization report summary for virtex 4 des

Device utilization summary:

Selected Device : 4vIx15sf363-12
Number of Slices: 49 out of 6144
Number of Slice Flip Flops: 64 out of 12288 % (
Number of 4 input LUTs: 64 out of 12288 C(
Number used as RAMs:
Number of 10s:

Number of bonded IBs: 70 out of 240
Number of GCLKs: 1 outof 23 3%
Number of DSP48s: 1 outof 33%

- 4t
L e NI
4§ e
N =AY ——FiR
My: , _h"? —fRR

RFaecognition
L]

b3 b b 8Ir:slmage01ass

Fig. 7: IRIS recognition system performance using Bi orthogevalelet:

The performance analysis of palm print recognisgatem using Bi orthogonal filters is shown in fig®.
By choosing the Bior 1.5 filter, the palm printdited image is chosen as candidate image for fuptfoeessing
The FAR and FRR are calculatendd&Equal Error Rate (EER)btained is 0.42%. This value is found to be h
To improve the EER value, further the palm primduhimage is filtered using other filters. WheroBiilter 3.9
is used, low EER rate obtained as 0.2

FRR
FAR

0.5 0.55 0.6 0.6 0.7 0.7 08 0.85 0.9
Threshold

Fig. 8: Performance analysis of Palmprint recogniton usiing 3.9 filters
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Fig. 9: RTL block diagram of LVQ neural netwc

Conclusion:

The experimental results clearly demonstrate that feature vector consisti of concatenating the
candidate sulimage, LH3 and HH3 (forming iris feature vector)dai orientation of i scale decomposed
palm print feature vector gives better results. Hyenlets wavelet is particularly suitable for implenting
high-accuracy is verification or identification systems, as featuector length is at the least compared to ¢
wavelets.

In Hardware implementation part of LVQ NN, the falsiocs required are adder and multiplier. The is
applied to multiplier are of 32 bits size. They are in fixed point notation of 124- Since @ is the learning
parameter which decides the rate of learning afideinces the success of classification, the vahgesen is <
bits after decimal point. Using a multipler as a selection unit, the adder/subtractor unibigrolled. Henc
the area occupied in terms of LUTs is reduced. phasluces an optimal implementation of area in FE

For a reduction of 3% accuracy, the length of greire vector and no of s required to represent the i
signature is reduced substantially in the case@artimgonal wavelets. The bior3.9 wavelet givesacuracy o
97.00% but the feature vector length is approxitgaietimes larger compared to feature vector olet@insiig
Symlets wavelet By combining the iris and palm prigcognition scheme the accuracy of the recognii
improved . By feature level fusion of palmprint aind feature vectors, the overall recognition rigtémproved
to 98%.
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