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INTRODUCTION

This project aims at implementing secured datastrassion using advanced Blowfish cryptographic
algorithm. The Blowfish algorithm was based on X-Operation of data with the encryption key, wherewees
Advanced Blowfish algorithm uses X-NOR operatioheencrypted data from the transmitter ULK is dptagl
by the receiver ULK enhancing the security of indata.Communication between each devices is donegh
ZigBee.ZigBee —a high level communication protoptays important role in the transfer of encryptextad
operating in the frequency range of 868MHz to 2.4GHence providing simple, inexpensive, reliable an
responsive wireless communication mechanism.

The rest of the paper is represents as followsstig Blowfish algorithm and proposed algorithms a
explained in section Il. Experimental results atespnted in section Ill. Concluding remarks aregiin section
V.

Proposed Algorithm:

A.Existing Blowfish algorithm —

1.Blowfish algorithm is a symmetric block cipheathuses Feistel network,iterating simple encryptamd
decryption functions of 16times.

2. Blowfish has a 128-bit block size and a varidtag length from 32 bits up to 448 bits.

3. The function splits the 64-bit input into fouglet-bit quarters, and uses the quarters as inpthe S-
boxes.

4.The outputs are added modulo 2 and XORed to pmothe final 32-bit output

5.The Blowfish encryption algorithm will run 52Imes to generate all the sub keys - about 4KB o dat
processed
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Fig. 1.1: A graphical representation of F appears

The key Expansion of BA begins with the P-array &rgloxes with the utilization of many sub-keys, ethi
requires pre computation before data encryptiodearyption. The P-array comprises eighteen 32titieys:
P1, P2... P18.

In this section a maximum key of 448 bits is cots@rinto several sub-key arrays of up to a tota4 168
bytes.

There are 256 entries for each of the four 32-Hib%es:

S1,0,S1,1,..., S1,255

S2,0,S2,1,..., S2,255

S3,0, S3,1,..., S3,255

S4,0, S4,1,..., S4,255

Below is the explanation of how these sub-keysateulated:

1.The P-array is initialized followed by the foBrboxes with a fixed string which has the hexadatim
digits of pi.

2. XOR P1 with the key'’s first 32 bits, XOR P2 with second 32 bits, and so on until the key’s &itsup
to P14. The cycle is iterated through the key bitsl the entire P-array has been XOR-ed with kiéy. b

3. The BA is then used for encrypting the all-zstning employing the described sub-keys in stepsd 2.

4. P1 and P2 are replaced with the step 3 output.

5. Encrypt the output of step 3 with the BA usihg sub-keys that have been modified.

6. Output of step 5 is used to replace P3 and P4.

7. The process is continued, and all elements of thedy are replaced, followed by all four S-Boxeih
the output continuously changing.
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Fig. 1.2: Graphic representation of F appears

B.Advanced Blowfish algorithm:

1. The encryption on Blowfish algorithm was based dR@R operations of data bits with the encryption
key, where the Advanced Blowfish algorithm will USK-NOR operations.

2. The transmitted data from one ULK(Unified LearniK@) with OMAP processor encrypted using
blowfish cipher can be received and decrypted dmylyanother ULK with the same algorithm which could
decipher the transmitted data.

3. In the proposed system we use XNOR gate insteaXOR® gate in the blowfish algorithm. X-NOR
gate is the inverse of the exclusive XOR gate.

4. Ituses less time to process the data than the y@&

5. Thus encrypting input through advanced Blowfishptographic algorithm processed through python
in the embedded system and transmitting througB&&gprotocol can made more effective securityesyst

6. Therefore it reduces the overall processing timgaénalgorithm by replacing XOR with XNOR.

Analysis of Algorithms:

The results which are obtained by running the &tian program using different data loads. The ltesu
show the impact of changing data load on each ittgorand the impact of Cipher Mode used.

The superiority of Blowfish algorithm over

other algorithms in terms of the processing timmshbws also that AES consumes more

Resources when the data block size is relativajy bi
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Fig. 1.3: Performance Results with ECB

As expected CBC require more processing time th@B Because of its keychaining nature. The results
indicate that CBC is much better than ECB in teafngrotection. The difference between the two maddsard
to identify by the naked eye because it is relffiwmall. Again the results show the superiorityBdéwfish
algorithm over other algorithms in terms of theqassing time.
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Fig. 1.4: Performance Results with CBC mode

The results indicate that the OFB is better forliapfons requiring output feedback and requiresles
processing time than other modes. The differentwdmn the three modes is hard to identify by thleed eye
because it is relatively small. Again the resulttsvg the superiority of Blowfish algorithm over ottagorithms
in terms of the processing time.

w

r

wl

Exegution Time(Seconds) |

! —DES
5 _— —AES
S ~—Blowfish

o=

3 10 20 36 56 76 93 113 133 160 203
Data Block Size (KB)

Fig. 1.5: Performance Results with OFB mode

As expected CFB require less processing time tt@B & CBC. The results indicate that the OFB is &ett
than CFB in terms of processing time. The diffeeebetween the four modes is hard to identify byrthked
eye because it is relatively small. The resultsastiee superiority of Blowfish algorithm over othalgorithms
in terms of the processing time.
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Fig. 1.6: Performance Results with CFB mode

Experiment And Result:

The experimental result as shifted from the existBiowfish to advanced Blowfish algorithm with the
replacement of Ex-or gates with Ex-nor gates ar¢hie following reasons

On comparison the delay calculated between theiegisind proposed system using Xilinx software is
given as

1. The delay produced by each Ex-or gate in the exjstiystem is found to be 2.68ns.
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2. And the delay produced by each Ex-Nor gate of the@aced system is found to be 2.53ns
3. On comparison it has been calculated that diffexeincdelay of 0.15ns has been decrease which
increase the transmission speed of operation.

Theoretical Calculation:

For Delay:
Single Ex-or gate uses a delay of 2.68s as pdrakepaper
Similarly single ex-nor gate uses delay of 2.53ns
Total delay difference = (0.15)ns
For 1 64bit operation=difference in delay * noxfor gates used
For one 64bit (8byte operation) =0.15ns*50
One 64bit =8byte =7.5ns
Hence for 1Kbyte (8*128=1024byte) operation =7.848=960ns
For 1Mbyte(1024*1024byte)=960*1024ps=983040ns
Therefore for 1Mbyte transmission of data 0.9830«d@lay has been produced.

Result:

Table 1.1: Delay per gate

TYPE NO. OF TRANSISTORS DELAY(ns)
EX-OR 6 2.68
EX-NOR 6 2.53

Reduction in the transmission delay of the systeecneiases the speed of operation. Example: Transmiss
of secured video conferencing where several Gigeetabytes are used.

Security Analysis of The System:

Security is the most important factor in the evabraof cryptographic algorithms. Security enconysas
features such as randomness of the algorithm quapatanche effect, correlation coefficient resisgof the
algorithm cryptanalysis, and relative security asmpared to other candidates. Blowfish possess rbette
performance when compared to AES,DES and 3DESi#igws with 27448 combinations to examine all keys.
Usage of ZigBee is less expensive and provides baitpry life low power consumption comparativeotber
algorithms. Highly responsive and transmissionataddver long distance using intermediate devicesnaesh
networks. Bluetooth has a wakeup delay of 3 secardge Zigbee does not have possess any wakeuwsdela
Applicable for military applications sharing infoation for security of the country. Effective comnation
method for higher officials of different countriegelpful for providing peace and security. Avoidacking of
information from unauthorized access. Also suitatplasswords, banking applications etc.

Conclusion:

Thus by implementing our project we establish atrsesure algorithm suitable and effective for haadw
implementations which is license free and unpatemeour advanced algorithm we reduce the majorofac
delay involved in the process which obviously imses the speed of operation.Zigbee uses long déstan
transmission with advantage of frequency sharingrigjue satisfying the needs of the future gereamati
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