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ARTICLE INFO ABSTRACT
Article history: The tremendous development in digital communicétiata transmission over interr
Received 10 November 2015 and severe threats from eavesdroppers/cgttackers leads to concentrate on ro
Accepted 30 December 2015 cryptography algorithms. In data transmission oveternet, many symmetr
Available online 18 January 2016 cryptography algorithms have been introduced uSibgx which provides security-
box is very important component for some clusteCofptography algorithms. Some
Keywords: cryptography algorithms depend on statib&; which yields insecurity to the digit
UNICODE, Sbhox, UTF, ASCII, data. The existing $ex generation algorithms are able to handle A$&d only. This
Cryptography. research paper presents the Substitution Bbe(g- ttat is dynamic and key-

dependent. Dynamic and key-dependettoS-wraps the data with high security. 1
proposed $ox works with UNICODE text which includes U-8, UTF-16 and UTF-
32 versions. It was tested on UNICODE text usingTH®N language. The ress
conclude that the proposedb8x is suitable for UNICODE text and shown be
performance.

INTRODUCTION

In the public internet, information is being attadkand misused by hackers at different levelsendilital
communication \illiam Stallings, 200). Such type of attacks can be avoided through [Eateryption
(Charles, P., 2004 here are two types of encryption are calledyamrBetric-key encryption and Asymmet-
key encryption. Symmetriencryption algorithms are 1000 times faster thanymimetric-encryption
algorithms. Still, Symmetrikey cryptography algorithms ¢ being used to exchange data over inse
communication channelffagos Trinca, 200). The block ciphers such as DES (Data Encryptiandrd)
AES (Advanced Encryption Standar(http://csrc.nist.gov/publications/fips/fips197/and EES (Escrowe
Encryption Standard)h(tp://csrc.nist.gov/publications/fips/fipsll) are being used by many companies
worldwide. The Tiny Encryption Algorithm (TEA(Hernandez, 2002; Hernand@f03 Hernandez,) is one of
the fastest and efficient algorithm which useerations from orthogonal algebraic groups like X@BD and
SHIFT. TEA satisfies Shannon'’s properties confusiad diffusion which are important for a securifybtock
ciphers. But TEA suffers from equivalent keys, hessaits key size is only 1-bits (Kelsey, 1997). The
Literature Gupta, V. and S. Gupta, 2C; Daswani, N. and D. Boneh, 1999)ggests the tradition
cryptography algorithms are not suitable to lowgessing devices like mobile devices, because l@egssing
devices have slow processor, limited battery amitdid memory
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Confusion and Diffusion is an important charactigi for Information Security. Confusion is being
provided by different forms of existing Substituti®oxes (S-Box) S-Box is a building block of Infaation
Security. S-Box is a desirable and important congpbin symmetric cryptography. S-Box is a mappiaigjet
which translates n-bits to m-bits. The design andlysis of a strong S-Box is a time consuming pssce
because it supports nonlinearity to the cryptosysteBut the limitations in the S-Box leads to breaisily
(Adams, C. and S. vTavares, 1990; Hussain, |., p0IBe S-Box design is being suffered from two majo
challenges. They are S-Box Searching and Veritinadbf S-Box against the desired properties forSaBox
(Ahmed, N.,).

The block ciphers are depends on the SubstitiRiemautation (SP) concept. S-Box is a nonlinear
component which enables block cipher is resistantvarious attacks suck as linear and differential
cryptanalysis. This is achieved in SP networks wBeBox satisfies the criteria like Avalanche EffeStrict
Avalanche (SAC) and Bit Independence Criteria (BI@)nlinearity and maximum expected linear prolighil
(MELP) etc. These are the desirable propertiesS@ox design (Vergili, I.l., Yicel, M.D. (Eds.),0Q0;
Vergili, 1., M.D. Yucel, 2001; Keliher, L., 1997;iher, L., 2005).

Instead static S-Box, random key-dependent S-Basedeing generated for encryption process and»S-B
are generated and checked until a strong S-Boousd (Mroczkowski, P., 2009). Recent technologypsuts
static or dynamic S-box generation that support€WSalues only. Many S-box generation techniquaseh
been introduced that supports ASCIl characters.ohhe traditional coding Scheme ASCIl supports 256
characters and extended ASCII supports 512 chasaotdy. Many countries developing their own chsac
coding techniques which support their national leages. Latest technology introduces a consisteradémg
system is called UNICODE (http://www.unicode.orgdo S-box generation technique is available for
UNICODE characters.

Design a robust encryption method for multilinguassage is not a simple task. Multilingual lang@sag
are generated by UNICODE character set. UNICODEr@waBalajee, 2011) is a new character encoding
scheme. The main objective of UNICODE is to unifiythe different encoding schemes and it reduces th
confusion between different character encoding reelse UNICODE has been used in data hiding (Shirali-
Shahreza, H., M. Shirali-Shahreza, 2008) proposgdvb H. Shirali-Shahreza, and Mohammad Shirali-
Shahreza proposed new method for hiding informaitioRersian and Arabic Unicode texts. Another meétho
proposed by Lip Yee Por artlal. (2012) which worked on UNICODE space characters.

The proposed system is able to handle and sokditfitations in existing light-weight cryptography
algorithms. It is based on two large prime numlfergenerating Pseudo-Random Numbers. For diffeseats
(different large primes), it can generate differBseudo-Random Numbers. The proposed system cawaose
large primes, bitwise-XOR operation and some mattieal methods. This paper works on the propelities
Hamming-Distance, Balanced-Output and Avalanchediff A preliminary result shows that the proposed
algorithm supports the good cryptographic algoriftmoperties, with the added benefit that is reststa linear
and differential cryptanalysis.

This paper is organized as follows to explaingh@posed work. Section 2 presents the properti&sludx.
Section 3 presents Literature Survey. Section 4gmis the proposed algorithm for S-box constructBattion
5 gives the Results comparison between the existnagproposed algorithms. Section 6 concludes ¢nefiis
of the proposed systems and future enhancements.

2. Literature Survey:

In this section, some of the existing algorithmes gresented to discuss:

A new algorithm for S-Box generation “DESIGNING EHS BOXES OF BLOWFISH ALGORITHM
USING LINEAR CONGRUENTIAL GENERATOR” has been pragea. In this paper, the S-BOX is generated
using a pi value which leads to easier cryptansly$he pi values are replaced with Linear Congiaént
Generator. The proposed algorithm yields bettealt®gthan original blowfish algorithm. But the maxim
period of Linear Congruential Generator is M-1, ethiis much too small for 32-bit generators where
M<2%~10, since this can be exhausted in a few minutes oarkstation.

“Efficient Implementation of AES By Modifying S-B9 (Vijay, L.,) has been proposed. The performance
of the original AES algorithm using S-BOX whichldased on polynomial is very good. In this papebp8-and
Inv S-box have been modified by swapping each vair&-box and Invs-box generated by new polynomial.
The result shows the modified AES vyields betteultss

The Researchers concentrated on Random S-Box gjemertechniques. Random S-Box generation
algorithms have been proposed and compared in “CARISON OF RANDOM S-BOX GENERATION
METHODS” (Piotr Mroczkowski, 2009). The S-BOX ismggrated using Legendre’s sequences. The researches
of nonlinearity of generated S-boxes show thatjngithe maximum nonlinearity, it is possible to geate
“good” S-boxes. It gives the possibility of makiSgboxes used in block ciphers and makes them regibde.
This treatment secures cryptosystems against mapptoegraphical attacks, especially differentialdan
algebraic cryptanalysis.
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Dynamic AES-128 with Key-Dependent S-box (Eman Blmmed Mahmoud, 2013) presents a new
algorithm that generates a dynamic AES with keyetelent S-Boxes. Any change of the secret key tsftbe
structure of the S-Box. Here the s-box is basedpermutations only. Here s-box rows and columns are
interchangeable is based on S1 vector and S2 véler result shows the proposed algorithm imprabhes
AES security.

Cryptographically strong S-Box is proposed in “Gwuction of Cryptographically Strong 8x8 S-boxes”
(Igtadar Hussain, 2011). The construction of S-Boxhe action of PGL (2, GF {9 group on GF(®,The
proposed S-box is comparable with AES S-box, Afffever Affine S-box, Gray S-box. And it is betthan
Prime S-box.

In this paper, a new algorithm “KEY-DEPENDENT S-BON LIGHTWEIGHT BLOCK CIPHERS”
(Sufyan Salim Mahmood Aldabbagh, 2014) to gene&OX based on the secret key is proposed. This
research showed the intensive analysis for cost semlirity for 1bit, 2bits, 4bits and more than 4sbi
Depending on the application, the suitable metteordle selected.

Key-dependent S-box has been proposed in “Key-Digret S-Box Generation in AES Block Cipher
System” (Kazys Kazlauskas, Jaunius Kazlauskas, 200 static s-boxes are vulnerable. So the dynami
boxes are resistant to different attacks. The pegasystem is used to generate large number okeshuay
changing the secret-key.

A new strategy has been proposed in “A novel dekigthe construction of safe S-boxes based onRDE
sequence” (Huss Ain, A., Alkh aldi, 2015) for dewgihg cryptographically strong 8X8 S-boxes. These
proposed S-boxes satisfy bijective and nonlinegmitperties.

A new S-box was constructed in “Performance Edficly of Modified AES Algorithm Using Multiple S-
Boxes” (Felicisimg V.,) using XOR operation and affine transformationeT8peed performance test in the
encryption and decryption processes, the AES-2Stasxmore efficient by 22.986% and 109.79% respelstiv
than the original AES algorithm. From these resulie observed that the speed performance significan
increased in the modified AES algorithm using nuidtiS-Boxes, while the security side has slighthakened.

The extra stage is known as S-Box Rotation has bdded in “Enhancing Advanced Encryption Standard
S-Box Generation Based on Round Key” (Julia Jureemnlan Mahmod Salasiah Sulaiman Jazrin Rgnalhd
is introduced at the beginning of the round functidhe rotation value is now dependent on the emtund
key. This property holds for all possible 256 tiotas, and this property can be used to make thexSkey-
dependent.

A new way of generating the elements in and Pyar@nd S box has been proposed in (Jeyamala
Chandrasekaran, B., 2011). Experimental resul@rlgieshow that the algorithm generates highly riogdr S
boxes and P arrays while preserving the same levalecurity as in Blowfish. Also the algorithm affe
sufficient resistance towards Brute force attadk statistical crypt analysis of original and endeghimages.

The masked S-box has been proposed in (LeksRmBajan Xavier, 2014) and has the ability to defend
against DPA and glitch attacks, thereby offeringhhsecurity level. The masked S-box maps the @airdand
masking values from GF {Rto GF (2) and vice-versa. Thus the implementation of maskbdx increases the
system security and hence increases the algoritherfsrmance.

A New nonlinear transformation for AES S-box hagib presented in (Vinoth John Prakash, S., A. Arun,
2013) which enhance the complexity of the S-bowcétire. The enhanced S-box structure providesoagiand
expanded security. The alignment of the biometdchkeme with AES algorithm provides an additional
protection in authentication system.

The concept of using key-dependent s-box manijpuatto strengthen specific block ciphers against
attacks which depend upon knowledge of the s-bawerds has been proposed in (Sandy Harris andstarli
Adams, 1999). Cryptographic strength may be subatBnincreased with hidden s-box contents.

TAYSEER S. ATIA et.al (2015) presents a noveld&-generation algorithm. It depends on initial \eall
analyzes the performance in terms of time withtéxgsalgorithms.

Kazys KAZLAUSKAS, Gytis VAICEKAUSKAS, Robertas SMAUKAS et.al (2015) explains, the key
dependent S-box was proposed. This proposed digoii resistant to linear and differential crypigses. It
can generate huge number of S-boxes by changirgptiret-key

TAYSEER S. ATIA et.al (2014) presents in this pam novel S-box generation algorithm was proposed
It depends on initial value. It analyzes the perfance in terms of time with existing algorithms.

Razi Hosseinkhani, H. Haj Seyyed Javadi et.al220proposes the S-box generation is based orerciph
key. This proposed algorithm can generate as msu8¢l@goxes which gives high security to AES algonith

C.P.Ronald Reagan, S.Selvi, Dr.S.Prasanna DeVV.Batarajan et.al [46] presents the generation of
dynamic S-box for AES algorithm is proposed. Theetirequired to generate the dynamic S-box is hess ©.5
ms. It satisfies Avalanche Criteria.

M. Hamdi, R. Rhouma, S. Belghith et.al (2015)gwses a novel algorithm for generating Pseudo Rando
Number Generator (PRNG) has been proposed. It owaslfthat the proposed algorithm is very fast awlie.
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Grasha Jacob,Dr. A. Murugan, Irine Viola et.@gents the generation of S-box is based on dynieyic
It satisfies various S-box properties like bijentimon-linearity, Strict Avalanche Criterion, Batanetc.

Hristina Mihajloska, Danilo Gligoroski et.al (2DjLexplains the Quasi-groups based S-boxes has been
proposed. This S-box satisfies the first charastierdf S-box is Linearity.

A. Hussain Alkhaldiet al. (2015) presents a novel method for generatingtogyraphically 8X8 S-boxes is
proposed. The proposed S-box is bijective.

Dragan Lambki and Miodrag Zivkow (2013) presents the advantage is a possibiligctoeve a large key
space.

3. Proposed System:
Here Pseudo-Random Numbers are generated thatemded for Encryption/Decryption process. The
generation process of Pseudo-Random Numbers @law/$:

3.1 Pseudo-code for Generation of Pseudo-Random Numbers:
1: Take two large prime number p and q.

2:foralli=0, 1, ..., 255 do

3: p=(p*q+1) mod 256

4: a(iyp

5: end for

3.2 Pseudo-code for Generation of Random Numbersfor positionsin S-Box:

Here Pseudo-Random Numbers are generated thateaded for positions to keep the Pseudo-Random
Numbers in S-box for Encryption/Decryption proceBse generation process of Pseudo-Random Numbers fo
position is as follows:

1: Calculate next primes of p and g are pl and gl
2:foralli=0, 1, ..., 255 do

3: pl=(pl*ql+1) mod 256

4: pos(i¥-pl

5: end for

3.3 Algorithm for Key-Dependent Random S-Box1 Generation:

I nput:

a) The secret key key]i], i= 1, 2, ..., nis the w&atf n integer numbers from the interval [0..255].
b) Array of Random Numbers i.e. a() for S-Box value

¢) Number of rounds ‘rounds’

Output:

a)The key-dependent substitution box SBox(i)(j),i0.,15 and j=0,1,...,15 is the 2-Dimensional vedbthe
different integer numbers(bytes) from the rang246].

b) The key-dependent inverse substitution box iBeS(i)(j), i= 0,1,...,15 and j=0,1,...,15 is the 2-Dimsonal
vector of the different integer numbers(bytes) fritvea range [0,255].

Algorithm:

Step 1: Make S-Box(i)(j) from the array a(),i= 0,1,15 and j=0,1,...,15 is the 2-Dimensional vectorttod
different integer numbers(bytes) from the rang246].

Step 2: Each row in S-Box()() is circularly shiftedLeft/Right according to the values of Key()

Step 3: for round=1 .. rounds do

Step 4: for all row=0, 1, ..., 16 do

Step 5: if key(index) is even then row in S-Box{¥tircularly shifted to Left of key(index) mod p@sitions
Step 6: if key(index) is odd then row in S-Box({xircularly shifted to Right. Of key(index) moé positions
Step 7: end of Step 4 for loop

Step 8: end of Step 3 for loop

Step 9: Now S-Box()() is ready.

3.4 Algorithm for Generation of Key-Dependent Random S-Box2:

I nput:

a) The secret key key]i], i= 1, 2, ..., nis the w&atf n integer numbers from the interval [0..255].
b) Array of Random Numbers i.e. a() for S-Box value

c) Array of Random Numbers i.e pos() for positions

d) Number of rounds ‘rounds’
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Qutput:

a)The key-dependent substitution boxSBox(i)(j),i50Q,,15 and j=0,1,...,15 is the 2-Dimensional vectbthe
different integer numbers(bytes) from the rang246].

b) The key-dependent inverse substitution box iBeS¢i)(j), i= 0,1,...,15 and j=0,1,...,15 is the 2-Dimgonal
vector of the different integer numbers(bytes) fritva range [0,255].

Algorithm:

Step 1: Make S-Box(i)(j) from the array a(),i= 0,1,15 and j=0,1,...,15 is the 2-Dimensional vectorttod
different integer numbers(bytes) from the rang246].

Step 2: Each row in S-Box()() is circularly shiftedLeft/Right according to the values of Key()

Step 3: for round=1 .. rounds do

Step 4: for all row=0, 1, ..., 16 do

Step 5: if key(index) is even then row in S-Box{¥tircularly shifted to Left of key(index) mod pésitions
Step 6: if key(index) is odd then row in S-Box(xircularly shifted to Right. Of key(index) moé positions
Step 7: end of Step 4 for loop

Step 8: end of Step 3 for loop

Step 9: All the elements in S-Box()() are permudedording to values in pos() array.

Step 10: Now S-Box()() is ready.

3.5 Algorithm for I nverse S-Box
Step 1: Arrange all the elements from S-Box()(atp
Step 2: for all i=0,1,...,255 do
Step 3: Calculate inva(a(#)i
Step 4: end for
Step 5: Arrange all the elements from inva() toSr&ox()()
Step 6: Inverse of S-Box()() is ready.
All the elements in S-box are rearranged frommatisional array to 1-dimensional array ‘a’. Theeirse
of ‘a’ is calculated using the following formulanva(a[index])=index. Then all 256 elements are rezaged
from 1-dimensional to 2-dimensioal array is caiilegS-Box.

3.6 Encryption and Decryption technique for UNICODE using S-box, 3.3 & 3.4 Algorithms:
3.6.1 Encryption:

Step 1: Take Input “Plain-text”, which is UNICOD&xt

Step 2: Convert each UNICODE character into decforah

Step 3: quotient = (Decimal value of UNICODE chaea}¢256

Step 4: remainder = (Decimal value of UNICODE chtag % 256
Step 5: Intermediate_value= passainder through S-box1 in 3.3
Step 6: Cipher-decimal = (quotient*256) + Internagdi value

Step 7: Cipher-character = UNICODE form of Ciphecighal in Step 6
Step 8: if (characters in plain-text) then go tef53

Step 9: stop

3.6.2 Decryption:

Step 1: Take Input “Cipher-text”, which is UNICOD&Xxt

Step 2: Convert each UNICODE character into decforah

Step 3: quotient = (Decimal value of UNICODE chaea}¢256

Step 4: remainder = (Decimal value of UNICODE chtag % 256

Step 5: Intermediate_value= passainder through Inverse-S-box in 3.5
Step 6: Plain-decimal = (quotient*256) + Intermediaralue

Step 7: Plain-character = UNICODE form of Plainidea in Step 6

Step 8: if (characters in Cipher-text) then go tepS3, else “stop”

3.7 Experimental Resultsusing S-box1:

In this section the results of analysis are gividre analysis includes the comparison of the ptagseof S-
box like Hamming-distance, Balanced-output and Amahe Effects of proposed and existing algorithiie
proposed algorithm has been checked through PYTidalé.
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3.7.1 Example:

key[]={65,177,99,34,60,189,222,200,187,155,23,%834,0,35,161,171,201,229,254,49,52,90,111,119,1
17,131,137,129,163,217,229,246,65,177,99,34,6(®22200,187,155,23,9,13,68,14,0,35,161,171,2012829,
4,49,52,90,111,119,117,131,137};

Here the following prime numbers have been takei7927, g=8161. And the Plain-text is as follows:

e R s N e e R i LT et L s A LI B e e S
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afirtperilovavdonlpi0s I DTt mv\nmwmﬁnﬂgm 3 0emcsea 08 O w m2300¢ \\T{\Dv,‘ﬁééﬂf‘mﬂy’ﬂ?.ﬂﬁf‘\‘vwm‘wdéﬂﬁgﬂ
I A A O e N B DA S R e TN R i s A e | B s e e e
Dot

Here the S-box is generated using the proposedtitin 3.5. The generated algorithm is as follows:
S-box:

0 1 2 3 4 5 6 7 8 9 a b c d e f

0 a0 al 82 43 e4 65 c6 7 18 19 fa bh| 5 d 3e 1f
1 4 75 dé 17 28 29 a cb 6c ed 4e 8f bO| bl 9. 5B
2 7c fd 5e of c0 cl a2 63 4 85 e6 27 38 39 1 dp
3 do di b2 73 14 95 6 37 48 49 2a eb) 84 d 6¢ af
4 58 59 3a fb 9c 1d 7e bf e0 el c2 83| 24 a! [§ A7
5 34 b5 16 57 68 69 4a bf ac 2d 8e cf 0 f1 dZ 9

6 0 1 e2 a3 44 c5 26 67 78 79 5a| 1h bg 3 9 df
7 88 89 6a 2b cc 4d ae ef 10 11 2 b3 54 d 3p Ly
8 dc 5d be ff 20 21 2 c3 64 e5 46 87 98| 99 7 3p
9 ec 6d ce f 30 31 12 d3 74 5 56 97 asg| a9 8a 4p
a fc 7d de 1f 40 41 22 e3 84 5 66 a7 bg| b9 9 5p
b 94 15 76 b7 c8 c9 aa 6b [ 8d ee 2f| 50 5 3R f

c ad 25 86 c7 dg d9 ba 7b 1c 9d fe 3f 60 61 42 3

d e8 e9 ca 8b 2c ad e 4f 70 71 52, 13 b4 3% 9 q7
e 80 81 62 23 c4 45 a6 e7 8 9 da 9b) 39 bd le 5f
f 8 9 ea ab 4c cd 2e 6f 90 91 72 33 d4 54 bl f}

The above Plain-text is converted into the follogviCipher-text through the above S-box. The resulta
Cipher-text is as follows:

The Cipher-text is translated into Plain-text iplained in 3.6.2. For Decryption the Inverse S-b®x
generated using the algorithm 3.5. The resultargrse S-box is as follows:

Cipher-Text:

D D000 03I D0t D0t e o0 e IDwes Do DD réilaxOp0 ee 2o Da0akuaniu IO0G0a dero00 H00)O0R0eE 00004 000

D50 i W00t ool e DOOOED s o0 03000 B0 At OER OO 0D e Dt A s 5 Db D0 Y500 o

ai0E0e00u00: 00 BO0% M0sap0 e do000000 00: 00 00 en 0 00030p0 A0 Op00# 0 D000 axm0u 00 0300080 000000+ Ham

mwﬂﬁwﬂwﬂﬂﬂ’ﬂ_ﬂ 0070000042300 004 20000 %00 0¢00 ek 00 % 2028 oot t000¢ 0000200 &00¢ = D0ns 0w etz 0t 02 Dt nan0008s: dle a0

sOaffe Aty doDm A0 egao

I nverse S-box:
0 1 2 3 4 5 6 7 8 9 a b [ d e f

0 60 61 86 cf 28 a9 de 7 fo f1 16 57 b8 3d| dq 9
1 78 79 96 db 34 bl 52 13 8 9 2e 6b) c§ 49 ee a3
2 84 85 a6 e3 4c cl 66 2b 14 15 33| 73 d. 59 i bb
3 94 95 be fb 50 dd Te 37 2c 2d 42 8f eq 6 ee e 9]
4 ad a5 ce 3 64 e5 8a 4f 38 39 56 of 4 79 1 d
5 bc bd da 1f 7c fd 9a 53 40 41 6a af c8| 8] 2 €|
6 cc cd e2 27 88 5 aa 67 54 55 72 b7 1 91 3e fl7
7 d8 d9 fa 33 98 11 b2 7f 68 69 8e c7 20 al 4 1l
8 e0 el 2 4b a8 29 c2 8b 70 71 9| d3 3 bp 5a 1b
9 8 f9 le 5f b0 35 de 9b 8c 8d ae eb 44 c 6¢ 2B
a 0 1 26 63 c0 4d e6 ab 9c 9d b6 f3 58 dg 7 3
b 1c 1d 32 7b dc 51 fe b3 ac ad c6| b 64 e 8p 47
c 24 25 4a 87 e4 65 6 c3 b4 b5 d2 17 74 8| 92 5p
d 30 31 5e 97 fc 7d 12 df c4 c5 ea 2f 80| dj aj 6]
e 48 49 62 a7 4 89 2a e7 do d1 2 3b| 9Q 1 ba LU
f 5¢c 5d 7a bf 10 99 36 ff e8 e9 ae 43 a( 2 cf 83

3.8 Experimental Resultsusing S-box2:
3.8.1 Example:

I nput:

Key: :
key[]={65,177,99,34,60,189,222,200,187,155,23,%834,0,35,161,171,201,229,254,49,52,90,111,119,1
17,131,137,129,163,217,229,246,65,177,99,34,6@28%00,187,155,23,9,13,68,14,0,35,161,171,2012329,
4,49,52,90,111,119,117,131,137};
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Prime Numbers:
a) For generating Pseudo-Random-Numbers
p=7927,0=8161
b) For generating positions of Pseudo-Random-Numbers
p1=9901,q1=10009
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Plain-Text:
o0 pal I DS OTIIE e PN 0RO e oDl DO D80e (a0l oo Pasnh e Dumudtsts)
OOt oA ) a0 oo I 000: e ﬂ%‘iﬁw&%w.;ﬂlmoﬁaxy Seeibelur Il ey e
s ST Lk B T g P 1 £ 4 A e e N L R e S SRR L
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S-box:
0 1 2 3 4 5 6 7 8 9 a b C d € f
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4. Discussion On Security Parameters:
4.1. Security Analysis:

The privacy of data is measured by the variant¢edmn the actual and the perturbed values whiglivien
by the following formula:

__ VAR(A-A)
T VAR(A)
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Table 1: Relationship between Plain-text and Cipher-text.

Plain-char Cipher-char using S-box1 Cipher-changi§-box2
3116 3128 3218
3134 3182 3088
3122 3250 3248
3134 3182 3088
3100 3248 3078
3136 3160 3166
3098 3150 3268
3134 3182 3088
3122 3250 3248
3134 3182 3088
3118 3098 3204
3074 3202 3256
3098 3150 3268
3135 3247 3193
3125 3221 3299
3134 3182 3088
3105 3325 3327
3137 3161 3231

The Plain-UNICODE-Text is translated into CiphekMCODE-Text using the algorithms 6.3 and 6.4 as
shown in Table-1. All Plain-UNICODE-characters aceambled, mean and variance is very effective.

4.2 Avalanche Effect:

An S-box satisfies SAC if a single bit changegtminput results in a change on a half of outiist Note
that when S-box is used to build an S-P networknth single change on the input of network causes a
avalanche of changes.

Table 2 Avalanche Effect of Plain-text characters andh@iptext characters.

oiain-Char |65 | 66 | 67 [ 68 ] 69] 70] 7i] 72[ 73] 74 78 7 77
78 | 79 | 80 | 81| 82| 83| 84| 85 86| 87 88 8 9p
Cipher-Char| 89 | 58 | 251 | 156| 29| 126 191 224 225 194 131 36 165
Sbost 6 71 | s2 | 18| 22| 87| 104 109 74 11 172 4p 142
Cipher-Char| 159 | 60 | 85 | 14 | 111 128 117 _ 250 _ 13l 104 5 50 83
using L
Sboxe | 224 | 141 | 234a| 43| 80| 165 34 191 148 1 82 151 192

All Plain-UNICODE-characters are scrambled acaogdio proposed algorithms 6.3 and 6.4. The Table-2
concludes that the Avalanche-effect is very effeciomparatively existing algorithms.
4.3 Balanced Output:

Balanced output is the output which hastimnber of 1's & 0’'s should be nearly same.

Table 3 Balanced-Output of existing algorithms based it Bnd LCG"!

DATA Pi Pi LCG LCG
0'S 1'S 0'S 1'S

RJ45JACK 37 27 30 34
FUNCTION 29 39 32 32
FRAGMENT 31 33 31 33
ZXQRASPK 29 35 30 34
INVERTER 32 32 26 38
ELECTRON 36 28 34 30

Table 4 Balanced-Output of Proposed algorithm using Stbenxd S-box2.

Using S-box1| Using S-box2
0's 1's 0’s 1's
BRI 00l aTe i nan BanesO0 700008 104 | 113 | 123 94

STaD mrer food) Jidn | w0eMPdpeO0e0frotolspHmipds | 167 | 146 | 170| 143

Plain-text Cipher-text

Sowgaﬁ DESY €980, T70 w02 00p »000002 003 3007 135 | 130 | 129| 136

F2E0CHo EFET e 40 &%) Fe wpean Den 00 d 00000 122 | 119 126] 115
FoXbnwHDYdjxV[QDusr ~Balial-Dz0JInlM+] 71 82 75 78
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The Balanced Output in is not good because tatalber of 0's and 1's are not synchronized. The &&bl
concludes that the Balanced output of the propédedrithm is good comparatively existing algorithnigom
Table 3, the total number of 0's and 1's are syootzed in the proposed system.

4.4 Hamming Distance:
The Hamming distance between two strings @fiaé length is the number of positions atclhihe
corresponding symbols are different.

Table 5. Hamming-distance of existing algorithms using@Rd LCG.

DATA Pi LCG
RJ45JACK 26 35
FUNCTION 28 29
FRAGMENT 25 33
ZXQRASPK 28 31
INVERTER 28 32
ELECTRON 31 31

Table 6: Hamming-distance using proposed S-box1 and S-box2

Plain-text Cipher-text Using S-box1  Using S-box2
EPETE SD00) i 20 BenesO0 mpO0:o0s 18% 36%
Egoﬁij EFET S000) s 0200y 900 &00p: Sol Sl i 23% 31%
50?;,1?5&35 SIESY e8P0 @02 06y a00000200% 5003 25% 35%
FI0to TReT DD gumgfﬂjmdmuuﬁ;auuuuu 19% 35%
FoXbnwHDYdjxV[QDusr ~E=alial-DE0JInlM+] 38% 46%

From Ref, the Hamming Distance using pi and LCGhiswn in Table 5. The Table 6 shows the Hamming
Distance of different strings using proposed atpons. The Table 6 concludes that the Hamming Distaof
the proposed algorithm is best in 4 cases frorm@pgss. The Hamming Distance using pi and LCG is than
the Hamming Distance of proposed system. From panthe proposed system is best in 5 cases.

Conclusion:

Till now many cryptography algorithms have beetrdduced to the digital world. All the existing
algorithms are limited to handle ASCII text onlyutBn digital world, UNICODE plays a vital role idigital
communication and solves the confusion among d@iffecharacter encoding techniques. It covers ardid@d
languages in the world. A novel cryptographicalgcere Pseudo-Random-Number based S-box has been
proposed. The proposed S-box handles all UNICODd& axtters which cover various languages like English
French, Telugu, Tamil, Hindi, Malayalam, Bengalinfabi etc. It compares the results of Hammingdbdise,
Balanced Output, Avalanche Effect and Security #sial The performance of proposed S-box is goodHer
parameters like Balanced Output, Avalanche Efferd &ecurity Analysis. The performance of Hamming
Distance is better in existing systems. But thetéxg systems’ S-box is not able to handle UNICQB&. The
proposed algorithm solves the limitations in erigtalgorithms. The future enhancement is to get feessilts
for Hamming Distance as well as other parameters.

Application:

This proposed algorithm can be applied to variGharacter encoding systems. It can embed into wgrio
encryption/decryption algorithms. In near futurtecan be applied to various software packagesHieking,
government, educational system etc.

Limitation:

The proposed algorithm is not a strong encryptiearyption algorithm. It is based on new S-BOX whic
can be used for UNICODE characters along with nbrA®CIl. The combination of proposed S-BOX and
strong cryptography algorithm yields good results.
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