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ARTICLE INFO ABSTRACT
Article history: The main aim of this work is to build a virus soen thatconsumes minimal main
Received 10 December 2015 memory space for the storage of the virus datatddle scanner is in operation. All
Accepted 28 January 2016 commercial antivirus products have three major ammepts :(1) scan engine, (2)
Available online 10 February 2016 VDBs, (3) updater. VDB contains virus signaturesdt the viruses. Building a VDB
to cope with almost one million viral patterns istra painless task and while the
Keywords: scanner is in progress, massive memory is neededovercome this, we are
Virus database, Scan engine, Heuristic introducing a proposal to build a virus scannet ttamsumes minimal main memory
analysis space. In this work, the viral patterns will be \gwed into different sets according to

their nature and allowed to enter into main memahgnever needed, i.e. instead of
loading all patterns, only a few patterns are ldadlea time, and the scan engine scans
the file searching for a particular set of pattei@sce the scan is completed for the
listed patterns, then another set of patterns véllloaded and the scan is repeated,
which leads to significant reduction in the memasage. To accomplish this, virus
scan engine should be customized to be adaptathietveé modified VDB structure.

INTRODUCTION

The antivirus software is one of the security sohs widely used in most of the computing devittks
PC, laptop, PDA, smart phone, etc. The factors #ffstct the performance of an antivirus are scagedp
memory consumption and up-to-date virus databa&BjVAmong these the first two majorly depend oe th
size of the VDB. The smaller the VDB quicker is #wan completion, and a larger VDB incurs more siae.
We cannot reduce the VDB size, since VDB shouldehairus signatures (Qingguo Wangl,Peilin Jia
Zhongming Zhaol, 2013) of all the known viruses.eiMver a new virus is discovered, it is not possibt an
existing virus scanner to detect the same. Therefar new signature should be created for each newly
discovered virus and the same should be updat&DB by the vendor once it is successfully testedede
updates increase the detection capability of a sogine.There are more than one million computerses that
are known to exist till date (Yunxin Chen, 2013)ilBing antivirus software for protecting againfitaf them
is not an easy task. As VDB size increases, theptaxity of scan engine increases.

Overview Of Antivirus Software:

Fig 1 depicts the overview of the conventionahants software.

In conventional antivirus software when the scagnprocess is started, the first module/component t
execute the scanning process is the scan engirehwhs the ability to scan the file and confirm pihesence
and absence of the virus with the help of the \paterns or signatures incorporated in the VDBthBbe scan
engine and the VDB should be loaded in memory, thieg should reside there always until the scanrengi
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completes the scanning process of all files insywtem. When a file is identified as infected wittus, they
should be either deleted or should be isolateduiarantine location (like isolating a person witmitagious
disease) which is also stored in secondary staragjee file system. Isolation and quarantine arblipthealth
practices used to stop or limit the spread of disg&hieh-Jen Cheng, 2012). Isolation is used pars¢e ill
persons who have a communicable disease from tiwbseare healthy. Quarantine is used to separate and
restrict the movement of healthy persons who mase ieeen exposed to a communicable disease to Hezyif
become ill. The files put in the quarantine sholkdrendered inactive. For making them inactive, files
should be compressed and encrypted prior to beingts quarantine (inactivation is needed to previeem
from infecting other healthy persons).

Mlam Memory

Secondary Storage
Fig. 1: Conventional antivirus architecture.

Potential Problems:

There are several types of viruses that exista@ign P. and Y. Luo, 2006). The detection of altham
needs different kinds of techniques. As a resulinmlexity of the scan engine and its size keepnoreasing
evidently day by day, which affects the system’sfggenance too. We all have an experience with tke P
antivirus which slows down system performance (fifing antivirus on a personal computer is like hgwine
bomb squad inspect a suspicious package inside theuse right next to you")
(http://www.tomshardware.com/review3his slow down in performance is observed evethénmodern state
of the art PC with higher configuration. Today'ssPd&te much more powerful than they were a few yagos
so perhaps the notion that an antivirus applicatioh still have a debilitating effect on performam is
unfounded (http://viralpatel.net/taj/tutorial).
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Fig. 2: Scanner consuming 200 MB memory at the beginning.
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Fig. 3: Scanner consuming heavy CPU and main memory.

The main problem encountered here is that whemnseg is in progress, we cannot run any other
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application in the system. In fact, sometimes, aenot even move the cursor. Antivirus is an add-atibty
for protecting the documents and all other applbcest But the antivirus requires more resourcesUCP
memory, etc.) so other processes would not rurage o wait for AV to release the resources theysamed.
Fig 2 and 3 depict this problem.

CPU Usage CPU Usage History

PF Usage Page File Usage Histary

Totals Phiysical Memary: (K
Handles 13867 Total 1038505

Fig. 4: CPU and main memory usage when scanner is naecugon.

Figd shows CPU and main memory usage when scasmast in progress. Next section describes the
solution to this problem.

The Proposed Av Model:

To overcome the problems stated in section 3, awee ldesigned an antivirus software which consumes
much less system resource and gives better penfmend he main cause for the slowdown in performasce
the loading of bulk VDB completely into the main mery. The loaded VDB will reside in the main memory
throughout the scanning process

 ManMemory

Scan Engine |

Files to VDB
modules

scanned ‘

Fig. 5: Proposed AV model.

Fig 5 gives the quick overview of our new proposativirus model. In this model, the major inclusis
the pipelined VDB database. The viral patternsigmagures should be grouped into different setemiiog to
their type/nature. Instead of storing all VDBs irsiagle construct, we store them in different gmupach
group will be allocated to one VDB. Likewise, var®oVDBs should be generated, and all such VDBsldHme!
stored in application path.

Normally, when a file needs to be scanned, tharsng should be performed against all patterns. &ut
any point of time, we need only one pattern. Thanefviral patterns can be loaded whenever it isdad
similar to on-demand service. But in this casegragtanning the file against the first patternsiveuld feed the
scan engine with the next pattern. Loading the pextern involves some time delay, which slows ddia
scan process. To avoid the time lag due to the engime waiting for pattern to be loaded, we haoduced a
concept, the so-called pipelined VDB.

In the proposed model, the VDB groups will be ledih sequence one after another. At the beginfivey,
VDB groups should be loaded in pipeline. Once ttandinishes with first VDB, it should be removeddahe
VDB following the previous one should be advancpdNew VDB should be shifted to the last positidrie
pipeline.

Fig 6 shows how the VDBs can be loaded into magémuary in a pipelined manner. Here the key is logdin
the VDB into main memory and removing them from thain memory when they are no longer required.
Proper allocation of memory and release of memdigcated to VDB will keep the system under well-
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controlled level of memory usage.

Another key issue in this design is splitting VDo several chunks. Smaller the chunk size, thetahe
memory consumption. But smaller sizes require nmading times. If all VDB chunks are of uniform size,
then memory consumption will be better (like divigilogical memory of a program into equal-sizedgzam
paging technique. The advantage of equal-sized \¥)Bvhen any VDB is removed from the main memory,
another new VDB can be completely loaded into tlaénnmemory space. Therefore, we can maintain cohsta
memory consumption by the VDB of a scanner.

0 -‘\DB-‘E VDE4 VDE-3 VDE-2 VDE-1 (

1 |VDB-6|[VDE-3 VDB-4 VDB.3 \'DB-ZH
VDE-4 [VDE-3

3 |vDB=[VDB-7 VDB VDB VDB4 \
4 |VDB=%|vDB-2 VDB-7 VDB-6 VDBE-3 [

Fig. 6: Pipelined loading of VDBs in main memory.
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Fig. 7: Pipelined scan process.

Fig 7 clearly depicts the working procedure ofgtiped scan process. When a user launches the AV
scanner, it starts two threads: (1) thread scamerand (2) thread VDB picker/loader. The threaahsengine
responsible for fetching the files from the filesym opens it and scans it to detect the viruseptesith the
help of viral patterns in VDB pipeline. Once it cpletes the scanning with one VDB, immediately iksi the
next VDB from the pipeline and it proceeds with zanning until scanning completed with all VDB oks.
Each time it completes scan with one VDB, it seadsignal complete to the thread VDB picker, so that
latter can remove the recently used VDB from thénmaemory pipeline and load new one on it.

The thread VDB picker/loader is responsible fadimg VDBs from the secondary to the main memory in
a pipelined manner. When it is invoked by the A¥rater, it first loads five VDB chunks in the pipadi(here,
five VDB chunks can be selected according to usehtsice). Then it will wait for the scan enginecmmplete
the scan with any one. VDB(normally scan enginesasith VDB, VDB,, ... VDB,,). Once it obtained signal
from the scan engine thread, it removes the receiséd VDB from the main memory, and all memorycspa
allocated to it also should be released propetenT it should load the next VDB chunk in the maiemory.
The key factor in determining the performance isper allocation and the release of memory spaaethéo
VDB chunks throughout the entire scanner’s lifetifdmce the scan engine completely scanned thad#énst
all the viral patterns in the VDB chunks, it shoirftmediately fetch the next file from the File syst

Another generally used technique for reducing diraa is excluding some of the files from scanniRgr
example, files with password protection, image, fdad certain system files need not be scanned Wi
increase the execution speed considerably.

If the file does not contain any of the known pats, finally we should perform heuristic analysigletect
the unknown viruses. Most of the antivirus softwaresently in the market uses this analysis toctldtee
unidentified viruses. It predicts the potentialugirattacks that can happen in future.

The heuristic analysis isolates the file and nwsithe file's behavior during execution by allowgiit to
execute in virtual machine. If the behavior of ditgy leads to any damage to the system, then tfileseshould
be marked as potential virus threat and they shioaldither cured or deleted or sent to quarantine.
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Conclusion And Future Work:

In this study, we described a novel approach fesighing a scan engine to minimize the memory
consumption significantly. Reducing memory consuoptmeans restricting constant/minimal memory
allocated to VDB patterns. In order to achieve,this introduced pipelined VDB, which is the key tridyution
of this work to minimize memory space consumptieuarther improvement in this direction can be achékiy
means of parallel scanning of multiple files, whaan be in the scope of future studies.
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