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ARTICLE INFO ABSTRACT
Article history: Today in the world of mobile communication SMS iseoof the fastest growir
Received 10 December 2015 medium through which a sender can send messagsharaperiod of timeDuring the
Accepted 28 January 2016 transmission of data i.e. a threat on banking &etien, OTP, credit card processi
Available online 10 February 2016 Provident Fund transaction, Mail Recovery SMS &g&re is a need for securing t
messagesAn innovative LB64 algorithm is implemented spieailly for SMS. Thi:
Keywords: LB64 is a hybrid technique which integrates botimpoession and encryption usi
SMS, Compression, Encoding, LZW, XOR operation which does not exist in previous téghes. The performance of tl
Base64, LB64 technique shows excellent results thereby improvirggsecurity mechanism and t

also makes use of efficient bandwidth.

INTRODUCTION

Data compression is a technique of encoding sysirainlet considerable reduction in the total numiife
bits to store or transmits a file. One of the lessldata compression widely used is LZW algori(Nishad,
P.M., R. ManickaChezian, 201 2yhich i a dictionary based algorithm. LZW compression ismed based o
its developers, A. Lempel and J. Ziv, which wasmtheodified by Terry A. Welcl(1984. Lempel-Ziv-Welch
(LZW) (1984)this algorithm proposed by Welch in 1984. LZW coegsion works finestor files containing
more of repetitive dataMohammad Hosseini, 20) Shannon Fano and Huffman works on historical evide
and research(probability coding) whereas LZW usesodary based compression and it is also beeprobd
in paper (BoukariSouley, 201#taroon Altarawneh, Mohammad Altarawneh, 2) as best algorithm for te:
compression.LZW compression can be used in a yaoidile formats such as TIFF files, GIF filedDP files.
This can also be applied for text and monochrorsges.

This algorithm reads a sequence -bits from a text file and compresses them using L&t 1z-bit code
words and writes the results to output file. It silo®t analyze the incoming text, but it adds eamh string of
characters.

Lossless compressiaechnique is called as reversible compression@stiginal message is rephrased
the decompression process without any loss of (SubhamastanRao, T., 201¥jshwagupta, 2012).
Henceforth the information does not modify durihg tompression and decompression proc

Base64 encoding design are generally used whea iharneed to encode twofold data that needsobed
and transferred over media that are intended ct with textual data (CongfuX®010. This is to make sure
that the data remains intact without alterationirytransfer. Wikipedia says, Base64 encoding tiscanique
used for converting binary data into blocks of fabde ASCII characters (i.e.~Z, az, (-9, +, /). The Base64
encoding algorithm uses a particular conversiorcgse to determine ASCII characters to every 6 difita
stream bytes .In other words, a binary stream dédys split into chunks of six bits and each chim
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associated to an ASCII character. The ASCII charagt) whose value is 64 indicates the end of tinarly
stream.

Base64ensures that data won't contain any special oredfiptable characters like passing data in a URL
or storing it in cookies.

[1. Proposed Method LB64:

The compression algorithm accepts single charattartime. It checks whether the code(ASCII Cdde)
there in the dictionary, then it adds the charattie¢he source string and waits for the next oregtars happens
for the first character. If the source string id mothe dictionary it appends the source strind amites the
newly generated code. Then the source string gt new character.

This focuses on multiple sizes of text data amdrtttio decreases as the text size increasesisibécause
larger text data will create shorter compresseccathe compressed data is XORed with the cipher kbg
resultant XORed data is given as input to the Botéop algorithm which produces encrypted data.

The Encrypted data is XORed with the cipher key maverse process of Encryption algorithm is ajplptiae
the XORed data for decryption.

The decompressor constructs it own table theréforatches exactly the compressor dictionary’s catd
so only the compressed codes need to be sent (Rgfe.

o
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Fig. 1: Architectural framework of the proposed system.

PHASE | (Compression):

Step 1. Generate a code table with 256 entrieexXed with ASCII codes 0 through 255) representimg t
ASCII table.

Step 2. Initialize the encoded string(S) with thstfbyte of the input stream and read the nexe lisgm the
input stream(C).

Step 3. If the byte(C) is an EOF stop the compoesgrocess.

Step 4. Else generate a string that concatenateyths.

Step 5. Check the string is present in the tablked the next byte

Step 6. If the string is not present, add the niewgsto the table with the new code and write etezbstring(S)
to the output stream. Read the next byte.

Step 7. Repeat from 3 to 6 until EOF is encountered

Step 8. xor the compressed data and apply basdfé tmred data

[11. Implementation:

The proposed LB64 compression and encryption mnméshmis implemented with NetBeans IDE8.0.2. The
performance estimation factors, compression ratimstime requirement is obtained from differenez text a
as shown in Table Il.

Compression Algorithm makes use of two variables)@ C. The Variable C holds a character (i.e.laeva
between 0 to 255). The variable S is a variablatlerstring which contains one or more charactete T
algorithm progress by taking first byte from thattand stores it in S refer Table I. Each time &ehyg read
from a input file and assign it to a variable CeTdoncatenation of two variables are searchedeiittionary.
If a match is not found in the dictionary threei@uts are taken output the code for S. The conctitenaf S +
C is stored in the dictionary with the new codevalue is assigned to S. If a matching string isfbin the
dictionary no action should be taken.

Compression algorithm is illustrated in Table A tfee input text : jingle bells jingle bells
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Table I: Phase-I Compression.

S C Compressed output Code SC

j i 106 256 [internal=[106,105]] = ji

i n 105 257 [internal=[105,110]] = in

n g 110 258 [internal=[110,103]] = ng

g | 103 259 [internal=[103,108]] = gl

| e 108 260 [internal=[108,101]] = le

e "space” 101 261 [internal=[101,32]] = e"space"
"space” 32 262 [internal=[32,98]] = "space"b

b e 98 263 [internal=[98,101]] = be

e | 101 264 [internal=[101,108]] = el

| | 108 265 [internal=[108,108]] = Il

| S 108 266 [internal=[108,115]] = Is

s "space” 115 267 [internal=[115,32]] = s"space"
"space” j 32 268 [internal=[32,106]] = "space"]

ji n 256 269 [internal=[106,105,110]] = jin

ng | 258 270 [internal=[110,103,108]] = ngl

le "space” 260 271 [internal=[108,101,32]] = le'spa
"space" b e 262 272 [internal=[32,98,101]] = "sphee

el | 264 273 [internal=[101,108,108]] = ell

Is eof 108

The input stream is converted into binary valdds octet stream is read from left to right to granto six
bits chunks. Each chunk is encrypted using basefeiitable to get encrypted string shown in Table |

Table Il : Phase Il Encryption.

Input stream Binary Values Split blnag)i/tg/alues by 6 Base64 Values Encrypted String
106 1101010 011010 26 a
105 1101001 100110 38 m
110 1101110 100101 37 |
103 1100111 101110 46 u
108 1101100 011001 25 z
101 1100101 110110 54 2
32 100000 110001 49 X
98 1100010 100101 37 |
101 1100101 001000 8 |
108 1101100 000110 6 G
108 1101100 001001 9 J
115 1110011 100101 37 |

011011 27 b
000110 6 G
110001 49 X
110011 51 z

V. Measuring Compression Performances:

Depending on the nature of the application theee \arious criteria to measure the performance of a
compression algorithm which includes time and speffieiency.The compression behavior depends on the
redundancy of symbols, type and structure of inpomirce ,category of compression algorithm(loss and
lossless),therefore it is difficult to measure pexformance of algorithm in general. If a lossy poession
algorithm is used to compress a particular souteethe space efficiency and time efficiency woblel higher
than that of the lossless compression algorithne. filocedure to evaluate the lossless compresgionitaim is
as follows:

Compression Ratio(CR):

_ size after compression (1)

size before compression

Compression Factor(CF):
F= size before compression (2)

size after compression

Saving Percentage(SP), calculates the reduction of the sourcefile in percentage:
(size before compression
_—size after compression) (3)

size before compression
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The compression algorithm works well for the tegta of size 322 bytes with a saving percentage of
39.44%. The saving % decreases as the data sizages due to the increase in the repetition oflsvfrighly
repetitive value) that match with the vocabularsidie the library.

Table Ill: LB64 Algorithm Results.

LB64 algorithm results (4)
Original File Phase | Phase Il
File Size Cgmde_nsed Condensgd/ Condensed _ Encry_pted Encryption time
S.No (bytes) file size Compr_essmn Time Saving % file size (sec)
(bytes) ratio (sec) (bytes)
1. 322 195 .60 1.232 39.44 340 0.0177
2. 258 171 .66 1.217 33.72 294 0.0172
3 162 132 .81 1.217 18.51 224 0.0172
4. 110 105 .95 1.232 4.54 172 0.0167
Conclusion:

Incorporating security in existing compressionoaittnm is on focus by present researchers. Thiscguh
is mainly developed to improve the speed and teigeomore security LB64 provides lossless compossand
compressed message is XORed with the given keyaagption algorithm is applied. The proposed athar
reduces the file size and encrypts the file in gype of public and private application for sendaanfidential
data.

This LB64 technique can be enhanced to send nmediianfiles. In this LB64 small file size decreasies
ratio which can be improved in future. As LB64 usesy 64 characters it will not accept alphanuménjauts
and can be enhanced with all ASCII characters.
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