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ARTICLE INFO ABSTRACT
Article history: Background: Detecting hateful contents on social media becomebroad and
Received 10 December 2015 important research area along with the popularftysarial media.Objective: This
Accepted 22 January 2016 paper aims primarily to understand the differechregques applied within the scope of
Available online 30 January 2016 detecting the use of hateful language on socialiaéideir strengths and challenges to
provide a solid and concrete reference to futursearchers and practitioners.
Keywords: Methodology: In this paper, we investigated previous researdbag in the domain of
Hate speech, Offensve language, hateful contents detection on social media. Wecssderelevant published journal
Online Detecting techniques articles and conference proceedings from 2010 tth2Besults: We observed that

Support Vector Machine (SVM) algorithm is the mdstquently applied for text
classification. Data ambiguity problem, classifioatof sarcastic sentences and lack of
necessary resources are identified as the diffesufor researchers in detecting the use
of hateful contentsConclusion: Future researchers must pay more attention on
developing techniques to perform a deep analysiseofences in order to detect the
hateful contents.

INTRODUCTION

Billions of internet users from different countriapload their discussions and opinions on socialiane
daily with different languages. However, it migbtt to the dispute and hatred if they use hatefuhg and
usages which affect a person or a specific groygeople in a bad way. Hateful contents are malgicantents
such as hate speech, use of abusive terms andieBdanguages, and cyber-bullies. In (Chen, ZiZdwu, &
Xu, 2012) and (Warner & Hirschberg, 2012), hateespeis defined as any kind of expression which ateegi
the law and which discredits a person or a groupeaiple based on race, skin color, ethnicity, genskxual
orientation, nationality and religion.

Social media becomes a virtual life for the pecute a spot to throw out feelings, beliefs and apisi
Concurrently, it also becomes a place where hatefatents can be seen most frequently. Differepegyof
campaign are being promoted to reduce hateful at;iavolvement on social media. Similarly, reskars in
computer science field have been finding the bettrtiques to detect automatically of the hatefulteonts on
social media.

Though there are several reasons why the use efuhdanguage on online community needs to be
detected, most of the previous researchers had oconupinions upon the purpose of doing researchélein
area of interest. Poor content quality, a mixturalmsive, malicious and bullied contents, on daviedia give
users bad online experience and might lead to egueblems to outside community (Sood, ChurchillAgtin,
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2012). Manual checking and monitoring by human geiare the most flawless detection (Ravi, 201 2)tHoey
need time, energy and money (Ismail & Bchir, 208&igh, 2015). In addition, unstructured text forntatk of
specific labeled corpus (Cheat al., 2012) and technical flaws of a particular teciuei make researchers
explore competitively to obtain better techniquesétecting online hateful languages.

Detection of hateful contents process fundamentaljudes: preprocessing, feature extraction,ufeat
selection, and classification (Chehal., 2012; Ravi, 2012). Data preprocessing is prooéssata cleaning
which transforms the raw data into machine read&memat by removing non-printable characters, sgeci
characters, and html tags; reducing the duplicatedsy and labeling the data. Feature extractiardsicing of
redundant features and dimensionality whereas reatelection techniques are applied to reduce psoug
time, to get data which are more comprehensivefuidher processes, and to improve system perfocman
Finally, classification techniques are applied tistidguish desired results from undesired ones uijino
preprocessed datasets based on selected fed@neas( al., 2012; Ismail & Bchir, 2015).

Though detecting hateful contents on social mediaolnes a noticeable problem for researchers, no
previous studies have conducted upon the technigppgled in this area of research. Therefore, wasth to
investigate existing techniques applied in detectad hateful contents on social media, and to itent
advantages and disadvantages of those techniquesheélieve our analysis will be beneficial to theufe
researchers in same field of research.

In this paper, we will investigate the various teicues applied in each step and will discuss most
applicable techniques and challenges which aresotiyr faced by researchers. Therefore, this pajms o
identify the detection tools and techniques thatehiaeen applied for identifying hateful contentgalvement
on social media, their strengths and challenges.

Related Works:

One problem in text classification is lack of lambldatasets in a specific domain. Reynaidal. (2011)
developed a dataset of their own for detectionybicbullying in 2011. By applying language-basegrapch,
bully contents can be detected till 78.5%. As aleetworks become a virtual life for the peoptsearches on
detection of cyberbullying, hidden groups and itshlave increased. In 2012, Fu et.al (2012) foumdhg to
detect hidden communities on Facebook using togémtification module. Owing to noisy nature of data
accuracy of classification is usually affected. @wercome this problem, an unsupervised possilsilistised
local approach for automatic insult detection i@ tomments of social networks was proposede{fit, 2012).
Based on the experiments, their approach reduces movolvement in feature space and produced @btim
results with high accuracy. Another remarkable aede is detecting hate speech on web forums angsblo
(Gitari, Zuping, Damien, & Long, 2015) which wascising not only on racist speech but on hate speech
regarding religion and nationality as well. Therews developed their own lexicon of hate speechdmtected
hate speech in three levels: no hate, weakly hatestiong hate, by applying rule learning approach.

Research Methodol ogy:

As this paper is an analysis of previous studies,collected the literature in the area of detecting of
hateful language on every type of social media tvhiere published within past five years (i.e. 2@01-5).
We believe this analysis will offer a useful cotiea of techniques and tools for other researctzerd
practitioners. In Figure 1, keywords applied in sieéection of relevant literature and sourcesiated.

Sources of
Literatures

e ———————

Selected
Literatures

[ ]

Keywords

Applied

e e e

Fig. 1: lllustration of steps of literature selection
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To be specific, four keywords were used. The tecybér-bullying” was also included as it is definesl
insulting or attacking others by use of awful laage (Kansara & Shekokar, 2015). Approximately, @Bwant
literature, both journal articles and conferencecpedings, were found from online databases listethe
figure, and these were filtered to obtain the mektvant studies based on a set of criteria. Ortlgla@s written
in English were included, the context do not exafzll under our domain were removed and resultimgeven
journal articles and seven conference proceedings.

RESULTS AND DISCUSSION

By determining the previous efforts, we found thmeitst detection techniques are based on two appgeach
supervised and unsupervised learning; however wmgiged approaches have applied very rarely in this
domain. Table 1 summarizes the brief descriptioproposed systems in selected studies.

Table 1: Summary of proposed systems from selected litezat
No. |Year |Summary of the Proposed System Reference

1 2011 | A model which detects cyberbullying by dregiown labeled dataset by applying langugBeynoldset al., 2011)
based method of detecting cyberbullying.

2 2012 |A machine learning approach which detects inapjaitgcontents such as profanity, ing(Soodet al., 2012)
and objects of the insults automatically.

3 2012 | Their approach includes four main stepprpoessing, feature extraction, feature sele((Ravi, 2012)
and classification. For classification, they usedlassifiers including, SVM, Naive Bay
Multinomial, Random Forest and AdaBoostM1. But thitgcussed only for the classi
with the highest accuracy.

4 2012 |A Lexical Syntactic Feature (LSF) architecture whaetects the involvement of inhumg(Chenet al., 2012)
profane and offensive terms. The system contaimsdmmponents: sentence offensive
prediction and ser offensiveness estimation. Former includes coctitg lexical featur
syntactic feature and generation of sentence adffensss value. Latter includes sentg
offensiveness aggregation, additional featuresaetéd from user's language profile wis
based on style features, structural features antbspecific feature.

5 2012 |A system which detects the hate speech on onlineabggorizing seven groups which |(Warner & Hirschberg, 2012)
related to race and nationality by adapting tenedlaised strategy of previous resear
from 1994,

6 2012 | A hierarchical approach that exploits theocourrence of vulgar language via statis|(Xiang, Fan, Wang, Hong,
topic modeling techniques and detects profane kgguwith automatically generajRose, 2012)

features using a athine learning framework. They explored the pitadicvalue of highl
expressive topical features and reliable lexicatees and combined them into siy
compact feature space.

7 2012 | A flame detector model which retrieve théttem notes of the users on saichetworkin¢(Shukla, Singh, Paran
sites and detect the flaming words and calculaerttensity level of those words. Khare, & Pandey, 2012)

8 2013 |An improved cyberbullying system which classifibe users’ comments on YouTube uy(Dadvar, Trieschnig
content-based, cyberbullying-specific and usased features by applying support vgOrdelman, & de Jong, 2013)
machine.

9 2015 | An automatic flamdetection method which extracts features at diffeconceptual leve|(Razavi, Inkpen, Uritsky,
and applies multi-level classification for flametefetion. Matwin, 2010)

10 2015 |A framework to detect abusive text messages or émam the social network by apply|(Kansara & Shekokar, 2018)
SVM and Naive Bayes classifiers.
11 2015 |A system which work through Soft Text Classifiepepach using various machine learr(Singh, 2015)
algorithms. It is type of a screening mechanismchvtlerts the users about the presen
profanity and insults. The messages are also ldlzeleording to the subject matter.

12 2015 | A twostep method to detect hate speech using ContinBagsof Word (CBOW) neur|(Djuric et al., 2015)
language model.
13 2015 | A lexicon-based approach (classifier) ttectehate speech using semantid anbjectivity(Gitari et al., 2015)
features.
14 2015 | A novel appexh for automatic detection of offensive commemsacial network based |(Ismail & Bchir, 2015)
local multi-classifier fusion method.

4.1 Preprocessing Techniques:

Cleaning data before they are fed into classifieam essential task. We identified that automates p
processing software including Regex(Ravi, 2012)ddtg(Xianget al., 2012),WordNet corpus and spell-
correction algorithm(Chest al., 2012) have applied for parsing, checking fomgrear and spelling mistakes,
stemming, removing symbols or unwanted characterd excluding duplication. Table 2 shows the
preprocessing techniques applied in the selectetiest
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Table 2: Preprocessing techniques applied in selectecititex

No. Preprocessing Techniques Reference

1. Bootstrapping Method (Gitest al., 2015; Xianget al., 2012)

2. Customized Ready-to-use Tool (Cleeal., 2012; Gitariet al., 2015; Kansara & Shekokar, 2015; Ravi, 2012)
3. Spell-correction Algorithm (Chesi al., 2012; Kansara & Shekokar, 2015)

4. Crowdsourcing service (Reynolgsal., 2011; Shukl&t al., 2012; Soodt al., 2012)

5. Manual Preprocessing (Dadwil., 2013; Ismail & Bchir, 2015; Warner & Hirschbef§)12)

6. Not specifically discussed (Djurgtal., 2015; Razawét al., 2010; Singh, 2015)

Labeling the data with aid of human resource camameptimal solution as subjectivity analysis can b
done best by human beings (Ravi, 2012). Crowdsogris data labeling service provided by trainedpgbeo
from different countries. There are many good powftusing crowdsourcing such as saving time atetnal
resources, and scalability when working on largeoamh of datasets. Sooe al. (2012) discussed that
crowdsourcing service is suitable for analyzinggeand coding the contents with high efficiency. tBa other
hand, it cannot be cost effective when a large arhofidata is to be handled. One advantage oftésk is
anonymity of the coders to the requestors (Reyneildk, 2011), therefore the results will be less biased

4.2 Feature Extraction Techniques:
Feature extraction techniques are applied for reducedundant features and dimensionality. Table 3
summarizes feature extraction techniques applietthégtudies.

Table 3: Feature Extraction Techniques Applied in Seletiegtatures

No. Feature Extraction Technigues Reference

1. Local Binary Pattern (LBP) (Kansara & Shekolg4r]5)

2. Bag-of-Words (BoW) (Chenet al., 2012; Kansara & Shekokar, 2015; Sebdl.,
2012)

3. Bag-of-Visual-Words (BoVW) (Kansara & Shekok2015)

4. Term Frequency Inverse Document Frequency (TH-ID (Ismail & Bchir, 2015; Singh, 2015)

5 N-gram (Chenet al., 2012; Ravi, 2012; Singh, 2015; Soedal.,
2012; Warner & Hirschberg, 2012)

6. Skip gram (Kansara & Shekokar, 2015; Singh, 2015)

7. K-means Clustering (Kansara & Shekokar, 2015)

8. Customized Ready-to-use Toolkit (Ravi, 2012;ngiet al., 2012)

9. Not specifically discussed (Dadwrl., 2013; Shuklat al., 2012)

Bag-of-Words (BoW) approach detects offensive serdgs regardless of grammar mistakes and word
order, and this approach has highest recall rateerf@ al., 2012). Many researches in natural language
processing applied BoW due to its common use (Kan&aShekokar, 2015). Though it is one of most papu
text categorization approaches, Xiat@l., ( 2012) found the fact that Bow did not work pedy for detection
of profane tweets owing to the noisy nature of tee&lany of previous researches used BoW approath b
some terms and usages cannot be detected welkifsife words and terms are replaced by other teviish
do not seem to be offensive although the sentere@nsin negative. That leads to sparsity and dtiedi
problem (Djuricet al., 2015). In (Singh, 2015), the author highlightkdt using Bow approach gives a high-
false positive rate. Hence, BoW approach has megknesses than strengths.

N-gram approach detects offensive sentences basedwords of sequence (Chenal., 2012). Though
Warner and Hirschberg, (2012) discussed the e¥feogiss of n-gram approach in feature extractiongs® the
bigram and trigram methods decrease the efficieiaylassifier and they do not work well in findimglated
words which are far away from each other (Chtead., 2012; Warner & Hirschberg, 2012). This problesn e
tackled by increasing number of n, but system msiog time will be longer (Chest al., 2012). One advantage
is that words which are previously neglected bytanant can be added to attribute list with n-giepproach
(Ravi, 2012).

Though many previous researches have used cusibreafevare toolkits such as WEKA, they did not
discuss why those toolkits were chosen to use iifopeing preprocessing steps and classificatioksta our
opinion, main reasons might be easiness for usailadlity of all necessary software in one plaead
popularity of the tools.

Feature Selection Techniques:

Feature selection techniques are necessary togeddandant features from datasets and for sedpoiost
relevant subsets of features for more accuratsitilzetion results (Ravi, 2012). In Table 4, thatfee selection
techniques applied in the selected literatureiated.
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Table 4: Feature selection techniques applied in sele@tature

No. Feature Selection Techniques Reference

1. Chi-squared Test (Ravi, 2012; Singh, 2015)

2. Latent Dirichét allocation Algorithm (Xianget al., 2012)

2. Wrapper Supervised Feature Selection Algorithm Raz@viet al., 2010)

3 Not specifically discussed (Chen al., 2012; Dadvaret al., 2013; Djuricet al., 2015;
Ismail & Bchir, 2015; Kansara & Shekokar, 2015; Relgs et
al., 2011; Shukleet al., 2012; Soodet al., 2012; Warner &
Hirschberg, 2012)

As large feature space affects processing timesystem performance, feature selection techniques ar
used to reduce dimensions of feature set. As shinvifable 4, the chi-squared test technique wasiegy
two studies while latent Dirichl allocation algorithm and wrapper supervised algoritivere used by one
study each.

The chi-squared test is a statistical tool whiclused to find the best features from a large feagat.
Prashant (Ravi, 2012), stated that using featelerson tool reduce memory consumption, preveetfitting
and seek more accurate attributes. Chi-squarédo@smeasures the reliance of two certain vaedidsed on
the value (Singh, 2015).

4.4 Classification Techniques:

For classification process, supervised learningra@gghes includes different types of decision tree
algorithms (Ravi, 2012; Razasi al., 2010; Reynoldst al., 2011), Naive Bayes algorithm (Ravi, 2012; Razavi
et al., 2010; Singh, 2015), and Support Vector MachB¥N]) (Chenet al., 2012; Dadvaet al., 2013; Kansara
& Shekokar, 2015; Razawt al., 2010; Singh, 2015; Soaa al., 2012). One study applied a semi-supervised
approach in (Xiangt al., 2012) and one more study proposed an unsupdrlésrning approach (Ismail &
Bchir, 2015), and novel approaches for classificatThough novel techniques and existing popwahmiques
were mostly applied, two studies referred back ey classification methods. Warner and Hirschi{g2fj 2)
applied template-based strategy which was propbgeather researcher over 20 years ago and Datrét.,
(2015) applied an unsupervised algorithm named rppdivec which was a novel approach of previous
researcher proposed in 2014.

Table 5: Classification techniques applied in selectedditeres

No. Classification Techniques Reference

1. Support Vector Machine (SVM) (Chehal., 2012; Dadvaet al., 2013; Kansara & Shekokar,
2015; Razavet al., 2010; Singh, 2015; Soatlal., 2012)

2. Naive Bayes (NB) (Chenet al., 2012; Kansara & Shekokar, 2015; Razeval.,
2010; Singh, 2015)

3. Regular Expression Pattern Matching Algorithm sm@il & Bchir, 2015)

4. Rule-based Approach (Razaval., 2010)

5. Decision Tree Approach (Razawial., 2010)

6. K-Nearest Neighbor Classifier (Dadwatial., 2013)

7. Novel Technique (Chenet al., 2012; Dadvart al., 2013; Gitariet al., 2015;
Xianget al., 2012)

8. Referred back to previous technique (Djetial., 2015; Warner & Hirschberg, 2012)

Surprisingly, Support Vector Machine (SVM) was mésigquently applied classification algorithm as we
identified 6 out of 14 studies to have applied tfsiseTable 5). It is a supervised learning algorithm and is
traditionally used for classification tasks. SVMnk® by enlarging the margin of separation of dhtmtfeature
similarity (Ravi, 2012; Singh, 2015). Researchegsead on fact that SVM is highly robust and it cbalvoid
overfitting problem. SVM was frequently applied dte its efficiency on large volume of data and high
performance and it could reduce error rate (Si2gA5; Soockt al., 2012).

Though Naive Bayes (NB) classification techniques reot as frequently applied as SVM, we identified
that four researches applied NB techniques in rebea. In (Shuklat al., 2012), authors discussed that NB
methods are simple yet it yields high performarmecbmplex classifications and they work well ewerder
limited resources. NB methods are applied to overcdata sparsity problem (Razatal., 2010).

Challenges:

When a large amount of data volume is needed tdllait is possible to encounter data sparsity femob
meaning some data points are missing to observehande it could affect the efficiency of systemngi,
2015). But this can be resolved by applying feagekection techniques. Mocking sentences whichnase
offensive words are actually intentionally offeresibut they are overlooked and cannot be identified
offensive in word-based detection system (Cleral., 2012). Another challenge in text classificatimn
sarcastic sentences (Singh, 2015). More enhanchditpies are needed to perform a deep analysisahimg
of sentences. Due to the nature of natural languagerd might have more than one meaning and nhighé¢
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different usages which lead to misassumption afioal sentence. This problem is named as ambigudllem
(Chenet al., 2012).

Another challenge is lack of resources of hatefuts in different speaking languages. Though these
resources with English language, it is still a ale to detect the use of hateful terms in anodreguage
rather than English.

Conclusion and Future Work:

In this paper, we investigated different techniga@sl methods employed in each step of detection of
hateful language on social media. Moreover, wegresl a brief discussion upon strengths of mogugatly
applied techniques and challenges which have beeedfby researchers. We observed that unsupervised
machine learning techniques were less frequentplieg in the field of detecting hateful contents social
media. Additionally, we investigated that Suppoector Machine (SVM) is the most applied classifimat
technique in this area of research because ofigts performance level. We identified important dbages:
data sparsity problem, ambiguity problems, clasaifon of sarcastic sentences, and lack of necetmaguage
resources, to pay more attention by the futurearebers. As future works, we would like to studydepth of
identified challenges and ways to tackle those aulhst. As we mentioned earlier, we also would lige
investigate why unsupervised learning approaches \ess applicable in this area of research. Alsowould
like to look for enhanced techniques to detectfbhsarcasm which is still an open problem for ershers.
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