
Australian Journal of Basic and Applied Sciences

 

AUSTRALIAN JOURNAL OF BASIC AND 

Open Access Journal 

Published BY AENSI Publication 

© 2016 AENSI Publisher All rights reserved
This work is licensed under the Creative Commons Attribution International License (CC BY).

 http://creativecommons.org/licenses/by/4.0/

 
 
To Cite This Article: K. AbrarAhmed, H. Abdul Rauf and A. 
Aust. J. Basic & Appl. Sci., 10(2): 1-8, 2016

 

Study of K-Anonymization level with Respect to Information Loss
 

1K.AbrarAhmed, 2H.Abdul Rauf and 3 A. Rajesh
 

1Research Scholar,CSE,Manonomaniam Sundarnar University,Tirunelveli
2 Principal, Pinnacle School of Engineering and Technology,Kollam
3 Principal,C Abdul Hakeem College of Engg And Tech,Melvisharam
 
Address For Correspondence: 
K.AbrarAhmed, Research Scholar, CSE, Manonomaniam Sundarnar University,Tirunelveli
E-mail:  kaa406@yahoo.co.in  

 
 
A R T I C L E  I N F O   
Article history: 
Received 04 December 2015 
Accepted  22 January 2016 
Available online 14 February 2016 
 
Keywords: 
Data anonymization, privacy, 
information, sequential data, k-
anonymity 

 

 

  
 Recent improvements in Information Technology have increased the demand for collecting and sharing of 
data. However, privacy concerns are not avoidable in such cases. Privacy 
research area that tries to generalize data before publishing in order to safeguard the sensitive information, while 
complete data is maintained on other hand for required purpose.
 A database consists of several attr
attributes(S). Identifier attributes which exactly identify the records of owners and are typically removed from 
the released data. Quasi Identifier attributes which could be linked with 
individual’s records of data owners. However sensitive attributes are protected. It is important to anonymize QI 
attributes, so that the individual’s records can’t be re
privacy and data utility. 
 Data Anonymization technique’s objective is to modify data such that no sensitive information about 
individuals can be disclosed from published data while data distortion is minimized to ensure usefulness of data 
in practice. However, data anonymization affects the utility of data as generalization and grouping, which leads 
to information loss. Usually generalization and suppression on the values of QI is to modify the original data. 
This anonymization process causes info
either replaced with some coarse grained values or totally removed.
 In this paper we analyze information loss of three different data sets with respect to different anonymization 
level and attempts to finds which level of anonymization gives optimal information loss, consequently the 
privacy and data utility will be high.
 
Related Work: 
 This section briefly explains about some of the anonymization techniques and their performance by 
comparing the information loss that have been presented in the literature.
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A B S T R A C T  
In recent years, data’s become the more powerful source of information. Since many 
corporation stores huge amount of individuals information in data repository, to extract 
useful knowledge from the data, techniques like sequence data mining is employed. 
However sequence data may contain sensitive information and usage of this data may 
lead to problems like privacy violation. Accordingly data anonymization technique is 
used commonly to prevent such type of problem. In this paper, we study the various 
levels of k-anonymization with respect to information loss. Also we analyze the result 
in which level of k-anonymization, information loss will have a convincing impact on 
the data utility. Identifying the information loss during k-
have insight on maintaining a better trade of on data privacy versus data utility

INTRODUCTION 

Recent improvements in Information Technology have increased the demand for collecting and sharing of 
data. However, privacy concerns are not avoidable in such cases. Privacy preserving data publishing (PPDP) is a 
research area that tries to generalize data before publishing in order to safeguard the sensitive information, while 
complete data is maintained on other hand for required purpose. 

A database consists of several attributes which may be Identifier (I), Quasi Identifier (QI), Sensitive 
attributes(S). Identifier attributes which exactly identify the records of owners and are typically removed from 
the released data. Quasi Identifier attributes which could be linked with external information to re
individual’s records of data owners. However sensitive attributes are protected. It is important to anonymize QI 
attributes, so that the individual’s records can’t be re-identified, by leveraging a trade-off in PPDP betw

Data Anonymization technique’s objective is to modify data such that no sensitive information about 
individuals can be disclosed from published data while data distortion is minimized to ensure usefulness of data 

tice. However, data anonymization affects the utility of data as generalization and grouping, which leads 
to information loss. Usually generalization and suppression on the values of QI is to modify the original data. 
This anonymization process causes information loss because some original values of QI in every sequence are 
either replaced with some coarse grained values or totally removed. 

In this paper we analyze information loss of three different data sets with respect to different anonymization 
and attempts to finds which level of anonymization gives optimal information loss, consequently the 

privacy and data utility will be high. 

This section briefly explains about some of the anonymization techniques and their performance by 
comparing the information loss that have been presented in the literature. 
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 In paper (Morvarid Sehatkar and Stan Matwin, 2014), the authors utilized the concept of generalization and 
propose three information-theoretic measures for capturing the amount of information that is lost during the 
anonymization process. Also they analyzed the problem of achieving k-anonymity with minimal loss of 
information and prove that it is NP-hard and strive to give optimal solution. 
 In paper (Tamersoy, A., 2012), the authors propose the techniques for k-Anonymization such as 
suppression and generalization. Those techniques to be applied to some of the public data therefore that each 
record becomes indistinguishable from at least k-1 other records, when projected on the subset of public 
attributes. Consequently, the private data may be linked to sets of records of size at least k. 
 In paper (El Emam, K., 2012), the authors study the privacy issues in publishing multidimensional sequence 
data. They propose an anonymization algorithm, using hierarchical clustering and sequence alignment 
techniques, which is capable of preventing both identity disclosure and sensitive inference, however the purpose 
of publishing data is unknown. 
 In paper (Aristides and Tamir, 2009) and (Aggarwal, G., 2004), the authors focus on privacy protection on 
identity disclosure only. The longitudinal data, studied in, each record contains a sequence of (ICD, Age) pairs. 
This method is limited two QIs and fails to consider the multidimensionality of events. The proposed method of 
author (Aristides and Tamir, 2009) prevents both identity disclosure and attributes disclosure; however 
knowledge of adversaries is assumed to be limited to at most p values of quasi identifiers. Although this 
assumption decreases information loss, determining the appropriate values of p is not trivial. 
 In paper (Fung, B.C.M., 2010), authors study how to guarantee the data privacy in the crowdsourcing. A 
probability-based matrix model is introduced to estimate the lower bound and upper bound of crowdsourcing 
accuracy for the anonymized data. The model shows that k-Anonymity approach needs to solve the trade-off 
between the privacy and the accuracy. 
 In paper (Aggarwal,  G., 2005; Blum, A., 2005; Chawla, S., 2005), authors proposed techniques to protect 
the privacy of published data. After grouping and generalizing the data, k-anonymity guarantees that any tuple 
in the release cannot be distinguishable from at least another k-1 tuples. However, k-anonymization affects the 
performance of crowdsourcing, as generalization and grouping leads to information loss. 
 
Heuristics of K-Anonymization: 
  In this section we represent the discussion about datasets used for implementation of Anonymization 
Algorithm and Information loss metric. 
 
 DataSets: 
 For our analysis, we had used three datasets 1) Liver patient datasets 2) Bank dataset, 3) Diabetes datasets. 
 
1) Indian Liver patient Datasets (ILP): 
 Description of Datasets: 
 This data set contains 416 liver patient records and 167 non liver patient records 
(http://archive.ics.uci.edu/ml/datasets).The data set was collected from north east of Andhra Pradesh, India. 
Selector is a class label used to divide into groups (liver patient or not). This data set contains 441 male patient 
records and 142 female patient records. Any patient whose age exceeded 89 is listed as being of age "90". 
 
Attribute Information: 
1. Age - Age of the patient   
2. Gender - Gender of the patient  
3. TB - Total Bilirubin  
4. DB - Direct Bilirubin  
5. Alkphos - Alkaline Phosphotase  
6. Sgpt - Alamine Aminotransferase  
7. Sgot - Aspartate Aminotransferase  
8. TP - Total Protiens  
9. ALB - Albumin  
10. A/G Ratio - Albumin and Globulin Ratio  
11. Selector field used to split the data into two sets (labeled by the experts)    
 
2) Bank Datasets (http://archive.ics.uci.edu/ml/datasets): 
Description of Datasets: 
 The data is related with direct marketing campaigns of a Portuguese banking institution. The marketing 
campaigns were based on phone calls. Often, more than one contact to the same client was required, in order to 
access if the product (bank term deposit) would be ('yes') or not ('no') subscribed.  
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Description of Attribute: 
Input variables: 
# bank client data: 
1 - age (numeric) 
2 - job : type of job (categorical: 'admin.', 'blue-collar', 'entrepreneur', 'housemaid', 'management', 'retired', 'self 
employed', 'services', 'student', 'technician', 'unemployed', 'unknown') 
3 - marital : marital status (categorical: 'divorced', 'married', 'single', 'unknown'; note: 'divorced' means divorced 
or widowed) 
4 - education (categorical: 'basic.4y', 'basic.6y', 'basic.9y', 'high. school', 'illiterate', 'professional. course', 
'university.  degree', 'unknown') 
5 - default: has credit in default? (categorical: 'no', 'yes', 'unknown') 
6 - housing: has housing loan? (categorical: 'no', 'yes', 'unknown') 
7 - loan: has personal loan? (categorical: 'no', 'yes', 'unknown') 
 
# related with the last contact of the current campaign: 
8 - contact: contact communication type (categorical: 'cellular','telephone')  
9 - month: last contact month of year (categorical: 'jan', 'feb', 'mar', ..., 'nov', 'dec') 
10 - day_of_week: last contact day of the week (categorical: 'mon','tue','wed','thu','fri') 
11 - duration: last contact duration, in seconds (numeric).  
 
Important note:  
 This attribute highly affects the output target (e.g., if duration=0 then y='no'). Yet, the duration is not known 
before a call is performed. Also, after the end of the call y is obviously known. Thus, this input should only be 
included for benchmark purposes and should be discarded if the intention is to have a realistic predictivemodel. 
 
# other attributes: 
12 - campaign: number of contacts performed during this campaign and for this client (numeric, includes last 
contact) 
13 - pdays: number of days that passed by after the client was last contacted from a previous campaign 
(numeric; 999 means client was not previously contacted) 
14 - previous: number of contacts performed before this campaign and for this client (numeric) 
15 - poutcome: outcome of the previous marketing campaign (categorical: 'failure','nonexistent','success') 
 
# social and economic context attributes: 
16 - emp.var.rate: employment variation rate - quarterly indicator (numeric) 
17 - cons.price.idx: consumer price index - monthly indicator (numeric)  
18 - cons.conf.idx: consumer confidence index - monthly indicator (numeric)  
19 - euribor3m: euribor 3 month rate - daily indicator (numeric) 
20 - nr.employed: number of employees - quarterly indicator (numeric) 
 
Output variable (desired target): 
21 - y - has the client subscribed a term deposit?      (binary: 'yes','no') 
 
3) Pima Indians Diabetes Database (PID) (http://storm.cis.fordham.edu): 
Description of Datasets: 
 Diabetes patient records were obtained from two sources: an automatic electronic recording device and 
paper records. The automatic device had an internal clock to timestamp events, whereas the paper records only 
provided "logical time" slots (breakfast, lunch, dinner, bedtime). For paper records, fixed times were assigned to 
breakfast (08:00), lunch (12:00), dinner (18:00), and bedtime (22:00). Thus paper records have fictitious 
uniform recording times whereas electronic records have more realistic time stamps.  
 
Description of Attribute: 
1) preg - Number of time pregnant(numeric-values) 
2) plas - plasma glucose concentration a 2 hour in an oral glucose tolerance test 
3) pres - Diastolic blood pressure(mm Hg) 
4) skin - Triceps skin fold thickness(mm) 
5) insu - Hour serum insulin(mu U/ml) 
6) mass - Body mass index(weight in kg/(height in m)^2) 
7) pedi - Diabetes pedigree function 
8) age - Age(years) 
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9) class - Variable(0 or 1) 
 
Problem Definition: 
 Let two databases holds information about the individuals in some population P=(p1,p2,..,pn) and 
Q=(q1,q2,…qn). Each individual is represented by collection of g public attributes(Quasi Identifiers) and s 
private attributes . 
 What would be the common optimum level of k-anonymization with respect to information loss can be 
incorporated in privacy preserving data publishing of two different databases? 
 

 
 
Fig. 1: Privacy preservation Data publishing with max utility. 
 
Proposed System: 
 In our proposed work, the optimization of K-Value had been worked out for Datafly algorithm. The 
optimization is done based on applying  3 different dataset while varying the k values from 0 to 12.By doing so 
we strongly conclude that,the level in which information loss is minimum in all the three result, is the optimized 
K-level. 
 
Anonymization level constrained Process: 
 The following figure shows our architecture of Privacy preservation data publishing (PPDP) with utmost 
data utility. 
 
Introduction: 
 The anonymization constrained process consists of two phases a) data collection phase b) data publishing 
phase. 
 In the data collection phase, the data publisher collects data from data owners (e.g., Alice, Bob and Sam) 
called as sensitive data. In the data publishing phase, before releasing the sensitive data, our anonymization 
technique applies generalization in order to preserve privacy on data. For each level of Anonymization, we 
calculate information loss using metric discussed in later sections..The Anonymization level which gives 
minimum loss will have efficient utility of data in data mining process. If a data publisher releases the 
anonymize data without calculating information loss then maximum utility of data cannot be assured. 
Nevertheless our approach enable the data publisher to maintain a optimum level of anonymization with respect 
to information loss. The discussions and the experimental results attained through our anonymization process 
with respect to information loss metric on three different data sets will be proceeded in coming sections.  
 
Anonymization Algorithm: 
 Let T be Table 1, Tk be Table 2 and QI = {Age},Tk[QI] satisfies 3-anonymity. Many algorithms have been 
proposed that are available to generate k-anonymous data. Datafly (Sweeney, L., 2002). is a simple and effective 
algorithm continuously generalizes quasi-identifiers via a Domain Generalization Hierarchy or Value 
Generalization Hierarchy(VGH) on any particular attribute, noted VGH(Attribute). Datafly is used to make local 
data k-anonymous. Algorithm shown below presents several key steps in Datafly. 
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 The main step in most k-anonymity algorithm is to substitute a specific value with a more general value. 
For instance, Figure 2 contains a value generalization hierarchy (VGH) for attribute Age of bank dataset. 
Continuing from the previous example, Tk[QI] satisfies  3-anonymity. According to VGHs and the original data 
represented by T, it is easily verified that Datafly can generate Tk[QI] by generalizing the data on Age. 
 
Information Loss: 
 We utilize generalization on the values of QIs in order to modify data and form clusters. This 
anonymization process cause information loss because some original values of QIs in every sequence are either 
replaced with less specific values or are totally removed. In order to preserve data utility for data mining tasks, 
we should verify that anonymization cost is minimized. We consider the scenario where the data analysis task is 
unknown at the time of data publication. So, our goal is to anonymize sequence data to satisfy privacy while 
preserving data utility as much as possible. According to Let D* be an anonymization of sequence data D.     D* 
corresponds to a set of clusters C={ C1, C2,..., Cp} which is a clustering of sequences in D. All sequences in a 
given cluster Cj are anonymized together. 
 We define the amount of information loss incurred by anonymizing D to D* as. 
 

 
 
Fig. 2: Value generalization Hierarchy for Bank dataset. 
 

IL(D,D*) = 
�

|�|
∑ ��(�	)

�
	��             (1) 

 where IL(Cj) is the information loss of the cluster Cj, which is defined as the sum of information loss of 
anonymizing every sequence S in Cj: 

IL(C) = ∑ ��(� , �
∗)

|�|

���                  (2) 
 where |C| is the number of sequences in the cluster C, and IL(� , �

∗) is the information loss of anonymizing 
the sequence S to the sequence S* (Kaufman, L. and P.J. Rousseeuw, 1990). Each sequence is anonymized by 
generalizing or suppressing some of the QIs’ values in some of its events. Let H be generalization hierarchy of 
the attribute A. We use the Loss Metric (LM) measure (LeFevre, K., 2005) to capture the amount of information 
loss incurred by generalizing the value a of the attribute A to one of its ancestors �� , with respect to H: (El 
Emam, K., 2012). 

IL(�,��) = 
|�(��)|�|�(�)|

|∆�|
          (3) 

 Where |L(�)| is the number of leaves in the subtree rooted at x.The information loss of each event e is then 
defined as (El Emam, K., 2012) 

IL(e,e*)=∑ ��(�(�), �∗(�)
|��|
 �� )            (4) 

 Where �∗ is the ancestor of the event e, e(n) is the value of nth QI of the event e and �∗ (�) is its 
corresponding value in the event �∗. Hence, the information loss incurred by anonymizing each sequence is as 
follows: (El Emam, K., 2012)  

IL(S,S*) = ∑ ��(�!, �!
∗ )

|"|
!��              (5) 
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Table 1: Original Dataset Before Anonymization. 

 
 
Table 2: Generalized Data with k = 3. 

 
 
Experiments And Results: 
 In this section, we analyze the optimum K-anonymization level with respect to information loss calculated 
based on Equation 1.For this experiment three datasets have been taken from UCI repository and each of the 
dataset is anonymized using datafly Algorithm. Here we use weka3.7 to implements anonymization task. Each 
K-Anonymized Table of individual’s datasets is stored separately. And then we implemented the information 
loss metrics using Java(JDK&) in Eclipse keplers. We then read each generalized columns from  K-
Anonymized table and calculate information loss incurred. This process applied for all three datasets. Finally we 
got result as show in below tables 3, 4, and 5. From this tables we study that the information loss at the 
anonymization levels 4,5,6 are optimized ones . Using such levels of Anonymization we can assured that data 
publisher can attain good privacy as well as better utility of data without weighing the scope of data analysis 
process. 
 
Table 3: Information Loss for Bank Dataset. 

Anonymization Level Information loss 
K2 0 
K3 0 
K4 0.500 
K5 0.500 
K6 0.533 
K7 2.000 
K8 2.000 
K9 2.000 

 
 From table 3, It is clear that at level 5,6 the differences in information loss is minimum when compared to 
other level.  
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Fig. 3: Sample output when K=4 of bank datasets. 
 
Table 4: Information Loss for ILP Datasets.  

Anonymization Level Information loss 
K2 0 
K3 0.365 
K4 0.365 
K5 0.385 
K6 1.982 
K7 1.982 
K8 1.982 

 
Table 5: Information Loss for PID Dataset. 

Anonymization Level Information loss 
K2 0 
K3 0 
K4 0.587 
K5 0.617 
K6 0.617 
K7 3.0416 
K8 3.0416 

 
 From table 3 and table 4, It is clear that at level 4,5 the differences in information loss is minimum when 
compared to other level.  

 
 
Fig. 4: Sample output when K=4 of ILP datasets. 
 

 
 
Fig. 5: Sample output when K=4 of PID datasets.  
 
 From the above figure 6 it is keenly inferable that for the moderate values of k (k=4,5,6), we are able to 
provide better tradeoff on privacy and data utility. 
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Fig. 6: Representation of k value vs Information loss. 
 
Conclusion: 
 In this paper, we study the various levels of anonymization with respect to information loss metrics. Finally 
we analyze that the levels 4,5,6 of anonymization is having optimum information loss for all three datasets. 
There by we can conclude that using these levels, one can anonymize the datasets. Consequently good privacy 
and maximum utility of data can be achieved when data is supposed to publish. 
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