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ARTICLE INFO ABSTRACT

In Mobile ad hoc networks, the misbehavior nodes can cause function in the network
resulting in damaging to other nodes. It can be follow to established secure transmission
with the group members of networks. it use of the shared group key for confidentiality
and authentication is required node paths. An misbehavior scheme is also included to
detected and isolate the misbehavior nodes. This simulation results, that the proposed
approach reduces the overhead .which employs a novel adaptive, fast, and selective
online pre-fetching strategy based on estimated round-trip times for Web resources.
This before status efficiently hides the access latencies for slow resources while at the
same time limiting the network the server overhead and local resource consumption to
moderate levels. This paper extensive experiments show an average speed-up of greater
than 50 percent and an average network byte overhead of less than 130 percent using
Web Companion over a fast Internet connection. It can be measured a slight
acceleration in accessing the Web through Web Companion even in a pessimistic
scenario here the user never requests a pre-fetched document. Users are more likely to
embrace the further expansion of the role of the Web into a major infrastructure for
electronic commerce and for information and applications and multimedia deliveries if
Web accesses can be accelerated.
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INTRODUCTION

A mobile ad hoc network (MANET) is a
collection of dynamic, independent, wireless devices
that groups a communications network, devoid of
any backing of a permanent infrastructure. The
eventual goal of designing a MANET is to make
available a self-protecting, “dynamic, self-forming
and self-healing network” for the dynamic and non-
predictive topological network (Khairul Azmi Abu
Bakar 2010). According to the positions and
transmission range, every node in MANET acts as a
router and tends to move arbitrary and dynamically
connected to form network. The topology of the ad
hoc network is mainly interdependent on two factors;
the transmission power of the nodes and the Mobile
Node location, which are never fixed along the time
period (Broch, 2003). Ad hoc networks excel from
the traditional networks in many factors like; easy
and swift installation and trouble-free
reconfiguration, which transform them into
circumstances, where deployment of a network
infrastructure is too expensive or too susceptible
(YYang, 2004).

MANETSs have applicability in several areas like
in military applications where cadets relaying

important data of situational awareness on the
battleground, in corporate houses where employees
or associates sharing information inside the company
premises or in a meeting hall; attendees using
wireless gadgets participating in an interactive
conference, critical mission programmer for relief
matters in any disaster events like large scale
mishaps like war or terrorist attacks, natural disasters
and all. They are also been used up in private area
and home networking, “location-based” services,
sensor networks and many more adds up as services
based on MANET (Royer, 1999).

This is particularly effective and desired when
the user views a document that takes a relatively long
time to peruse. Unlike previously known techniques,
our agent employs a highly selective pre-fetching
strategy based on estimated round-trip times for Web
resources. In contrast to existing greedy strategies
that pre-fetch as many embedded hyperlinks as
possible, our technique pre-fetches only selected
resources with long retrieval latencies and certain
characteristics that imply a relatively low resource
usage during pre-fetching. Web Companion there-
fore limits the additional network and server
overhead as well as the local resource consumption
due to pre-fetching to moderate levels. Moreover,
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Web Companion's pre-fetching strategy adapts
quickly to changing network and server conditions so
that it works well at all times, provided that there is
no complete network or server outage.

Related works:

Hitoshi Asaeda (Zhong, 2003) proposed a
Proactive Secret Sharing (PSS) scheme in mobile ad
hoc networks. The proposed scheme is related to
threshold cryptography along with the methods to
bootstrap secret group key. In this scheme, all
shareholder nodes coordinate the PSS procedure in a
well-managed fashion to maintain the reliability of
the protocol. GSR Emil Selvan (Marti, 2000)
proposed a compromised node detection scheme in
ad hoc networks. The proposed approach is based on
threshold cryptography and Chinese remainder
theorem. All nodes concerned with the transmission
process are authenticated. Then, threshold
cryptography is used to share the message and
Chinese remainder theorem for routing verification
and to validate whether the node is authenticated or
not. The problem of compromised nodes such as
message dropping, message alteration and routing to
wrong destination are addressed .Throughout this
article, we will frequently use terminology .defined
in the HTTP standard. The World Wide Web
Consortium publishes the official HTTP standard in
(Patwardhan, 2008).

This allows potentially simple implementations,
yet can be extremely inefficient as far as access
speed-up in the average case, the network and server
overhead, and local resource consumption are
concerned. Moreover, greedy techniques cannot
adapt to different network and server conditions. As
far as we know, no performance and network
overhead figures based on systematic and
comprehensive experiments involving publicly
accessible Web servers or analytical models have
been published for any of the commercial pre-
fetchers. Examples of such products using a greedy
pre-fetching technique appear to be (Marti, 2000;
Zhong, 2003; Royer, 1999; Ernesto Jiménez
Caballero, 2006; Perkins, 2003).

Many of these products also use statistics about
the pages most frequently accessed by the user and
update the cached versions of these pages during user
idle times and/or offline. Some products such as the
one described in (Broch, 2003) rely solely on this
statistical approach and do not deal with pages that
have not been visited before. Thus, they can be
categorized as intelligent cache implementations,
rather than pre-fetchers. A greedy proxy-side pre-
fetcher, Wcol, is described in (Khairul Azmi Abu
Bakar 2010). The authors of this paper report a Web
access speed-up of 62 percent using Wcol, which is
higher than the 51 percent speed-up that we
measured using Web Companion. How-ever, the

network byte overhead incurred by Wcol was
measured at 312 percent, which is more than twice as
much as in Web Companion's case. Non-greedy
client-side pre-fetching strategies try to anticipate
what embedded hyperlink the user is likely to click
on next. Usually, the user's past behavior (user
history) decides which hyperlink is a likely candidate
for user selection and which one is not. A good
example of this technique is described in (Buttyan,
2003). This strategy can be quite valuable in certain
situations. However, it also implies that the pre-
fetching agent has to learn the user's behavior which
can take quite a while. In general, user history-based
pre-fetching algorithms can only restrict the set of
pre-fetched documents according to very general, not
URL-specific observations about the user behavior
when being confronted with a document that had not
been requested.

Proposed work:

The proposed work taken named Trust
management aims to detect malicious nodes in
MANETs and then avoids transmitting messages
through them. Therefore, the nodes transmit data via
trusted paths to enhance network performance. The
Trust Scheme evaluates the behavior of all nodes
establishing a trust value for each node in the
network that represents the trustworthiness of each
one. It calculates the trust value of a node by directly
observing the behavior of the node. The behavior of
the neighboring nodes is used as an indication to
distinguish between normal nodes (nodes that act as
expected) and malicious nodes. Each node in the
network observes the behavior of its neighbors. It
observes node's mobility, number of neighbors each
node has, number of packets generated and
forwarded by the neighboring nodes, and the past
activity of the node.

This parameters are then used to determine
which nodes are misbehaving in the network. Then,
the observer node builds a table called Trust
Positives (TP) that records a local trust value for each
neighboring node estimated from these observations.
We note that only using the trust value in TP may not
be an accurate measure to decide that a node is a
malicious one. Therefore, each node constructs a
False Positives (FP) that stores the trust value for all
nodes not only the neighbors but also the far ones.
The proposed system argue that if a node merely
intends to save own resources for itself, it’s easiest
for the node to become a selfish node, ignoring all
packets (data and control) that are not destined for it.
The systems used to detect misleading nodes
(monitoring data forwarding) are not effective for
detecting selfish nodes. The main reason is the nodes
never participate in the route request and thus would
not be used to forward data packets.



94 Vijayakumaran C and Lakshmana Kumar T, 2015

Australian Journal of Basic and Applied Sciences, 9(21) Special 2015, Pages: 92-96

Node N

Tamd . +
Foos

Data Transmit

|

Documents / Data Attacks

Sender Node
.............. .

Performance Measure

Fig. 1: Architecture Diagram.

1) Last action is the time; the false node is last seen
contributing or providing services to the network.

2) Last request on another is the time recorded the
false node is last seen utilizing or requesting for
services from the network.

These two fields would be updated for every action
observed due to the promiscuous mode monitoring.
Finally, status is the current behavior of the
neighboring node detected by the monitoring node.

Performance Metrics:
In this section, we discuss about the performance
parameter which are used to measure the
performance of the proposed algorithms. Some of
them are as follows:—

Detection Effectiveness:

This measures the performance of algorithm.
This is measured as total number of detected nodes
divided by the total number of malicious nodes in the
network.

Detection Effectiveness =Detected nodes/Total
malicious nodes*100

True Positive:

This is measured as total number of good
behaving nodes but detected as malicious divided by
the total number of good behaving nodes.

False Positive =Good behaving detected
nodes/Total good behaving nodes*100

False Negative:

This is measured as total number of malicious
nodes which are not detected divided by the total
number of malicious nodes.

False  Negative  =Malicious  Undetected

nodes/Total malicious hodes*100
True positives=J._, — ax

Where, Td;-number of malicious node with detection,
A&B- total number of malicious node used, xi&yi-
True &False nodes entere_d

E

False positives:,l';,:_ dy
Where, Fdi- number of well-behaving nodes
monitored and wrongly detected by node

Experimental result:

In our simulation, this paper taken 125 nodes
move in to the 1250 meter x 1250 m/square region
for 60 seconds simulation time. Then to assume each
node moves independently with the same as average
speed. All nodes have the same transmission range of
250 meters. In our final simulation as the speed is
varied from 25m/s to 55m/s. The simulated traffic is
Constant Bit Rate (CBR).

Overhead:

The controlled overhead is defined as the total
number of routing control packets normalized by the
total number of received data packets.

Average source to destination delay:

The source to destination -delay is averaged over
all surviving data packets from the sources to the
destinations.

Average Packet Delivery Ratio:

It is the ratio of the number .of packets received
successfully and the total number of packets
transmitted.
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Fig. 4: Attackers Vs Delivery Ratio.

In our experiment, taken measured varying the
no. of misbehavior nodes as 20,40,60,80 and 100.
Figure 2 show the results of average packet delivery
ratio for the misbehaving nodes 20, 40...100
scenarios. So this paper provided our proposed
scheme achieves more delivery ratio than the LLSP
and RSRP scheme since it has both reliability and
security features. Figure 3 shows the results of
average source to destination delay for the
misbehaving nodes 20, 40...100. From the results,
we can note that proposed scheme has slightly lower
delay than the LLSP and RSRP scheme because of
authentication routines. Figure 4 shows the results of
routing overhead for the misbehaving nodes 10,
20....50. From the results, we can see that proposed

scheme has less routing overhead than the LLSP and
RSRP scheme since it does not involve route re-
discovery.

Conclusion:

We implement packet dropping attack in which
a node refuse to forward the packet within a specified
interval with AODV routing protocol. In future work,
we would like to extend this scheme to detect other
type of attacks such as application layer attack,
denial of service, manipulation of network traffic and
then plan to investigate the effect of data packet rate
to our detection system. The speed is measured with
the help of selfish nodes detection system in
MANET using NS2. The performance of the
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concluded scheme is evaluated using NS-2 simulator
and compared the performance with the standard
DSR and Reputation protocol. In this paper, a new
system has been provided to detect a selfish node.
Review results shows that this system will performs
well to detect selfish nodes in a MANET.
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