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 Healthcare applications are considered as promising fields for wireless sensor networks, 

where patients can be monitored using Wireless Medical Sensor Networks (WMSNs). 

Current WMSN healthcare research trends focus on patient reliable communication, 

patient mobility, and energy-efficient routing, as a few examples. However, deploying 
new technologies in healthcare applications without considering security makes patient 

privacy vulnerable. Moreover, the physiological data of an individual are highly 

sensitive. Therefore, security is a paramount requirement of healthcare applications, 
especially in the case of patient privacy, if the patient has an embarrassing disease. This 

paper discusses the security and privacy issues in healthcare application using WMSNs. 

We highlight some popular healthcare projects using wireless medical sensor networks, 
and discuss their security. Our aim is to instigate discussion on these critical issues 

since the success of healthcare application depends directly on patient security and 
privacy, for ethic as well as legal reasons. In addition, we discuss the issues with 

existing security mechanisms, and sketch out the important security requirements for 

such applications. In addition, the paper reviews existing schemes that have been 
recently proposed to provide security solutions in wireless healthcare scenarios. Finally, 

the paper ends up with a summary of open security research issues that need to be 

explored for future healthcare applications using WMSNs. 
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INTRODUCTION 

 

 Wireless sensor networks (WSNs) are an 

emerging technology in existing research and have 

the potential to transform the way of human life (i.e., 

make life more comfortable). A wireless sensor is the 

smallest unit of a network that has unique features, 

such as, it supports large scale deployment, mobility, 

reliability, etc. WSNs are not limited to science and 

engineering, but they are also included in other 

popular applications such as the military, water 

monitoring, infrastructure monitoring, government 

security policy, habitat monitoring, environment 

monitoring, and earthquake monitoring, are few 

examples. A sensor network consists of a discrete 

group of independent nodes with low cost, low 

power, less memory, and limited computational 

power that communicate wirelessly over limited 

frequencies at low bandwidth (Ko, 2010). The main 

goals of WSNs are to deploy a number of sensor 

devices over an unattended area, and collect the 

environmental data and transmit it to the base station 

or remote location. Later, the raw data is processed 

online or offline for detailed analysis at the remote 

server according to the application requirements. 

 

Background study: 

 In the 21st century, the healthcare industry has 

seen the drastic improvements due to the 

involvement of wireless medical sensor networks 

(WMSNs) in healthcare applications. A few decades 

ago WSNs were a topic of science/movie fiction for 

healthcare industries, and now they have become a 

reality and provide much quality-of-care. As the 

world’s aging population is increasing at an 

unprecedented rate in the developed and developing 

countries. According to the “An Aging World: 2008” 

report (An Aging World. 2011), in 2008 the number 

of aging people worldwide (i.e., 65 years and older) 

was estimated at 506 million, and by 2040, that 

number will touch 1.3 billion. Thus, in just over three 

decades, the percentage of older age people will 

increase two times from 7% to 14% of the total 

world population (An Aging World, 2011). Although 

the aging population signifies, a human success story 

of increased longevity, the steady, sustained growth 
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of the older population also poses health challenges. 

As more and more people will be entering an elder 

age, the risk of developing certain chronic and 

debilitating diseases is significantly higher.  

 For example, Alzheimer disease symptoms 

typically first appear after age 60 (Alzheimer’s 

Disease, 2011), Heart disease and stroke rates rise 

after age 65 (Aging Heart and Arteries, 2011), 

diabetes, like those of many other conditions 

(e.g.,blood pressure, blood glucose levels etc.). 

Further, if aged populations prefer to live alone they 

do however require long-term monitoring for better 

independent life (Gaddam, 2011). Thus the aging 

population desperately demands independent life and 

good quality-of-care without disturbing their 

comfort, while reducing their care costs. In this 

context, wireless sensor technology could provide 

highly useful tools for elderly people health 

monitoring and patients who need continuous 

monitoring. Consequently healthcare using wireless 

sensor networks constitutes an exciting and growing 

field for scientific investigation. In fact the future of 

modern healthcare in an aging world will need 

ubiquitous monitoring of health with least actual 

interaction of doctor and patients (Chung, 2007). 

Recently, a term wireless medical sensor network 

(WMSN) has coined to bring many researchers 

together from interdisciplinary areas (bioengineering, 

electronics, computer, medicine), as shown in Figure 

1. 

 

 
 

Fig. 1: Interdisciplinary research of WMSN. 

 

 
 

Fig. 2: Healthcare application using wireless medical sensor networks. 

 
Table 1: Difference between generic WSN and WMSN 

Generic WSNs WMSNs 

Automatic and standalone Human involvement 

Scalability 
(i.e., large scale) 

Scalability 
(i.e., small scale) 

Fixed or distributed deployment Mobility 

Reliability (data rate depend on applications) Reliability (high data rate) 

 

 Wireless medical sensor motes are deployed on 

a patient’s body, and are used to closely monitor the 

physiological condition of patients. These medical 

sensors sense the patient’s vital body signs and 

transmit the sensed data in a timely fashion to some 

remote location without human intervention. A 
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doctor can use these medical sensor readings and 

gain a broader assessment of a patient’s health status. 

The patient’s vital signs may include heart beats, 

temperature, blood pressure, motion/acceleration, 

pulse-oximetry etc. Thus patients could benefit for 

continuous long-term monitoring after returning 

home from the hospital. 

 As shown in Figure 2, WMSNs carry the 

promise of quality-of-care across wide variety of 

healthcare applications (e.g., ambulatory monitoring, 

vital sign monitoring in-hospitals, elderly peoples’ at 

home care monitoring, monitoring in mass-casualty 

disasters, clinical monitoring, etc.). In addition, other 

applications that also benefit from WMSNs include 

sports-person health status monitoring, and patients’ 

self-care (i.e., a BAN network on a diabetic patient 

could be helpful to auto inject insulin though a pump, 

as soon as their insulin level declines). So far several 

research groups and projects have started to develop 

health monitoring using wireless sensor networks, for 

example, CodeBlue, LiveNet, MobiHealth, Alarm-

Net, UbiMon, ReMoteCare, MobiCare, Lifeguard, 

AID-N, CareNet, ASNET, WiMoCa, SAPHIRE, 

THE-MUSS. Thus, healthcare systems are the most 

beneficial applications using wireless medical sensor 

technology that can perform patient care within 

homes, hospitals, clinics, disaster sites and the open 

environment. 

 

Proposed approach: 

 The contributions of this paper are as follows: 

we present the state of the art in WMSN healthcare 

projects that have been introduced over the last 

decade and discuss their security flaws. We broadly 

explore the possible security threats that can 

endanger healthcare applications, including patient’s 

privacy issues. We also instigate discussion on 

existing security mechanisms that need to be 

explored, and sketch out the imperative security 

requirements in wireless healthcare. This paper also 

includes a holistic overview on recent available 

literature that has proposed solutions for secure 

healthcare application using WSNs.  

 

 
 

Fig. 3: ALARM-NET architecture. 

 

Healthcare projects using wmsn: 
 The advancement of WMSNs in healthcare 

applications have made patient monitoring more 

feasible. Recently, several wireless healthcare 

researches and projects have been proposed, which 

aim to provide continuous patient monitoring, in-

ambulatory, in-hospital, in-clinic, and open 

environment monitoring (e.g., athlete health 

monitoring). This section describes few of the 

popular research projects about healthcare systems 

using medical sensor networks. CodeBlue is a 

popular healthcare research project based on a 

medical sensor network developed at the Harvard 

Sensor Network Lab.  

 In this architecture, several medical sensors 

(e.g., pulse oximeter, EMG, EKG, and SpO2 sensor 

board onto the Mica2 motes) are placed on the 

patient’s body. These medical sensors sense the 

patient body data and transmit it wirelessly to the 

end-user devices (PDAs, laptops, and personal 

computers) for further analysis. The basic idea of 

CodeBlue is straightforward, a doctor or medical 

professional issues a query for patient health data 

using their personal digital assistant (PDA), which is 

based on a publish and subscribe architecture. The 

medical sensors publish their relevant data to a 

specific channel and end-user subscribes the channel 

by using their hand-held devices (e.g., PDA and 

laptop). 

 A TinyADMR routing component is used that is 

based on an adaptive demand-driven multicast 

routing (ADMR) protocol. TinyADMR facilitates 
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node mobility, multicast routing and minimal path 

losses. Further, the CodeBlue architecture facilitates 

RF-based localization (i.e., called MoteTrack), which 

is accurate enough to locate a patient’s or medical 

professional’s position. More importantly, 

CodeBlue’s authors acknowledge the need of 

security in medical applications, but until now 

security is still pending or they intentionally left the 

security aspects for future work, although, in the 

authors suggested that elliptic curve cryptography 

(ECC) is a good candidate for the key generation, 

and TinySec is good for symmetric encryption in 

CodeBlue project. 

 Further, have sketched-out some security threat 

and attacks on the CodeBlue project such as denial-

of-service attacks, snooping attacks, modification 

attacks, routing loop attack, grey-hole attack, Sybil 

attack and masquerading attacks. They address 

suitable countermeasures for CodeBlue security. 

CodeBlue is anticipated for deployment in pre-

hospital and in-hospital emergency care, stroke 

patient rehabilitation and disaster response. We 

assumed that the authors have left security work for 

future. A heterogeneous network architecture named 

Alarm-Net was designed at the University of 

Virginia. The research is specifically designed for 

patient health monitoring in the assisted-living and 

home environment. Three network tiers are applied 

to the proposed assisted-living and home 

environment, as shown in Figure 4.  

 In the first tier a resident wears body sensor 

devices such as ECG, accelerometer, SpO2 (i.e., a 

MicaZ boards) which sense individual physiological 

data; and in the second tier environmental sensors 

such as temperature, dust, motion, light (i.e., MicaZ 

boards) are deployed in the living space to sense the 

environmental conditions. In the third tier an internet 

protocol (IP)-based network is used which is 

comprised of Stargate gateways called AlarmGate. 

The idea of Alarm-net is very simple, body sensors 

broadcast individual physiological data using single-

hop to the nearest stationary sensor (i.e., second tier). 

Thereafter, the stationary emplaced sensor nodes 

forward the body data using multi-hop 

communication (i.e., shortest-path-first routing 

protocol) to the AlramGate. The AlarmGate is a 

gateway between the wireless sensor and IP 

networks, and is also connected to a back-end server. 

Any real-time data queries about physiological or 

environmental data are originated by the user that 

contains the source address, ID, and sensor type. For 

a single-shot query, the sensors sample the requested 

data and respond a single report to the query 

originator, and hence complete the query. In 

addition, authors have developed a circadian activity 

rhythms program to aid context-aware power 

management and privacy policies.   

 

Security and privacy issues: 

 This section discusses: (i) which would be the 

possible threats to a wireless healthcare application 

without implementation of proper security; and (ii) 

privacy issues. Before discussing the security issues 

in wireless healthcare applications, it is worthwhile 

to assume the scale of deployment of healthcare 

applications using WMSNs. In this regards, we have 

considered three wireless healthcare scenarios, 

namely, a nursing home, in-home monitoring, and in-

hospital monitoring, as shown in Figure 4. 

 

 
 

Fig. 4: Application scenarios for a nursing home, home care, and in-hospital. 

 

Eavesdropping and monitoring: 

 This is the most common threat to the patient 

privacy. By patient vital sign snooping, an adversary 

can easily discover the patient information from 

communication channels. Moreover, if the adversary 

has a powerful receiver antenna, then he/she can 
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easily pick up the messages from the network. The 

captured message may contain the physical location 

of the patient, allowing an attacker to locate the 

patient’s position and physically harm him/her. In 

addition, an adversary can also detect the message 

contents including message-ID, timestamps, source 

address, destination address and other relevant 

information. Thus, monitoring and eavesdropping 

can pose a serious threat to patient privacy. 

 

Routing threats in wsns: 

 For the experimental scenario, consider the 

CodeBlue and MEDiSN and architectures, which 

need a multi-hop environment (i.e., one node to 

another node) from body sensors to a remote server. 

A malevolent user could thus attack the network 

layer. He/she may steal or modify the packets, and 

forward the altered packets to the remote center (i.e., 

back-end) that may cause a false alarm. More 

specifically in the CodeBlue application, body 

sensors send their data using an ADMR routing 

protocol to the remote location (i.e., hospital). An 

attacker might alter the address fields of captured 

packets before forwarding them to the next hop, and 

consequently, misguide the route or even generate an 

endless routing loop. 

 

Security and privacy requirements of healthcare 

applications: 
 Based on the above application scenarios, 

security issues and regulatory laws, this section 

points out the paramount security and privacy 

requirements for healthcare applications using 

wireless medical sensor networks, as follows: 

 

Data confidentiality: 

 Patient health data are generally held under the 

legal and ethical obligations of confidentiality. These 

health data should be confidential and available only 

to the authorized doctors or other caregivers. Thus, it 

is important to keep the individual health information 

confidential, so that an adversary cannot eavesdrop 

on the patient’s information. Data eavesdropping 

may cause damage to the patient because the 

adversary can use the patient’s data for many illegal 

purposes and hence, the patient’s privacy is 

breached. Therefore, data confidentiality is an 

important requirement in healthcare applications 

using WMSNs. 

 

Data authentication: 

 Authentication services provide authorization, 

which is necessary for both medical and non-medical 

applications. In WMSN healthcare applications, 

authentication is a must for every medical sensor and 

the base-station to verify that the data were sent by a 

trusted sensor or not. 

 

 

 

Strong user authentication: 

 The major problem in a wireless healthcare 

environment is vulnerability of wireless messages to 

an unauthorized user, so it is highly desirable that 

strong user authentication should be considered, 

whereby each user must prove their authenticity 

before accessing any patient physiological 

information. Furthermore, strong user authentication, 

also known as two-factor authentication, provides 

greater security for healthcare applications using 

wireless medical sensor networks. 

 

Data integrity: 

 Data integrity services guarantee at the recipient 

end that the data has not been altered in transit by an 

adversary. Due to the broadcast nature of the sensor 

network, the patient’s information could be altered 

by an adversary; this could be very dangerous in the 

case of life-critical events. To verify the data 

integrity, one must have the ability to identify any 

data manipulation done by illegal parties. Thus, 

proper data integrity mechanisms ensure that the 

received data has not been altered by an adversary. 

 

Key distribution: 

 If two parties exchange information, they must 

share a session key and that key must be protected 

from others. A secure session key helps secure 

subsequent communication and safeguards data 

against various security attacks. Thus in order to 

preserve the patient’s privacy, an efficient key 

distribution scheme is a major requirement in 

wireless healthcare application. 

 

Access control: 

 In healthcare application many users (such as 

doctors, nurses, pharmacists, insurance companies, 

lab staff, social workers, etc.) are always directly 

involved with the patient’s physiological data, so it is 

highly desirable that a role-based access control 

mechanism should be implemented in real-time 

healthcare applications that can restrict the access of 

the physiological information, as user’s roles. 

 

Secure localization: 

 In healthcare applications, estimation of the 

patient’s location is very important. In real-time 

applications, a lack of smart patient tracking allows 

an attacker to send incorrect patient’s location by 

using false signals. 

 

Patient permission: 

 A patient’s permission is needed when a 

healthcare provider is disseminating his/her health 

records to another healthcare consultant. For 

example, medical researcher, insurance company, 

etc. 
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Discussion: 

 Researchers also have to carefully consider 

communication overhead, because any security 

protocols add computation and communication 

overhead. Since a high throughput is essential for 

health data, security protocols should be cost 

effective in terms of computation and 

communication costs. Wireless healthcare 

applications need time for a synchronization protocol 

to compute end-to-end delay of packets for real-time 

analysis. Thus, the healthcare monitoring 

applications should be time synchronized that 

compute the end-to-end time delay between the 

medical sensors and the base stations. 

 More specifically, the time synchronization is 

more important for patient location tracking because 

patients’ body sensors need to do collaborative work 

such as sensing tasks, patient tracking, data routing 

and data aggregation. However, in healthcare 

application none of the aforementioned time 

synchronization schemes were designed with security 

in mind. 

 Furthermore, it is very clear that there are plenty 

of unsolved research needs special attention to 

explore security (recall Section 5) in healthcare 

application using WMSNs, as follows: 

 

Public key cryptography: 

 Recent studies have revealed that public key 

operation may be practical in medical sensors. But 

private key operations are still too expensive in term 

of time complexity, so the efficiency of private key 

operations still needs to be explored. Moreover, the 

authenticity of public key is highly desirable, e.g., 

suppose a body sensor receives a public key from a 

server, then there is the need to check the 

authenticity of the public key (i.e., real or fake). 

 

Symmetric key cryptography:  

 Although, symmetric key cryptography is easy 

to implement and superior to asymmetric key 

cryptography (i.e., public and private key) in terms of 

time complexity and energy cost, the demerit of 

symmetric key cryptography for medical sensor 

networks is that, it is not perfect for key distribution. 

Therefore, efficient and flexible key distribution 

protocols need to be designed for healthcare 

application using WMSNs. 

 

Secure routing:  

 Generally, most current secure routing protocols 

are designed for stationary networks, whereas 

medical sensor networks provides mobility to their 

patients and demands for mobility-supported multi-

hop routing protocols. Recalling the project 

described in CodeBlue uses Tiny ADMR routing 

which is susceptible to routing loop attacks, grey 

hole attacks, and Sybil attacks, so secure routing 

needs special attention for future wireless healthcare 

research. 

Security and quality-of-service (QoS):  

 Most healthcare studies consider security as an 

individual topic, whereas QoS with security could 

become a tradeoff for healthcare applications using 

medical sensor networks, so security and QoS need 

to be evaluated jointly. 

 

Conclusion: 

 This survey discussed the security and privacy 

issues in healthcare applications using medical 

sensor networks. It has been shown that a well-

planned security mechanism must be designed for the 

successful deployment of such a wireless application. 

In this respect, we have found many important 

challenges in implementing a secure healthcare 

monitoring system using medical sensors, which 

reflects the fact that if a technology is safe, then 

people will trust it. Otherwise, its use will not be 

practical, and could even endanger the patient’s life. 

Consequently, many security and privacy issues in 

healthcare applications using wireless medical sensor 

networks still need to be explored and we hope that 

this survey will motivate future researchers to come 

up with more robust security mechanisms for real-

time healthcare applications. 
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