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 Mobile ad hoc network (MANET) is a self –organized system comprised of mobile 
nodes without any fixed infrastructure. MANET‟s are at more risk to attacks since it is 

dynamic in nature. Security is a decisive requisite in MANET‟s when assessed to wired 

networks. MANET‟s are more suspicious to security attacks due to the need of a 

reliable centralized cloud and inadequate resources. The scenario in which data 

messages are dropped while routing messages are forwarded is known as black hole 

attack. The proposed Trusted AODV (TAODV) routing protocol provides a solution for 
black hole attack by identifying the malicious nodes by using trust value of the node 

and identify trusted path free from malicious modes for reliable data delivery. Normally 

the packet drop may happen either due to congestion or due to malicious nodes present 
in the network. The main objective of this paper is to speed up the process of 

identification of malicious node by using trust based approach. The results show that 

this protocol leads to a better packet delivery ratio with maximum throughput when 
compared to normal AODV protocol. 
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INTRODUCTION 
 

 Network is the backbone for telecommunication, 

wireless networks like cellular network. Due to the 

vast use of hand held devices MANET is a blooming 

technology in today‟s scenario. MANET is an 

infrastructure less wireless network with no 

centralized control and no access point. The nodes 

are capable to move freely. They can join or leave 

the network at any time so they are self-configuring 

in nature. Each node can perform the task of Source, 

Router and Destination. MANET‟s are suitable for 

Military networking requirements, safety/rescue 

operations, wearable computing and 

communications, satellite-based information delivery 

and finally in scenarios requiring rapidly-deployable 

communications with survivable, dynamic 

networking mobile data exchange (RFC 2501). There 

are many issues in MANET such as Routing, Attack, 

Topology Management, Context awareness, Identity 

Management, Power Management, etc. (Abdullahi 

Arabo et al 2007). Due to the openness in network 

topology and the absence of centralized 

administration in management, MANETs are 

vulnerable to attacks from Black hole nodes. The 

packet loss due to the Black hole nodes has been 

detected and to be isolated from the mobile ad-hoc 

network to increase the reliability of the network.  

 The proposed work is to prevent attacks from 

Black hole nodes and improve the security 

performance of the whole network, especially in 

terms of packet delivery ratio, average end-to-end 

delay. To overcome this, a Dynamic trust prediction 

model is proposed .This model is used to calculate 

the trust value, which is based on the node‟s 

historical behavior as well as the future behavior. By 

using this one can kick out the untrustworthy nodes, 

obtain a reliable packet delivery route and alleviate 

the attacks from Black hole nodes, which is called as 

Trusted AODV (TAODV). TAODV provides a 

flexible and feasible approach to choose the shortest 

route that meets the security requirements of data 

packet Transmission.  

 

Related Work: 

 In this section the authors provide a detailed 

description about the work carried out in the 

detection of Black hole attack.  

 The authors (Barleen Shinh et al 2008) 

contemplated that the Black hole nodes are isolated 

and so the packet loss is minimized in the network. 

Experimental results imply that proposed modified 

DSR technique is very efficient than existing method 

as it has low packet loss as compared to the older 

one. 
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 Gurnam Singh (Gurnam Singh, Gursewak 

Singh, 2015) proposes modified AODV which uses 

high value for destination sequence number to nullify 

the effect of malicious nodes and provides superior 

performance of throughput, packet delivery ratio and 

condensed packet loss when compared with older 

methods . 

 Pooja verma (Pooja verma et al ,2008) proposed 

an method that can be used to find the secured routes 

and prevent the Black hole nodes in the MANET. 

They have considered three cases (i) source node to 

be a Black hole, (ii) destination is a Black hole, (iii) 

intermediate node is Black hole node. 

 K. Sanzgiri (K. Sanzgiri et al,2007) proposed the 

Authenticated Routing for Ad-hoc Networks 

(ARAN) secure routing protocol is an on-demand 

routing protocol which relies on the use of digital 

certificates to identifies and defends against 

malicious actions in the ad-hoc network 

 B. Kannhavong (B. Kannhavong et al, 2007) 

have proposed the new mechanism called Packet 

Conservation Monitoring Algorithm (PCMA) to 

detect selfish nodes in the presence of partial 

dropping when the selfish node does not drop all 

packets but sends some of them and drops other in 

MANET.  

 Sergio Marti (Sergio Marti et al, 2000) proposed 

Watchdog and path rater approach to detect and 

isolate the misbehaving nodes. In this approach, a 

node forwarding a packet checks if the next hop also 

forwards it. If not, a failure count is incremented and 

the upstream node is rated to be malicious if the 

count exceeds a certain threshold. The path rater 

module then utilizes this knowledge to avoid it in 

path selection. It improves the throughput of the 

network in the presence of malicious nodes. 

However, it has the demerit of not penalizing the 

malicious nodes. 

 Rajiv Ranjan (Rajiv Ranjan et al.,2011) 

proposed an algorithm which has capability to detect 

Black hole attack. Based on cross layer design, 

authors demonstrate a technique to identify 

wormhole attacks in MANET and proposed a path 

based method to overhear the next hop‟s action in 

Network layer. This scheme does not send extra 

control packets, thus saves the system resources of 

the detecting node.  

 Satoshi Kurosawa (Satoshi Kurosawa et al., 

2007) proposed a dynamic learning method to detect 

a Black hole node. It is required to observe if the 

characteristic change of a node exceeds the threshold 

within a period of time. If so, this node is pointed as 

a Black hole node, else, the data of the recent 

observation is added into dataset for dynamic 

updating purposes. The properties observed include 

the number of RREQs sent, the number of RREPs 

received, and observed the mean destination 

sequence number of RREQs and RREPs. However, it 

would be more effective if it includes a detection 

mode that does not isolate Black hole nodes but 

detects it effectively. 

 Luo (Luo et al.,2008) added an authentication 

mechanism into the existing AODV routing protocol, 

by combinatorial of message authentication codes 

(MAC), hash functions and a pseudo random 

function (PRF) to eliminate Black hole attacks.  

 L. Tamilselvan, V. Sankaranarayanan (L. 

Tamilselvan, V. Sankaranarayanan, 2008) also 

surveyed recent research papers involving Black hole 

attacks on MANETs, and analyzed their advantages 

and disadvantages. 

 

Black hole Attack: 

 The black hole attack is one of the well-known 

major security threats in wireless mobile ad hoc 

networks. The intruders utilize the Black hole to 

carry out their malicious behaviors because the route 

discovery process is necessary and inevitable. Many 

researchers have conducted different detection 

techniques to propose different types of detection 

schemes. Trust relationship between the nodes play a 

significant role in isolating the malicious nodes that 

roots a black hole attack in the network. A malicious 

node (black hole node) may always respond 

positively to route requests even when it does not 

have proper routing information. The black hole 

node can drop all packets forwarded to it. In other 

words Black Hole attack is one of the attacks that 

advertise it for having the shortest path to destination 

node and drops the entire packet that is coming from 

source node.  

 An example is shown as Fig 1, node 1 stands for 

the source node and node 4 represents the destination 

node. Node 3 is a misbehaviour node who replies the 

RREQ packet sent from source node as shown in Fig 

2, and makes a false response that it has the quickest 

route to the destination node. Therefore node 1 

erroneously judges the route discovery process with 

completion, and starts to send data packets to node 3. 

As what mentioned above, a malicious node 

probably drops the packets as shown in Fig 3. This 

suspicious node can be regarded as a black hole 

problem in MANETs. 

 

Single Black hole attack: 

 In this type of attack, one malicious node drops 

the routing packets which it is supposed to forward to 

its neighbours by claiming itself of being shortest 

path to destination node by the routing protocol. For 

instance, consider node 3 to be a black hole node that 

drops the packets sent from the source which is 

supposed to be forwarded. At first, it claims that it 

has the shortest path to the destination and generates 

a false RREP message to the source. And so the 

source started to send the packets to destination 

through node 3. 
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Fig 1: RREQ from Source  RREQ. 

 

 
 

Fig. 2: RREP to Source RREP 

  

 
 

 

Fig. 3: Packet Drop by node 3. 

 

Cooperative Black hole attack:  

 Cooperative Black hole attack is a special type 

of Black hole attack which is happening due to group 

of malicious nodes available in the network. Here a 

malicious node may advertise a fresh path to a 

destination during routing process. The intention of 

the node may be to disturb the path finding process 

or interpret the packet being sent to destination. For 

example, in AODV, the attacker can send a fake 

RREP to the source node, claiming that it has a 

sufficiently fresh route to the destination node by 

employing higher sequence number than the number 

available in RREQ. This causes the source node to 

select the route that passes through the attacker. 

Therefore, all traffic will be routed through the 

attacker, and therefore, the attacker can have 

complete control over the traffic. If node “S” want to 

send data packets to node “D” and initiate the route 

discovery process. So if node “B1” and “B2” are 

black hole nodes then it will claim that it has active 

route to the specified destination as soon as it 

receives RREQ packets. It will then send the 

response to node “S” before any other node. In this 

way node “S” will think that this is the active route 

and thus active route discovery is complete. Node 

“S” will ignore all other replies and will start seeding 

data packets to node “B1”. In this way all the data 

packet will be lost consumed or lost. 
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Fig. 4: Network flooding RREQ. 
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Fig. 5: RREP to source. 
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Fig. 6: Packet drop due to Cooperative Blackhole  

attack. 

 

Proposed work: 

 In this technique, there exist two phases: 

(i) Detection of Black hole behavior of the nodes.  
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(ii)  Constructing a trusted route by establishing a 

trust relationship between the nodes and therefore 

reducing the packet loss ratio. 

 A new trust computation model and trust 

management mechanism is developed to overcome 

those issues. When there is no Black hole node, the 

packet delivery ratio approaches nearly 90% in 

AODV. The packet delivery ratios in all protocols 

reduce sharply as the number of Black hole nodes 

increases.  

 A MANET environment is created using 

Network simulator 2 with 50 nodes. Authors 

consider the problem of detecting whether a 

compromised router is Black hole manipulating the 

stream of packets. In particular, authors are 

concerned with a simple yet effective attack in which 

a router selectively drops packets destined for some 

victim. Unfortunately, it is quite challenging to 

attribute a missing packet to a Black hole action 

because normal network congestion can produce the 

same effect. Modern networks routinely drop packets 

when the load temporarily exceeds their buffering 

capacities. Previous detection protocols have tried to 

address this problem with a user defined threshold. 

Too many dropped packets imply Black hole intent. 

However this heuristic is fundamentally unsound. 

Setting this threshold is, at best an art and will 

certainly create unnecessary false positives or mask 

highly focused task. Authors have designed a model 

that identifies the Black hole nodes that drops packet 

while forwarding and calculated the packet loss ratio 

and end to end delay. The calculated throughput 

value is lower than already existed throughput value 

without any Black hole behavior in the network. 

These values are made reliable after re-computing 

the path using trust metrics in TAODV routing 

protocol. 

 

Simulation: 

 Simulation is regulated using NS2 2.35. Because 

of the link stability and route lifetime, no route 

overhead was considered in our simulation. In 500 X 

500 area, mobile nodes exist. Square area is used to 

increase average hop length of a route with relatively 

small nodes. Every mobile node is moving based on 

the mobility data files that were generated by 

mobility generator module. A number of 50 nodes 

are created. The transmission range is fixed at 100 

meters. Maximum speed of node is set to 20 m/sec. 

The nodes are assigned with an initial position. All 

nodes do not stop moving and the simulation second 

is 500 seconds. 

 
Table 1: Simulation parameters. 

Parameter value 

Coverage area 500m x 500 m 

Simulation time 500 s 

No of nodes 50 

No of blackhole nodes 10 

Traffic type UDP-CBR 

Packet size 512 Bytes 

Maximum speed 20 m/s 

Routing protocol AODV 

Mobility model Random way point 

 

Detecting Black hole Nodes: 

 On forwarding the packets from source to 

destination it is found that some packets are dropped 

without forwarding or just dumped. This is due to the 

Black hole neighbor of the nodes in the mobile ad-

hoc networks. In this attack, the Black hole node also 

dumps all data packets, which it is supposed to 

forward. However, it participates devotedly in the 

route establishing process, which is initiated by other 

nodes so as to remain on the path of the connections. 

Such nodes are identified from the simulation 

environment and the packet loss ratio is calculated. 

The throughput will be lower than that of the existing 

value due to the neighbour of Black hole nodes. Here 

Authors have designed a compromised router 

detection protocol that dynamically infers the nodes 

that drops packets while forwarding.  

 

 

 

Steps involved in detecting Black hole nodes: 

Step 1: When the node sends or forward the data 

packet to its neighbouring nodes first it will store the 

source ID, destination ID, sequence number and the 

data 

Step 2: If the next node is the Black hole node then it 

will alter the contents and forward it to the 

neighbouring node or dump the packet. 

Step 3: The proposed algorithm will verify whether 

the sequence number of rebroadcasted RREQ is 

equal to the sequence number of same RREQ that is 

stored in the routing table of current node. 

Step 4: If the sequence number is different, then it is 

considered as an abnormal activity. Also, Authors 

analyse the nature of identified suspicious nodes by 

calculating their trust values and packet delivery ratio 

of the particular node. 

Step 5 : If results are not satisfactory in terms of 

confidence value and node capacity then suspicious 

node will become a malicious node accordingly. 
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Fig. 7: Flowchart for Detection of black hole nodes. 

 

 
 

Fig. 8: Detection of Blackhole nodes. 

 

Trust Computation: 
 In the EigenTrust algorithm(13), nodes exchange 

vectors of personal observations (local trust values) 

with their one hop neighbours. Node i‟s local trust 

value for node j is denoted by tij. These trust values 

are normalized (∀i : ∑tij= 1). Each node i calculates 

the global trust values tij. for all other nodes j by the 

following iterative computations. The trusted nodes 

are identified in the network as shown in figure 9. 

 The local trust values are computed using the 

below formula. The local trust values are aggregated 

and it would make sense to weight their opinions by 

the neighboring nodes 

 j jkik CCt
ji

                         (1) 

 where tij represents the trust that node i observes 

in node k. Cij is a normalized local trust value. It is 

given by, 

 
 



j

ij
sij

sij
C

0,max

0,max

                         (2) 

sij is given by, 

),(),( jiunsatjisatsij 
                        (3) 

Where sat(i,j) is satisfactory transaction between 

node i and j.unsat(i,j) is unsatisfactory transaction 

between node i and j. 
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Route Discovery: 

 Source node Broadcast RREQ messages to 

establish a route. These RREQ messages are received 

by the Intermediate nodes. If a route to the 

destination is available, start sending data. Else 

generate a RREQ packet and they update their 

routing table. It checks for the destination and then 

forward the RREQ if it is not the destination. It also 

maintains the back-pointer to the originator. At once 

the destination receives the RREQ message the 

Destination generates RREP message. RREP sent 

back to source using the reverse pointer set up by the 

intermediate nodes. RREP reaches source, the path is 

established and communication starts. At times, the 

intermediate node generate route reply, if a 'fresh 

enough' route is a valid route entry for the destination 

whose associated sequence number is at least as great 

as that contained in the RREQ. Change the sequence 

number of the destination node if stale, increment the 

hop count by 1 and forward. 

 

Route Maintenance:  

 Each originating node maintains a 

monotonically increasing sequence number. It is used 

by other nodes to determine the freshness of the 

information. Every node‟s routing table contains the 

latest information available about the sequence 

number for the IP address of the destination node for 

which the routing information is maintained. It is 

updated whenever a node receives new information 

about the sequence number from RREQ, RREP, or 

RERR messages received related to that destination. 

 

Steps for Path Recomputation in TAODV: 
Step 1: The source node S looks up for a route to 

node D in its local routing table. The available route 

should meet the requirements: trust and QoS 

constraints. If such routes are found, go to Step 3; if 

there is no such a route, the source node S initiates a 

route discovery procedure. 

Step 2: The source node S checks its neighbour 

nodes trust degree by judging with the trust threshold 

γ from its local trust record table. Then, node S 

broadcasts route request packets REQ to its 

neighbour nodes with their trust degree is greater 

than γ ; 

Step 3: When the intermediate neighbor node k of 

node j has an available route to the destination node 

D, and the routing cost metric is least, that is, the 

trust degree of all nodes in the available route is 

greater than γ , moreover, the QoS parameter of total 

link delay overhead is minimum, so node k can 

generate a route reply packet REP to node S; 

Step 4: When the intermediate neighbour node k of 

node j has an available route to the destination node 

D, and the routing cost metric is least, that is, the 

trust degree of all nodes in the available route is 

greater than γ , moreover, the QoS parameter of total 

link delay overhead is minimum, so node k can 

generate a route reply packet REP to node S; 

Step 5: Otherwise, the node k performs the route 

discovery procedure similar to Step 3. Under the 

requirements of trust and QoS constraints, node k 

continues broadcasting the updated REQ packet to its 

next neighbour nodes, until the REQ packet arrives 

the destination node D; 

Step 6: When the destination node D receives several 

REQ packets, it fetches their fields of trust values 

and decides to choose the optimal route which has 

the maximum trust value. Meanwhile, the node D 

generates a route reply packet REP and sends back to 

the source node S along the reverse direction of 

optimal route. 

 

Algorithm for Trusted AODV: 

 
 

Path Re-computation by TAODVP: 
 The path established previously in the routing 

protocol for packet delivery has to be recomputed 

since the trust value of the nodes participating in the 

routing process is less than the threshold value. The 

path must be recomputed based on the trust values. 

The trust value for each node is calculated using the 

following metrics. The above mentioned trust metrics 

are considered to re-compute the path in routing 

protocol which leads to a better packet delivery ratio 

and throughput. The node participating in the routing 

process in the TAODV protocol possess a maximum 

trust value. The nodes are subjected to continuous 

monitoring and evaluation to establish a best routing 

path for every instance of a connection 

establishment.  

 The Trusted AODV Protocol implemented for 

new route discovery and path re-computation in the 

existing MANET. This protocol completely isolates 

the misbehaving nodes based on the trust 

management. Hence the packet drop is only due to 

the effect of congestion in the network. This leads to 
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a better packet delivery rate as no misbehaving nodes 

are participated in the routing process. The 

Comparison of Existing AODV and Trusted AODV 

(TAODV) based on packet drop ratio are implied in 

Figure 10. The result shows that the packet loss ratio 

is reduced to a large scale as only the trusted nodes 

are made to participate in the routing process. The 

results inferred prove that the reliability of the packet 

delivery in MANET is better than that of the Normal 

AODV routing process.  

 

 
 

Fig. 9: Path Re-computation in TAODV. 

 

Data packet loss rate, L is calculated as follows:  
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 where N(i) 
s
 and N(i) 

r
 are the number of 

application data packets sent by the sender and the 

number of application data packets received by the 

receiver, respectively for the i th application, and n is 

the number of applications 

 The throughput is the number of bytes 

transmitted or received per second. The throughput 

ratio, denoted by T, is calculated as given in equation 

5. 
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 where T(i) 
r
 is the average receiving throughput 

for the i th application, T(i) 
s
 is the average sending 

throughput for the i th application, and n is the 

number of applications. 

 

Experimental analysis: 

 The packets are dumped and finally the packets 

are dropped which is supposed to be forwarded due 

to the black hole nodes. The Packet loss Ratio is 

evaluated with the parameters such as number of 

packets sent and number of packets received. It is 

inferred that as the number of misbehaving node 

increases with respect to time the packet loss ratio 

increases gradually as shown in the Figure 10. The 

Calculated packet loss ratio is lesser than the value 

that obtained without any black hole nodes in the 

network.  

 

 
 

Fig. 10: Packet Drop Ratio comparison between  

AODV and TAODV. 

 

 Similarly the experimental results shows that 

throughput of the proposed scheme is better than 

conventional AODV under varying number of 

malicious nodes as shown in the figure. 

 

 
 

Fig. 11: Throughput comparison between AODV  

and TAODV. 

 

Conclusion: 

 An ad-hoc network is a set of limited range of 

wireless nodes that function in a cooperative manner 

to increase the overall efficiency of the network. In 

this Paper, the blackhole nodes which are considered 

to be one of the major impact in the network has 

been identified and a trusted route is established with 

calculated trust metrics and the path is recomputed 

using TAODV routing protocol which isolates the 

blackhole nodes from the routing process. This 

results in increased reliability Packet delivery in 

MANET thereby increasing the quality of service in 

the network. This is because TAODV protocol 

computes the trust values of each node and allows 

only the trusted nodes to get involved in the routing 

process. Our future work is to implement TAODV 

protocol for other threats in MANET 
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