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 Wireless sensor network is one of emerging technology. Most of the related research 

works have addressed fault tolerance issue in a considerable manner. One of the 

solutions for achieving fault tolerance is placing relay nodes in the network. Many 
algorithms uses complex methods and graphical structure to find the backbone node of 

the network. But our approach uses association rule mining to determine the frequent 

set of nodes with high trust degree is considered as backbone node for the network. The 
trust degree is computed considering various parameters like residual energy, frequency 

of nodes, data aggregation rate. Trust Index Calculation (TIC) is used to place optimal 

number of relay nodes. The results are compared with Adaptively fault-tolerant 
topology control algorithm (ADFT) Yin et al(2012) and traditional  Connecting 

Dominating Set(CDS) Algorithm Yu.J et al(2013)The results shows proposed 

algorithm have optimal no of nodes placement with increased lifetime. 
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INTRODUCTION 

 

 The fault tolerance in wireless senor network has 

gained importance. This can be achieved by placing 

the relay nodes to extend the lifetime and the 

connectivity of the network. Most of the related work 

addresses fault tolerance using CDS or topology 

control algorithm Yisong Jiang et al(2014). Our 

algorithm Trust Based Index Calculation ensures that 

the network is not overloaded by more no of relay 

nodes by calculating a trust score for each node and 

placing the relay node based on the trust score .The 

trust score is calculated on how frequent a set of 

nodes – (the path) is used with accurate data 

aggregation value and energy level. Nodes with high 

priority are considered and the relay nodes are placed 

as back up to ensure the network connectivity.  

 This also supports to achieve extended life time 

of a sensor network and improved network 

connectivity. To place the optimal no of relay nodes 

the algorithm indentifies the nodes which are highly 

contributing to the network communication. They are 

called as lead node which needs immediate backup 

nodes to avoid loss of data and connectivity problem. 

 In Wireless Sensor Network the life time of the 

nodes are limited due to its energy constraint. The 

fault tolerance nature is very important in mission 

critical applications like battle fields, health 

monitoring and weather alarming systems. The faults 

in the WSN are caused by number of factors like 

node failure, link failure, and hardware or software 

failure. The connectivity and the lifetime of the node 

can be improved by relay node placement. There are 

so many relay node placement algorithms like which 

can be applied at two levels 

(1)During initial deployment and 

(2)As maintenance or on topology control after 

deployment.  

 Our proposed algorithm works after deployment 

during the maintenance phase .The frequent set of 

nodes  are detected.The node actively participate in 

the data aggregation will have good score .They are 

selected as node with high trust value  the relay 

nodes are deployed in prior as backup for the nodes 

before it energy drains. The characteristics of the TIC 

algorithm are 

i. TIC algorithm improves the average life time and 

the connectivity of the network 

ii. Optimal number of relay nodes are  placed  

iii. Improves the data aggregation rate 

iv. Avoids data loss due to energy constraint 

 

Related Work: 

 There are many traditional topological control 

algorithms and CDS algorithm for relay node 

placements. In Mo Li et al(2013) placed Relay nodes  

http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=p_Authors:.QT.Mo%20Li.QT.&newsearch=true
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beforehand to ensure that there exists at least one 

path from each SN to the BS, for which the 

cumulative delay does not exceed a pre-specified 

delay bound while deploying the network. Where 

Ashutosh Nigam et al(2014) suggested that the QoS 

is achieved with minimal number of relay nodes. The 

problem of constructing a fault-tolerant topology 

among static nodes distributed in a Euclidean space 

of fixed dimension using additional relay nodes. The 

algorithms also work for achieving k-connectivity for 

higher values of k. We extend our algorithms to work 

with the same approximation guarantees for the 

generalization where the relay nodes cannot be 

placed in certain polygonal regions of the network is 

proved . 

 After deployment, the topology can be 

maintained and fault tolerant can be achieved 

through various algorithms. To be robust to failures, 

the network topology should provide alternative 

routes to the sinks so when failures occur the routing 

protocol can still offer reliable delivery Abhijit 

Bhattacharya  and Anurag Kumar(2014). Our 

contribution is a solution that enables fault-tolerant 

WSN deployment planning by judicious use of a 

minimum number of additional relays Abhishek 

Kashyap et al(2011). A WSN is robust if at least one 

route with an acceptable length to a sink is available 

for each sensor node after the failure of any k-1 

nodes.  

 In this paper, we define the problem for 

increasing WSN reliability by deploying a number of 

additional relays to ensure that each sensor node in 

the initial design has k length-bounded vertex-

disjoint shortest paths to the sinks. To identify the 

maximum k such that each node has k vertex-disjoint 

shortest paths, we propose Counting-Paths and its 

dynamic programming variant. Then, we introduce 

GRASP-ARP, a centralized offline algorithm that 

uses Counting-Paths to minimize the number of 

deployed relays Lanny Sitanayah et al(2014). The 

probability ratio of a back bone node failure is 

considered and as backup relay nodes are placed to 

achieve fault tolerance by YIN Rong-rong et 

al(2012).Trust based relay node placement in 

wireless sensor network. The proposed algorithm 

detects the frequent set of nodes which participates in 

the data aggregation with cluster head and assigns 

the trust score based on their residual energy. The 

parameters  trust level, power level , and distance the 

cluster head of each node  are taken fuzzy rules are 

applied to separate them as  best node ,normal node 

and worst node discussed by D. Hevin Rajesh and  B. 

Paramasivan, (2011).  

 

Problem Definition: 

 The node failure in the network may lead to data 

loss and connectivity loss .In large wireless sensor 

network like (flood detection system where sensors 

are placed in river beds, agriculture environment 

monitoring and battle field monitoring )large amount 

of sensor are placed and some of the serve as 

backbone and often used forward the data to the sink 

node or cluster heads. The set of nodes which are 

frequently used nodes will lose their energy very fast 

leading to energy hole in the network. Such frequent 

set of node are detected using the data mining 

algorithm through association rule mining we can 

find the frequent set of node which form the frequent 

path .If the energy value of such node is below the 

threshold and the data aggregation rate of the node is 

good then such nodes are assigned with higher trust 

value and backup relay nodes are placed in prior to 

avoid network connectivity and data loss. 

 

TIC Algorithm: 

 In the traditional LEACH Protocol the node with 

higher energy will become the cluster head and every 

round the residual energy is calculated and the node 

with higher energy will become the cluster head .The 

cluster selection Algorithm is executed at every 

round. There is a cost and time overhead in this 

algorithm. The TIC Algorithm Initially the cluster 

heads are formed .We calculate the trust score for 

nodes. Initially we run the frequent set association 

rule mining algorithm on the given set of node  and 

find the frequent path .In the Fig 1 nodes {n3,n7,n8} 

forms the frequent item set  and this node has the 

confidence and support as 70%  high trust score and 

they are called as lead nodes. Nodes n6 and n5 have 

the confidence and support as 60% they form the 

follow up node which has trust score less than the 

previous one. The lead nodes are crucial since they 

contribute much to the data loss and if these nodes 

fail there is a possibility for the partition of the 

network. So for such nodes the backup nodes (i.e) 

relay nodes can be placed in prior to overcome the 

data loss and improve the network connectivity. The 

follow up nodes are the nodes which participate less 

than the lead node in the frequent item set .Every 

time when the node participates in data aggregation, 

the correctness of data will also contribute to trust 

score increase. 

 The algorithms have been proposed for finding 

frequent item sets. It is an iterative approach. Each 

iteration has two steps. The first step generates a set 

of cycle rule sets. The second step the amount of 

each cycle set in the database is then counted and all 

the disqualified cycles are pruned. Christian Borgelt 

et al (2002) implemented Apriori which uses two 

pruning technique, first on the bases of support count 

and second for a rule set to be frequent, every subset 

should be in the last frequent rule set.  Initially the 

nodes are deployed. Each round is considered as one 

transaction. If the node participates in that round the 

node value is 1 otherwise 0.Shown in the fig.2. 

 

http://www.sciencedirect.com/science/article/pii/S0377221713006966
http://www.sciencedirect.com/science/article/pii/S1389128614002424
http://www.sciencedirect.com/science/article/pii/S1389128614002424
http://www.sciencedirect.com/science/article/pii/S1389128614002424
http://www.sciencedirect.com/science/article/pii/S1389128614002424
http://www.sciencedirect.com/science/article/pii/S1877705812022989
http://www.sciencedirect.com/science/article/pii/S1877705812022989
http://www.sciencedirect.com/science/article/pii/S1877705812022989
http://www.sciencedirect.com/science/article/pii/S1877705812022989
http://link.springer.com/search?facet-creator=%22Christian+Borgelt%22
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Fig. 1: Lead node.     Fig. 2: Follow node. 

 

        N1  N2  N3  N4 …..N100 

R1 1       0     1     0 

R2 1       0     0     0 

R3   0       1     0     0  

 

Energy Model: 

 The traditional leach energy model is used in the 

proposed algorithm which is implemented by M. J. 

Handy et al(2002) and Song and 

Dezhen(2005).Eelec=50 nJ/bit as the energy being 

dissipated to run the transmitter or receiver circuitry 

and εamp=100pJ/bit/m² as the energy dissipation of 

the transmission amplifier. Transmission (ETx) and 

receiving costs (ERx) are calculated as follows:  

Transmission costs:ETx(k,d)=Eelect k+ εamp kd 
λ
 

Receiving costs:ERx(k)=Eelec k 

Where k is the length of the message in bits 

d is distance between nodes,and 

λ  represents  the path-loss exponent(λ ≥2) 

 

Data Aggregation: 

 Data aggregation is a technique in wireless 

sensor networks. With the help of data aggregation 

we reduce the energy consumption by eliminating 

redundancy in data items[11].In the proposed  

algorithm the data collected at each will be drained to 

the sink node our algorithm checks that the average 

sensing value AVG() at the sink node  is equal to the 

data sensed at each then that nodes data aggregation 

rate is good 

 Node aggregation at sink  

 AVGSink(data)=AVG(n1(data),n2(data),n3(data)) 

 Where  n1,n2,n3… are sensor nodes 

 Data Aggregation rate 

 AVGSink()=N1(data) 

 

TIC Algorithm Phase I: Identification of the frequent 

set of nodes 

 

Algorithm 1:   
Apriori Algorithm to determine frequent set of node 

 

Initialize: T:=1 Cni1=all the 1- rule sets; 

Read the database to count the support of 

Cni 1 to determine R1 

R1:+frequent 1-items sets; 

T:=2; 

While (Rt-1   )do 

Begin 

Cnit=gen-cycle_ruleset with givem Rt-1 

Prune(Cni,,t) 

For all cycles in Cni t do count the number of transaction by using connection method that  

are common in each rule ∈ Cnit 

Rt:=all cycle in Cni t with minimum support: 

T:t+1; 

end 

 

TIC Algorithm Phase II: Backup relay node 

placement algorithm 

 For each node Trust Score is calculated. The 

node with highest trust score value is considered a 

lead node for the network  the relay nodes are placed 

immediately as a backup node to avoid connectivity 

loss. In the next round follow node which has the 

trust score slightly high will be given back relay node 

in the next round. 
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Step1:Intially all nodes are randomly deployed 

Step2:The frequent set of nodes and the path are identified using the datamining algorithm as Fp={n1…ni} 

Step3:Relay Node Placement() 

Initialize Rule Set R, Confidence  C and Support  S 

FrequentItemset() 

Each Epoch or Round as Ti 

IF(Node i  ( E)< EThreshold) 

Trust Score++ 

 Find_backup(Nodei) 

𝐹𝑜𝑟 ∀𝑖 𝑖𝑛 𝐹𝑝 = {𝑛1. .𝑛𝑖}  

Begin 

IF (Nodei ∈ Fp )  && IF  (Node a(data)=Sinkavg(data)) 

Trust Score+2 

Else  if  

              Trust Score++ 

End if 

End 

 

Performance Analysis: 

 The simulation tool used is matlab s the high-

level language and interactive environment. The 

sensor nodes are randomly distributed in a square 

region. After the nodes are deployed, the base 

stations and nodes are fixed and the cluster-heads 

rotate randomly based on their energy level.  Nodes 

can communicate not only with each other in the 

network, but also with the base station directly. Node 

can adjust the wireless transmission power according 

to the distance. To evaluate the algorithm 

performance, we simulate both Matlab 50, 100, 500, 

1000 sensor nodes are randomly distributed in the 

100m × 100m square area. 

 

       
 

Fig. 3: No of Relay Nodes to be Placed using Leach.  Fig. 4: No of Relay Nodes to be Placed proposed TBIC.  

 

 The no of nodes that have to be replaced with leach algorithm is 12 which has energy as zero after 50 

rounds.  

         
Fig. 5: No of relay nodes to be placed leach protocol.   Fig. 6: No of relay nodes to be placed tbic protocol. 
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 Similarly when the no of nodes are increased to 

100 .39 relay nodes has to to replaced  for the P-CDS 

algorithm and  19 relay nodes for the proposed 

algorithm. so the on scalability and makes span is 

good. 

Results and comparative Analysis of TIC: 

 

 
 

Fig. 6: The no of nodes replaced using Traditioanl P-CDS, AFTP, TBIC. 

 

 
 

Fig. 7: Avg life time of the nodes versus no of round. 

 

 The proposed algorithm has better performance 

in relay node placement and life time when 

compared with traditional P-CDS Algorithm and 

AFTP. 

 

Conclusion and Future Enhancement: 

 The proposed TIC algorithm shows up good 

result in scalability and in connectivity and average 

life time when compared with the traditional P-CDS 

algorithm and the AFTP algorithm  .The decision for 

replacement can be subjected to neural network or 

fuzzy logic system improve the in the decision 

making. 
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