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 The security of the cryptographic system depends on the key used. The keys are 
generated using key generators or Pseudo Random Number Generators (PRNGs). 

Cellular Automata can be used to generate Pseudo Random Numbers (PRNs). Cellular 

Automata (CA) based PRNGs produce high quality Pseudo Random Numbers. The 
quality of one dimensional CA based PRNs depends on the CA rules used for 

generation of PRNs. Quality or randomness of PRNs generated by each rule differs.  

There are 256 CA rules present in one dimensional CA.  Identification of CA rules 
which produce good PRNs is needed for Cryptosystems. So the identification of CA 

rules could be done based on the degree of randomness of the PRNs. The Randomness 

of the generated PRNs is tested using the DIEHARD Test Suite. Based on DIEHARD 
test suite performance, CA rules can be identified. The identified rules could play a 

vital role in Information Security related domains. Benefit of the PRNs that employs 

CA includes that it is fast and suitable for hardware implementation. 
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INTRODUCTION 

 

The wide range of applications of Cellular Automata (CA) in various fields like Computer Science, Physics, 

Biology, Chemistry, Mathematics, Social Science and Engineering etc. has raised curiosity to study and work 

with CA rules in a more systematic way (Sang-Ho Shin, Kee-Young Yoo, 2009; Tomassini, M., et al., 1999; 

Guan, S.U., et al., 2004; Hortensius, P.D., et al., 1989; Tomassini, M., et al., 2000; Sarkar, P., 2000; Sipper, M., 

M. Tomassini, 1996; Raouf Khan, A., et al., 1997; Stephen. Wolfram, 1986). A CA is an idealized parallel 

processing machine consisting of a number of cells containing some cell values called states together with an 

updating rule. A cell value is updated based on this updating rule, which involves the cell value as well as other 

cell values in a particular neighborhood. Identifying efficient CA rules helps in identifying the rules that will 

model an application such as cryptography. The classifications in both the previous works were abstract and do 

not necessarily reflect the quality of randomness of the PRNs generated. The quality of randomness of PRNs 

depend on the CA based PRNGs. Since the behavior of CA strongly depends on their rules the DIEHARD test 

could reflect the properties of the CA rules. Hence In this paper, the possibility of identifying efficient CA rules 

based on DIEHARD test performed on PRNs is explored. In the literature review section a discussion on the 

limitations of the previous works is done and proposed work section gives a detailed way of identifying efficient 

CA rules is made. A brief explanation on PRNGs, the difference between Pseudo Random Numbers and 

Random Numbers are specified briefly and the need for PRNs in cryptography is also explained. A description 

on CA and the need for CA is given. The paper also explains about the DIEHARD test suite. In experimental 

analysis section, system configurations, software used to develop the algorithm, cell initializations to carry out 

the experiment is specified and Procedures such as the file conversion procedure and the testing procedures with 

all the space requirements are specified. The rule identification table and the explanation on the identified rules 

are also specified in the paper. Concluding section shows that with the help of this efficient CA rules, good 

quality PRNs can be generated and it will increase the performance of Cryptosystem. 
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Literature Review: 

There exist several classifications of one dimensional Cellular Automata rules. One of the first and most 

well known classification systems was proposed by Stephen Wolfram. The Wolfram classification scheme 

includes four classes which are based on a visual examination of the evolution of one-dimensional CA. 

 

Class I: Evolution leads to homogeneous fixed points. 

Class II: Evolution leads to periodic configurations. 

Class III: Evolution leads to chaotic, aperiodic patterns. 

Class IV: Evolution produces persistent, complex patterns of localized structures. 

 

 Li and Packard have iteratively developed a classification system based on Wolfram's scheme and breaks 

Wolfram's Class II into three new classes: fixed point, two-cycle, and periodic. Li-Packard classification is 

concerned with the asymptotic behavior of the automaton, the structure and behavior of the limiting 

configurations. 

 

Null            : Evolution leads to homogeneous fixed points. 

Fixed point: Evolution leads to non-homogeneous fixed points, perhaps up a to a shift. 

Two-cycle  : Evolution leads to ultimately periodic configurations. Regions with periodic 

                      behavior are separated by domain walls, possibly up to a shift. 

Periodic     : Configurations produce locally chaotic behavior. Regions with chaotic behavior 

                     are separated by domain walls, possibly up to a shift. 

Complex    : Evolution leads to chaotic patterns that are spatially unbounded. 

Chaotic      : Evolution is complex. Transients are long and lead to complicated space-time 

                     patterns which may be non-monotonic in their behavior. 

 

Culik and Yu present a definition of four classes of CA that attempt to match the informal qualities of 

Wolfram's four classes. The Culik-Yu classification is emphasizing that the hierarchy where each subsequent 

class contains all of the previous classes and can be easily modified to be mutually exclusive. Using this 

classification, it’s undecidable which class a CA belongs to.  The four classes are described in as follow: 

 

Class  I  : CA that evolve into a quiescent (homogeneous) configuration. 

Class  II: CA that have an ultimately periodic evolution. 

Class III: CA for which is decidable whether ever evolves to for any two configurations and  

Class IV: All CA. 

 

The classification of Cellular Automata rules by Pabitra Pal Choudhury is done based on its properties at 

the nth iteration. After nth iteration in space time diagram a pattern will be generated. Based on patterns 

generated the CA Rules are classified into six categories such as 

 

Dot                  : Rules like 1, 2, 4, 8 

Line : Rules like 3, 5, 6, 9 

Triangle : Rules like 7,11,13,14, 19 

Parallelogram  : Rules like 15, 23, 27, 31 

Pentagonal  : Rules like 78, 79, 86, 87 

Hexagonal : Rules like 236, 237, 238, 239 

 

Cellular automata (CA) rules can be classified based on gliders and related complex dynamics. There are 

also approximate correlations with global measures on convergence in attractor basins, characterized by the 

distribution of in-degree sizes in their branching structure. 

 

Ordered :   Very high garden-of-Eden frequency and significant frequency of high in-degrees.     

                     High convergence. 

Complex:   Approximates a power law distribution. Medium convergence. 

Chaotic  :   Lower garden-of-Eden frequency compared to complex rules, and a higher   

                   Frequency of low indegrees. Low convergence. 

 

All the above classifications are not concentrating the cryptographic way of classification. Keys (Random 

numbers or Pseudo Random Numbers, PRNs) play a major role in all cryptosystems. Randomness is an 

important property that is needed in cryptographic keys. Since CA rules can be used to generate PRNs, in 
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proposed work the CA rules can be classified (Weak, Partial and Strong rules) based on the level of randomness 

of generated PRNs. 

 

Proposed System: 

In earlier classifications, CA rules were classified based on their complexity and the logical combinations 

respectively. These classifications reflected only the pattern of PRNs formation and the hardware 

configurations. These configurations never reflected the randomness property of the PRNs. Hence in this paper 

identification of efficient CA rules based on the randomness of the PRNs is proposed. 

 

A. Pseudo Random Number Generator: 

Random numbers are essential ingredients in a great number of solutions in computer science. Randomized 

algorithms require a random source to guarantee computational complexity bounds and sampling methods often 

require randomness to accurately represent the information they are surveying. There is a need for pseudo-

random numbers, not random numbers, so that it can be verified and validated more easily. However it should 

be computationally infeasible to distinguish a good PRNG from a perfect RNG. For example, a PRNG seeded 

with 256-bits of entropy (or one with a 256-bit state) cannot produce more than 256 bits of true randomness. An 

attacker who can guess the seed data can predict the entire PRNG output. Guessing a 256-bit seed value is 

computationally infeasible, however, so it is possible that such a PRNG could be used in cryptographic 

applications. Examples of PRNGs designed for cryptographic applications include MD5Random and 

SHA1Random (which respectively hold 128 bits and 160 bits of state) in the BSAFETM, 3 cryptographic 

toolkits. Although properly-implemented and seeded PRNGs are suitable for most cryptographic applications, 

great care must be taken in the development, testing, and selection of PRNG algorithms. Pseudo random 

numbers are generated using different methods, like Linear Congruential Generator (Von Neumann, J., 1966), 

Tausworthe Generators (Wuensche, M. Lesser, 1992), and The Mercenne Twister (Chaudhuri, P.P., et al., 

1997). A good PRNG will have a high degree of unpredictability, making the output unguessable, which is the 

goal. PRNGs based on CA have been studied.CA based PRNGs generate numbers quickly and are easy to 

implement. 

 

B. Cellular Automata: 

A Cellular Automaton (CA) is a discrete model. CA was initiated in the early 1950s as a general framework 

for modeling complex structures capable of self-reproduction and self-repair (Choudhury, B.K. et al., 2008). 

The CA concept was first introduced by von Neumann (Hortensius, P.D., et al., 1989) for the purpose of 

modeling biological self-reproduction. His primary interest was to derive a computationally universal cellular 

space with self-reproduction configurations. Since then, a new phase of research was started by Wolfram 

(Tomassini, M., et al., 1999), who pioneered the investigation of CA as a mathematical model for self-

organizing statistical systems. It consists of a regular grid of cells, each in one of a finite number of states, such 

as "On" and "Off" or 0’s and 1’s. For each cell, a set of cells called its neighborhood is defined relative to the 

specified cell. A cell and its two neighbors form a neighborhood of 3 cells, so there are 23=8 possible patterns 

for a neighborhood. There are then 28=256 possible rules.  

 

 
 

Fig. 1: Example of CA (Grids of cells with values 0’s and 1’s) 

 

In the above diagram we can see cells are in both shaded and non-shaded. The shaded cells represent ON 

state and non-shaded cells represent OFF state. The rule for updating the state of cells is the same for each cell 

and does not change over time, and is applied to the whole grid simultaneously, though exceptions are known. 

The most common application of CA is in generation of high quality PRNs (Choudhury, B.K. et al., 2008; 

Toffoli, T., N. Margolis, 1987; Choudhury, S. Sahoo, M. Chakraborty, 2008; Marsaglia, G., 1998; Durst, M.J., 

1989; Tausworthe, R.C., 1965). The quality of PRNs could be tested using the DIEHARD test suite. 

 

C. DIEHARD Test Suite: 

The DIEHARD tests were developed by Georges Marsaglia (Makoto Matsumoto and Takuji Nishimura, 

1998) in 1995. This  statistical  test  suite  is usually  considered  to  be  "the  most  powerful  general  test  of  

randomness". The test suite consists of 16 different independent statistical tests and requires at least 80 million 

bits(10-12 Megabytes) in binary format. The following are the statistical tests included in the DIEHARD test 

suite. 

 Birthday Spacing 
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 Overlapping Permutations 

 Ranks Of  31x31  And  32x32  Matrices  Test 

 Ranks Of  6x8  Matrices Test 

 Monkey Tests On 20-Bit Words 

 Monkey Tests OPSO, OQSO, DNA 

 Count The 1’s In A Stream Of Bytes 

 Count The 1’s In Specific Bytes 

 Parking Lot Test 

 Minimum Distance Test 

 Random Spheres Test 

 The Squeeze Test 

 Overlapping Sums Test 

 Runs Test 

 The Craps Test 

 

In the following section the procedures to carry out the experiment are briefed. The section gives an insight 

of the experiment requirements and the algorithm. The section consists of procedures in generating and testing 

the PRNs. The tested PRNs is also classified in the following section.   

 

Experimental Analysis 

A. Generation of PRNs: 

The experiments have been performed on a Pentium Dual Core processor (1Gb main memory) with 

windows XP as the Operating System, and the PRNs generation algorithm was developed using java. Number of 

cells to be used in a state and the seed to the generator is initialized to determine the performance of PRNGs. As 

the numbers of cells decide the range of PRNs generated and the initial seed decides the cycle length of PRNs 

generated. It uses 64 cells per state which would result in generation of PRNs in the range -232-1 to 232-1. The 

initial seed is randomly chosen using math.random( ) method in the Java.util class.  

 

B. Testing the PRNs: 

The generated PRNs are then exported to separate ASCII files for each PRNG. The exported ASCII file 

should contain the PRNs in 8-digit hex format. The file must contain 80 digits per line that is 10 PRNs per line 

without interleaving spaces. Then the ASCII file is converted into a binary file by ASC2BIN.EXE file in the 

DIEHARD test suite. To input the DIEHARD test suite, the binary file must be of 9 – 10 MB size. To obtain a 

binary file of that size there is a need to produce an ASCII file twice as large as the binary file. To create such a 

large file 2.5 million PRNs is generated. After creating such huge binary file, DIEHARD test suite tool is used 

to perform the tests on the file. Two files are created separately for each CA rule and fed separately into 

DIEHARD test suite. After completing all the tests, the test suite returns a file for each generator separately 

containing the p-values of all the tests performed for all the 16 tests. PRN passes a test if 0.025 < p-value < 

0.975. 

 

C. Efficient Rule Identification: 

The DIEHARD test was performed on the generated PRNs for twenty times and a mean p-value was 

obtained for each rule and each test. The p-values obtained were analyzed and a table was constructed based on 

the tests passed by each rules. Based on this table the rules could be classified as Weak rules, Partial rules and 

Strong rules. 

 

Performance Evaluation: 

After every DIEHARD test, a separate test report will be generated which contains the p-value of all 16 

tests. Based on the p-value the number of tests passed is calculated for each rule and test results are stored in the 

following table. 

 

A. Tests Passed: 
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Table 1.1: Tests Passed Table 

 
 

The table 1.1 shows that a huge number of rules (206) are not even passing any of 16 rules. It indicates that 

these rules are not suitable for cryptographic applications. The researchers can neglect these rules while 

generating PRNs for cryptosystems. Rule 233 is passing only one test and it means that the PRNs generated with 

this rule is vulnerable. Totally 34 CA Rules (50,58,202, 

33,37,41,47,56,62,63,67,82,97,161,163,178,183,194,146,151,167,181,182,211,227,242,18,22,26,31,54,107,134, 

218) are passing 3 to 6 tests, again these rules are not suitable, not having high randomness and thus vulnerable. 

A set of 15 rules (15,30,45,60,75,90,105,120,135,150,165.180, 195, 210, 225) are passing 13 to 16 tests which 

shows that these rules can be considered as strong and efficient rules in cryptographic applications since the 

PRNs generated is having very high randomness as per the results of DIEHARD. 

 

B. Rules Classification: 

 
Table 1.2:  Rules Classification 

 
The rules with the number of DIEHARD tests passed in the range 0 -2 are grouped as weak rules. The rules 

with the number of tests passed in the range 3 -10 are grouped as partial rules. The rules with the number of tests 

passed in the range 11 -16 are grouped as strong rules. 

 

Conclusion: 
In this paper a identification of efficient 2-state 3-neighbourhood CA rules based on the strength of 

randomness is presented. The CA rules are analyzed and are classified into weak, partial and strong rules. While 

generating PRNs using CA rules the strong rules can be considered for implementation. This identification of 

CA rules would enable efficient use of CA and its rules in security related domains such as image and data 

encryption. 
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