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 The principle of watermarking is to transmit the data in a protected manner over the 
text, audio and video processing. The embedding and extraction of the hidden data is 

taken using the secret key from an object. A new measure of Effective key length is 

used to transmit the data in an efficient manner. Effective key length is processing of 
inserting the secret key randomly through the any of the pixels in an image and then the 

watermarked is to be transmitted. This methodology is applied here with Additive 

Spread Spectrum (SS) scheme which the effective key length is proposed. The data is 
inserted into an image using the secret key and then this watermarked image is 

embedded into the original image using the DWT process. Some of the parameters like 

Peak to Signal Noise Ratio (PSNR), Mean Square Error (MSE) and Time taken for the 
embedding and extraction of watermarking process is to be measured. 
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INTRODUCTION 

 

 Digital watermarking is that technology that provides and ensures security, data authentication and 

copyright protection to the digital media. Watermarking techniques is achieved through the Spread 

Spectrum.(SS). In most watermarking schemes spread spectrum (SS) is the modulation technique used to embed 

the watermark. In this case the signal to be marked (the carrier signal) acts as a source of interference. Because 

the carrier signal itself is generally much stronger than other interference, its interference dominates the 

performance of watermark detection. A new methodology to estimate the security levels of watermarking 

schemes based on the definition of equivalent keys, the probability of finding such an equivalent key, and its 

translation in bits. There are the keys allowing a reliable decoding of content watermarked with the secret key. 

the security is in direct relationship with the length of the secret key, which is a binary word of L bits. The 

length of the keys L is the entropy in bits if the keys are uniformly distributed but it is also the maximum 

number of tests in logarithmic scale of the brute force attack which finds the key by scanning the K potential 

keys. 

 Wavelet Transform is a modern technique frequently used in digital image processing, compression, 

watermarking etc. The transforms are based on small waves, called wavelet, of varying frequency and limited 

duration. The wavelet transform decomposes the image into three spatial directions, i.e. horizontal, vertical and 

diagonal. Hence wavelets reflect the anisotropic properties of HVS more precisely. Magnitude of DWT 

coefficients is larger in the lowest bands (LL) at each level of decomposition and is smaller for other bands (HH, 

LH, and HL). The Discrete Wavelet Transform (DWT) is currently used in a wide variety of signal processing 

applications, such as in audio and video compression, removal of noise in audio, and the simulation of wireless 

antenna distribution. 

 

MATERIALS AND METHODS 

 

A. Digital Image Watermarking: 
 Digital watermarking is that technology that provides and ensures security, data authentication and 

copyright protection to the digital media. Digital watermarking is the embedding of signal, secret information 
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(i.e. Watermark) into the digital media such as image, audio and video. Later the embedded information is 

detected and extracted out to reveal the real owner/identity of the digital media. Watermarking is used for 

following reasons, Proof of Ownership (copyrights and IP protection), Copying Prevention, Broadcast 

Monitoring, Authentication, Data Hiding. Watermarking consists of two modules watermark embedding module 

and watermark detection and extraction module. 

 Digital watermarking hides the copyright information into the digital data through certain algorithm. The 

secret information to be embedded can be some text, author„s serial number, company logo, images with some 

special importance. The watermark can be hidden in the digital data either visibly or invisibly. For a strong 

watermark embedding, a good watermarking technique is needed to be applied. Watermark can be embedded 

either in spatial or frequency domain. Both the domains are different and have their own pros and cons and are 

used in different scenario. 

 

B. Frequency Domain Watermarking: 

 Compared to spatial-domain methods, frequency-domain methods are more widely applied. The aim is to 

embed the watermarks in the spectral coefficients of the image. The most commonly used transforms are the 

Discrete Cosine Transform (DCT), Discrete Fourier Transform (DFT), Discrete Wavelet Transform (DWT), the 

reason for watermarking in the frequency domain is that the characteristics of the human visual system (HVS) 

are better captured by the spectral coefficients. Some of its main algorithms are discussed below: 

 

C..Discrete Wavelet Transformation (Dwt): 

 The Discrete Wavelet Transform (DWT) is currently used in a wide variety of signal processing 

applications, such as in audio and video compression, removal of noise in audio, and the simulation of wireless 

antenna distribution. Wavelets have their energy concentrated in time and are well suited for the analysis of 

transient, time-varying signals. Since most of the real life signals encountered are time varying in nature. 

Wavelets have their energy concentrated in time and are well suited for the analysis of transient, time varying 

signals. Since most of the real life signals encountered are time varying in nature, the Wavelet Transform suits 

many applications very well. The 2-D discrete wavelet transforms (DWT) decomposes the image into sub-

images, 3 details and 1 approximation. The approximation looks just like the original; only on 1/4 the scale. The 

2-D DWT is an application of the 1-D DWT in both the horizontal and the vertical directions. The DWT 

separates an image into a lower resolution approximation image (LL) as well as horizontal (HL), vertical (LH) 

and diagonal (HH) detail components. 

 In watermarking security the DWT process places an important role in hiding the data into the image for 

transmission and then process of adding the data into the image through the pixels. This property allows the 

exploitation of the masking effect of the human visual system such that if a DWT co-efficient is modified, it 

modifies only the  region corresponding to that coefficient. The embedding watermark in the lower frequency 

sub-bands may degrade the image as generally most of the Image  energy is stored in these sub-bands. However 

it is more robust. The high frequency part contains information about the edge of the image so this frequency 

sub-bands are usually used for watermarking since the human eye  is less sensitive to changes in edges so this 

frequency  sub-bands. 

 

 
 

Fig 1: Shows 2 level of decomposition. 

 

C. Spread Spectrum Watermarking: 

 In most watermarking schemes, spread spectrum (SS) is the modulation technique used to embed the 

watermark. In this case, the signal to be marked (the carrier signal) acts as a source of interference Because the 

carrier signal itself is generally much stronger than other interferences, its interference dominates the 

performance of watermark detection. Practically any watermarking system currently using SS would 

immediately profit from using the proposed scheme. Gains will vary according to signal-to-noise ratio (SNR) 

and current error probability, but improvements of 20 dB in noise immunity or reduction in error probabilities of 

20 orders of magnitude can be achieved. 

 



102                                                               S. Poongodi and Dr.B. Kalaavathi, 2014 

Australian Journal of Basic and Applied Sciences, 8(15) September 2014, Pages: 100-105 

 

Security Is Measured By the Effective Key Length: 

 In symmetric cryptography, the security is in direct relationship with the length of the secret key, which is a 

binary word of L bits. The length of the keys L is the entropy in bits if the keys are uniformly distributed but it 

is also the maximum number of tests in logarithmic scale of the brute force attack which finds the key by 

scanning the  potential keys. If the adversary draws a key uniformly, the probability to pick the secret key is 

 or in logarithmic scale, . A good cryptosystem has a security close to the length of the 

key L. For instance, the best attack so far on one version of the Advanced Encryption Standard using 128 bits 

secret key offers a computational complexity of  

 The notion of key length to watermarking thanks to the brute force attack scenario. A naive strategy is to 

take the size of the seed of the pseudo-random generator as it is the maximum number of tests of a brute force 

attack scanning all the seeds. Yet, it doesn‟t take into account how the secret key is derived from the seed, and 

especially whether two seeds leads to very similar secret keys 

 In a first step, the adversary, modeled by a probabilistic polynomial-time Turing machine, observes 

contents watermarked with the secret key k1 or k2. Then, the designer produces a new piece of content y and 

challenges the adversary whether y has been watermarked with key k1 or k2. The advantage is defined as the 

probability of a right guess minus 1~2. One clearly sees that a strictly positive advantage implies that the 

adversary has been able to infer some information about the secret key during the first step. 

 

Mathematical Analysis  of The Effective Key Length For SS And ISS: 

 The mathematical expression which analyze the tradeoff between the robustness vs. security and then the 

new approach applied to one of the most popular class of watermarking schemes: Spread Spectrum(SS) and 

Improved Spread Spectrum(ISS). 

 The embedding is parameterized by (β,γ), 

 

y = e(x,y,z) = x+((-1)
y
 β – γ (x

T
 k))K                           (1) 

 

 The decoding is given by the sign of the correlation de = K
T
.y. To evaluate the robustness, we assume the 

addition of an independent white Gaussian noise n~N(0,σN
2
). Thanks to a symmetry argument, we only need to 

consider one message, say m = 0. There is a decoding error if de = K
T
n + (1 – γ) K

T 
X+B is negative. Signals n 

and x being independent, we obtain: 
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 being the cumulative distribution function of the Gaussian random variable, the function  is a 

decreasing function. 

 

RESULTS AND DISCUSSION 

 

 The input image is taken as the lena image and cameraman image in which the data or an kind of hidden 

part is taken as the input data to be hidden. The image and data are combined through the process of DWT.  

Effective key length is process of creating the secret key(K) for hiding of an image and then the probability of 

finding the equivalent key of an image. Then the watermark image is inserted into the other image for 

transmission. Then at the reception side the watermarked image recovered from the transmitted image and then 

secret key is given to extract the watermark image which contains image and data. The following process 

discusses about the embedding and extraction of watermarking technique and results are shown below, 

 The process of embedding the data and the image is carried out through the following steps, 

 Step 1: The host image is taken as the input image for inserting the data. 

 Step 2: The data is added into the image using the DWT process of separation pixels and then the data is 

added through binary values. 

 Step 3: Image that contained hidden data is referred to as watermark image. 

 Step 4: Secret key is given to the watermark image for make the image to be secured using DWT process is 

referred to as watermarked image. 

 Step 5: The watermarked image is again inserted into the image for transmission of image over an media. 
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Fig 2: Lena input image and watermarked image with embedded data. 

 
Data Embedded Image

 
 

Fig 3: secret key is given to that image and image after retrieval of data when secret key is given 

 

             
 

Fig 4: Watermarked cameraman image and secret is embedded into the watermarked image. 
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Fig 5: Retrieval of image and the data. 

 

 The process of extracting the watermarked image to get the hidden data is carried out through the following 

steps, 

 Step 1:The received image which contain the hidden part to be extracted. 

 Step 2: In the received image extract the watermarked part separately using inverse DWT process. 

 Step 3: In the watermarked content give the secret key which is given in the embedding side and the 

watermark image is taken. 

 Step 4: In the watermark image, the data is taken trough by applying the inverse DWT process. 

 Step 5: Finally the image and the data are taken in the receiver side. 

 The MSE values are given as, 

MSE =  
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 The calculation of PSNR values are processed through, 

 

PSNR = 20 log10(MAXi) – 10 log10(MSE)                         (4) 

 

 MAXi  are represented as 2
n
-1 bits sample per second. 

 

 The PSNR, MSE and time taken by the processing of embedding and extraction of image during the process 

are calculated using some mathematical expressions. Then the values are tabulated below for the process, 

 
Table 1: Comparison of PSNR, MSE and Elapsed Time during Embedding and Extraction process for LENA Image. 

Lena Image .png .bmp 24 CB .jpeg .bmp 16CB .gif 

PSNR(dB) 13.0288 9.2336 13.0284 9.2333 12.6722 

MSE 56.8987 88.0767 56.8984 88.0800 59.2328 

Time to Embed the data into an image(s) 36.5268 39.5214 30.2700 36.1967 38.030758 

Time Extraction(s) 76.2451 52.6347 82.0324 35.1482 51.928742 

 

Table 2: Comparison of PSNR, MSE and Elapsed Time during Embedding and Extraction process for Cameraman Image. 

Camera man image .png .bmp 24 CB .jpeg .bmp 16CB .gif 

PSNR(dB) 10.7340 12.4194 9.8104 14.2895 12.1755 

MSE 67.2199 74.2061 55.9822 62.4194 83.8861 

Time to Embed the data into an image(s) 40.6510 32.7841 37.3977 44.8261 38.0187 

Time Extraction(s) 52.8174 57.3920 47.2896 73.0918 63.1574 

 

Conclusion: 

 The proposed measure is simply the logarithmic scale of the probability of reaching this goal. This is 

similar to the brute force attack in cryptography, with the notable difference that there might not be a unique key 

granting the access to the watermarking channel. Not only using dwt process but also different kinds of wavelet 

transform are used. Then different watermarking technique are used through the same Effective Key Length and 

by varying the parameters. For the replacement of data some other content like scanned copy, question paper 

etc..., for transmission in secure manner.  The future work is to minimize the key length for small N0. 

 



105                                                               S. Poongodi and Dr.B. Kalaavathi, 2014 

Australian Journal of Basic and Applied Sciences, 8(15) September 2014, Pages: 100-105 

 

REFERENCES 

 

Patrick Bas and Teddy Furon, 2013. “A New Measure of Watermarking Security: The Effective Key 

Length” IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY, 8(8), AUGUST 2013. 

Valizadeh, A. and Z.J. Wang, 2011. “Correlation-and-bit-aware spread spectrum embedding for data 

hiding,” IEEE Trans. Inf. Forensics Security, 6(2): 267–282. 

Pérez-Freire, L. and F. Pérez-González, “Spread spectrum watermarking security,” IEEE Trans. Inf. 

Forensics Security, 4(1): 2–24.  

Pérez-Freire, L., F. Pérez-González, T. Furon, and P. Comesaña, 2006. “Security of lattice-based data 

hiding against the known message attack,” IEEE Trans. Inf. Forensics Security, 1(4): 421–439. 

 Malvar, H.S. and D.A.F. Florêncio, 2003. “Improved Spread Spectrum:A new modulation technique for 

robust watermarking,” IEEE Trans.Signal Process., 51(4):898–905. 

Comesaña, P., L. Pérez-Freire and F. Pérez-González, 2005. “Fundamentals of data hiding security and 

their application to spread-spectrum analysis,” in Proc. 7th Information Hiding Workshop (IH05), 

Barcelona,Spain, Jun. 2005, LectureNotes in Computer Science, SpringerVerlag. 

Cayre, F. and P. Bas, 2008. “Kerckhoffs-based embedding security classes for WOA data-hiding,” IEEE 

Trans. Inf. Forensics Security, 3(1): 1–15. 

Pérez-Freire, L. and F. Pérez-González, 2008. “Security of lattice-based data hiding against the 

Watermarked Only Attack,” IEEE Trans. Inf. Forensics Security, 3(4): 593–610. 

Katzenbeisser, S., 2005. “Computational security models for digital watermarks,” in Proc. 6th Int. Worshop 

on Image Analysis for Multimedia Interactive Services (WIAMIS), Montreux, Switzerland, Apr. 13–15. 

Pratibha Sharma and Shanti Swami, 2013. “ Digital Image Watermarking Using 3 level Discrete Wavelet 

Transform” Conference on Advances in Communication and Control Systems 2013. 

Serdean, C.V., M.K. Ibrahim, 1999. A. Moemeni and M.M. Al-Akaidi “Wavelet and multiwavelet 

watermarking” IEEE Trans. Image Process., 8(4). 

Kumsawat, P., K. Attakitmongcol and A. Srikaew, 2004. „The effects of transformation methods in image 

watermarking‟. TENCON 2004, IEEE Region 10 Conf., 21–24 November 2004, pp: 295–298. 

Kurugollu, F., A. Bouridane, M. Roula and S. Boussakta, „Comparison of different wavelet transforms for 

fusion based watermarking applications‟. Proc.10th IEEE Int. Conf. on Electronics, Circuits and Systems, 

ICECS 2003, 14–17 December 2003, 3: 1188–1191. 

Serdean, C.V., M.A. Ambroze, M. Tomlinson and J.G. Wade, 2003. „DWT based high capacity blind video 

watermarking, invariant to geometrical attacks‟, IEE Proc., Vis. Image Signal Process., 150(1): 51–58. 

Zhang, J., Wang, N.C. and F. Xiong, 2002. A novel watermarking for images using neural networks‟. Proc. 

Int. Conf. on Machine Learning and Cybernetics, 4–5 November 2002, 3: 1405–1408. 


