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 Background:Biometrics is providing more security since it is used to uniquely identify 

individuals by their physical characteristics or personal behavior traits. Proposed 
approach is a multimodal biometric authentication system, since it is based on physical 

and behavioral characteristics.We are using keystroke dynamics as behavioral traits and 

used fuzzy set approach for classification. Advantage of this approach is not using the 
sharp cut off values of user password entry timing information instead it is using the 

Minimum and Maximum range values time as keystroke feature. Objective:To 

provideuser authentication based on Keystroke dynamics by using fuzzy set approach 
in order to avoid unauthorized user access of the system. Results:We have used 

duration and latency time as keystroke features and fuzzy set approach is used for 

classification. By using this approach will reduce the error rate for incorrectly 
identifying the wrong user. Based on this approach the accuracy level will be improved. 

Conclusion: We have proposed a novel approach for user authentication based on 

Fingerprint, User login credential, and keystroke dynamics of password entry. The 
security will be more accurate than the existing system because we are implementing 

three way securities. Proposed system is based on two phases they are Enrollment 

andVerification for Finger prints and Keystroke dynamics So that we can collect the 
data samples easily and verify particular user with an effective manner. 

 

 
© 2014 AENSI Publisher All rights reserved. 

To Cite This Article: V. Chandrasekar, V. Shanmugavalli, P. KrishnaSankar, Multimodel Biometric Authentication Based on Finger Print 

and Keystroke Dynamics Using Fuzzy Set xxx, xxx. Aust. J. Basic & Appl. Sci., 8(7): 99-105, 2014 

 

INTRODUCTION 

 

 The first and foremost step in preventing unauthorized access is user Authentication. User authentication is 

the process of verifying claimed identity. The authentication is accomplished by matching some short-form 

indicator of identity, such as a shared secret that has been pre-arranged during enrollment or registration for 

authorized users. 

 This is done for the purpose of performing trusted communications between parties for computing 

applications. Conventionally,user authentication is categorized into three classes (Lawrence O‟Gorman, 2003): 

• Knowledge - based 

• Object or Token - based 

• Biometric - based 

 

Knowledge - Based: 

 The knowledge-based authentication is based on something one knows and is characterized by secrecy. The 

examples of knowledge-based authenticators are commonly known passwords and PIN codes.  (Shanmugapriya, 

et al., 2011). 

 

Object-Based: 

 Authentication relies on something one has and is characterized by possession(Shanmugapriya, et al., 

2011). 

 

Biometric based:  

 Biometric technologies are defined as automated methods of verifying or recognizing the identity of aliving 

person based on a physiological or behavioral characteristics (Arpit, et al., 2011). 
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 The word "biometrics" is derived from the Greek words 'bios' and „metric‟; which means life and 

measurement respectively. This directly translates into "life measurement". Biometrics (or biometric 

authentication) refers to the identification of humans by their characteristics or traits (FabianMonrose , et al., 

2000). Biometrics is used in computer science as a form of identification and access control.  

 

Types of Biometric: 

 There are two types of biometric, they are Physical biometric and behavioral biometric, which are briefed 

below:  

 

Physical biometric: 
 Physical biometrics measures the inherent physical characteristics on an individual. It can be used for either 

identification or verification. An example of physical biometrics includes: 

 Fingerprint - analyzing fingertip patterns 

 Facial Recognition - measuring facial characteristics 

 Hand Geometry - measuring the shape of the hand 

 Iris Scan - analyzing features of colored ring of the eye  

 Retinal Scan - analyzing blood vessels in the eye 

 Vascular Patterns - analyzing vein patterns  

 DNA - analyzing genetic makeup 

 

Behavioral biometric: 

 Behavioral biometrics basically measures the characteristics which are acquired naturally over a time. It is 

generally used for verification.  Examples of behavioral biometrics include:  

 Signature - analyzing signature dynamics  

 Keystroke - measuring the time spacing of typed words  

 Gait – cyclic combination of movements that result in human locomotion 

 Lip Movement - dynamics of changes of visual features extracted from the mouth region 

 

 Keystroke dynamics is the detailed timing information that describes exactly when each key was pressed 

and when it was released as a person is typing at a computer keyboard. Keystroke dynamics is considered as a 

strong behavioral Biometric based Authentication system. When the user is working via the keyboard, we can 

identify the authenticity of the user. The authentication process is done by observing chunk in typing pattern of 

rhythms (Shanmugapriya, et al., 2009). We organized the paper as follows. In Section II we give background on 

Physical biometric authentication system for finger print and Behavioral biometric authentication for keystrokes. 

InSection III we give proposed system about multimodal biometric authentication system.  

 

Existing System: 

Physical Biometric Authentication System: 

 The increasing demand for reliable human identification system in large- scale government and civil 

application has boosted interested in the controlled, scientific testing and evaluation of Biometric system. The 

original finger print must be preprocessed in order to achieve high classification ratio. In the proposed system, 

original image is binarized, then the image is thinned using Block filter technique, finally set of interest lines, 

ridge endings and ridge bifurcations from the input finger print images, minutiae are extracted (De-Song Wang, 

et al., 2009, Jea, et al., 2005), and spurious elements in the original image were eliminated. The template has 

been created based on the feature extracted from the original finger print image. 

 Moreover, the accuracy of biometric-based systems may be affected by various factors: If a fingerprint is 

changed by a cut, a burn, or its moisture level, the system unable to identify the legitimate user. Additionally, 

when physical biometrics, such as fingerprints, are stolen, not only can they be used to falsely incriminate the 

innocent but also the legitimate owner cannot change them to prevent future impersonation attempts, whereas a 

compromised password can simply be replaced to prevent such attempts. Finally, acquisition of the biometric 

features may annoy the user since it requires interaction with special hardware ( AlonSchclar, et al., 2012). 

 Due to the variety in noise present in the fingerprint images acquired in practice, most fingerprint 

identification systems employ an enhancement stage to filter out as much noise as possible and work on the 

resulting cleaner image. An alternate approach is to try and extract the ridges and minutiae directly from the 

original image using a method that is insensitive to the noise present (Arpit, et al., 2011). 

Behavioral Biometric Authentication System 

 Behavioral Biometric Authentication Systems (BBASs) provide an inexpensive and effective security 

approach for authentication system based on password. Entry. In this section, we can consider keyboard 

behavioral characteristics. Combining regular password authentication with biometric authentication. Namely, 
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even if a password is stolen by a hacker, the password needs to be typed in the same manner it is typed by its 

rightful owner. (AlonSchclar, et al., 2012) 

 

 
 

Fig. 1: User enrollment in behavioral biometric user authentication systems. 

 

 Generally, biometric-based user authentication systems consist of the following modules: 

1) Event recording- captures events generated by user when the user is working in a system with input devices 

like mouse or keyboard; 

2) Feature Extraction - extracts features from the captured events such as the time each key was pressed and it 

was released; 

3) Classifier—during the construction, the classifier is trained according to the feature vectors. During 

identification, the constructed classifier is used to confirm the identity of the user according to feature vectors 

extracted from her keystrokes. There are many classifier be chosen, e.g., SVM (Support Vector Machine), GA 

(Genetic Algorithm), BPNN (Back Propagation Neural Network); 

4) Database—contains the behavioral characteristics of the users together with the classifiers. 

 

 
 

 Generally, keystroke dynamic features are based on the timing information of a key down/hold/up events. 

The following are the keystroke features, which is shown in Fig 2. Keystroke Features 

 Duration orDwell time is the time interval between a key is pressed and released (by considering individual 

keys)  

 Latency or Flight time is the time interval between releasing a key and pressing the next key (by 

considering 2 keys) 

 Digraph Latency is the latencies between two successive key down presses (time duration between pressing 

1
st
 key and 2

nd
 key) 

 Trigraph Latencyis the latencies between every three consecutive key down presses (time duration between 

pressing 1
st
 key and pressing 3

rd
 key). 

PROPOSED SYSTEM 

Working of Proposed System 

Figure 3 clearly explain the flow diagram of proposed system (finger print with keystroke dynamics). Proposed 

system is having two stages and two phases. The two stages are  

1. Finger print,  

2. Keystroke dynamics and two phases are  

 Enrollment, 

 Verification.  

 During enrollment phase (In fig 3, enrollment phase is shown in hallo arrow), collecting the finger print 

samples and keystroke dynamic samples. During first phase (enrollment phase) in the first stage of proposed 

system, we are scanning the image of finger print and then extracting the features then that extracted features are 

stored in Fingerprint databases. In second stage collecting keystroke features like duration, latency, digraph 

latency and trigraph latency and store those values in keystroke database. First phase is completed with this after 
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collecting fingerprint samples and keystroke features and those collected values stored in corresponding 

databases. 

 During verification phase (In fig 3, verification phase is shown in filled arrow), In the first finger print 

stage, after scanning the fingerprint images, the features are extracted and those features are compared with the 

already stored fingerprint features in the fingerprint database. Comparison value is not matched then the user is 

invalid then we can reject the user. If it is matched then passes to second stage. In the second stage of keystroke 

dynamics, the user is typing the password via the keyboard, the events are recorded, and then key features are 

extracted after that those values are validated against the keystroke features stored in database. If it is not valid 

then we can say that the user is not valid simply we can reject the user. If it is valid then we can say that, the 

user is authenticated user. 

 
 

Fig. 3: Flow diagram of proposed system (finger print with keystroke dynamics). 

 

Data Collection: 

 In first stage, two finger print sample is collected from each user. One finger print from left hand finger and 

another finger print from right hand finger. During second stage, for left hand finger we have one password and 

for right hand finger we have another password. We have 10 trials for each password for each user. (i.e) the user 

has to type their password 10 times for data collection. That is for extracting the keystroke features like 

duration, latency, digraph, trigraph. 

 

Keystroke Feature Extraction: 

 The keystroke information is collected when the user is working via the keyboard that is if the user is typing 

the password through the keyboard, we are collecting the keystroke information. The table shows timing 

information of each key was pressed and it was released. For example we have taken the password of 

“greatjob”. The table 1 shows the pressing time of each key. We have taken the 10 trials for the same password 

“greatjob”. Press_pwd1 shows the timing information of the first letter”g” was pressed. Press_pwd2 shows the 

timing information of second letter “r” was pressed. Press_pwd3 shows the timing information of the third letter 

“e” was pressed. Like that it keeps on going and Press_pwd8 shows the timing information of the eight letter in 

our password “b” was pressed. 

 Table 2 shows the releasing time of each key of the password “greatjob”.  Release_pwd1 shows the 

releasing time of the letter “g”, Release_pwd2 shows the releasing time of the letter “r”. like that we can collect 

the information of the password of releasing time. 
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Table 1: Pressing time of password. 

 
 
Table 2: Releasing time of password. 

 
 

Table 3: Duration time of password. 

 
 
Table 4: Latency time of password. 
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 Table 3 shows the duration time of the password entry and table 4 shows the latency time of the password 

entry. Calculation of duration and latency time shown below 

Calculation of Duration time and Latency time: 

 The time difference between press and release time of single key is called duration time. 

Duration time of first letter “g”isRelease_pwd1 - Press_pwd1.  

Duration time of 1
st
 trial of first letter “g” is  

0.00000104167– 0.00000000000 = 0.00000104167 

Duration time of 2
nd

 trial of first letter “g” is 

0.00000118056 – 0.0000001157 = 0.00000116898 

Like that we can calculate the duration time. 

 The time difference between the consecutive keys is called latency time. (i.e release of the first key  and 

press of second key ) 

Duration time of 1
st
 trial is Release_pwd1 – Press_pwd2 

0.00000104167 - 0.00000414352 = 0.00000310185 

Like that we can calculate the latency time. 

We can calculate the mean of each letter of 10 trials and also Maximum and Minimum of each letter of 10 trials 

of duration and latency time. 

 

Classification: 

 Here we are using the Fuzzy set approach for classification .In the enrollment phase, we have collected data 

samples from the user and from that calculated the mean value of duration and latency time of password entry. 

During verification phase, after user has typed their password entry and from that we have calculated the latency 

and duration time and it should be checked against the mean value of each letter stored in database. Some times 

this won‟t give proper identification of user.Disadvantage of existing system approach is that they involve sharp 

cutoffs for continuous attributes. So that we are using fuzzy set approach. Fuzzy set theory is also known as 

possibility theory. It was proposed by LotfiZadeh in 1965 as an alternative to traditional two-value logic and 

probability theory. Fuzzy logic to allow “fuzzy” thresholds or boundaries to be defined for each category, rather 

than having a precise cutoff between Categories (Jiawei Han , et al., 2006). In our work, we have taken 

Minimum and Maximum time as boundary values.  During verification, the keystroke features like duration and 

latency time of password entry is calculated, then it should be checked against the range exists within minimum 

and maximum time of password entry of duration or latency time. Most important, fuzzy set theory allows us to 

deal with vague or inexact facts.  

 

Results: 

 In our experiment the result is taken for 100 users. Each user will type their password for 10 times. To 

ensure the comparability of the typing pattern of the different users we have instructed to try with common 

password and the result shown for the password of “greatjob”. It is shown in above tables 1 and 2. Keystroke 

information is stored in seconds. In our experiment duration and latency time are taken as keystroke feature. 

Mean, Minimum and Maximum time values are used to extract the keystroke feature. The graph for Pressing, 

Releasing time of password entries of single user is shown in below. 

 

 
 

Pressing time of password entry of single user 
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Releasing time of password entry of single user 

 

Conclusion: 

 Thus the novel approach for user authentication based on Fingerprint, User login credential, and keystroke 

dynamics of password entry was created. Proposed system is based on two phases they are, 1. Enrollment and 2. 

Verification for Finger print and Keystroke dynamics. Our work is multimodel biometric authentication system 

((i.e) it is combining the physical (finger print) and behavioral (keystroke dynamics) biometric system).  

Keystroke dynamics is based on fuzzy set approach, advantage of this is not using the sharp cut off values of 

user password entry timing information instead it is using the Minimum and Maximum range values for 

duration and latency time as keystroke feature. Based on this approach the accuracy level will be improved. So 

compare to existing system authenticating the user based on this approach will be producing more accurate 

results. 
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