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 Background: Over the past decade, wireless sensor network (WSN) and video 
streaming services have become more popular than ever. Even though video streaming 
protocols such as MPEG-4 H.264/AVC has gained popularity in WSN, confidentiality 
is crucial since most of the WSN’s applications are mission critical. This leads to the 
prerequisite of securely transmitting overdue video packets without degrading both 
network performance and video quality. Many literatures described the secured and 
energy- efficient video streaming over WSN, but none of them deals with the 
appropriate joint optimization of both video quality and energy consumption. 
Objective: This paper proposes an efficient Selective Encryption method with Modified 
Cuckoo Search (MCS), in order to optimize the best performance of energy, distortion 
and encryption of video streaming in WSN. In Selective Encryption, necessary video 
contents of frames are encrypted, which decreases the dependency overhead of adjacent 
frames. Results: The proposed MCS-RA provides the optimal transmission parameters 
which increase the energy-efficient transmission quality of video files. Conclusion: 
This paper performed the video content transmission in wireless sensor networks 
(WSN) with optimized transmission parameters to provide high-quality video service, 
code word security with limited energy distortion. Our simulation experiment has 
confirmed that a significant energy-distortion-encryption performance gain from the 
proposed approach is more effective than the existing techniques for encryption and 
resource allocation over the WSN for video streaming. 
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INTRODUCTION 

 
 With the outstanding characteristics such as power consumption, scalability to large scale of deployment, 
ability to withstand harsh environmental conditions and with the ability to gather multimedia information from 
surrounding environment, Wireless Sensor Networks (WSNs) have a strong interest in deploying WSNs for 
multimedia communication. A WSN can be defined as a network of a huge number of spread, small cost and 
little power consuming nodes, which can sense the environment and wirelessly communicate the information 
gathered to other nodes. Wireless sensor networks (WSNs) became one of the high-technology domains is 
providing the impetus for extending the capabilities WSNs for many new real time applications such as 
surveillance, object tracking, environmental monitoring, forecasting and health care. However, the challenge is 
how to handle the large degree of multimedia data using sensor nodes constrained in energy and security. Video 
streaming is also a most striking multimedia application in the future world. Moving of compressed images sent 
over the Internet and displayed at the receiver in the specified sequence of arrival is called video streaming.  
 Multimedia Streaming in Wireless Sensor Networks have tough requirements for end-to-end delay and loss 
during network transport (Satyajayant Misra, 2008). Earlier approaches categorizes the requirements of 
multimedia traffic at each layer of the network protocol stack and further classify the mechanisms that have 
been proposed for multimedia streaming in wireless sensor networks. New sensor node protocols to have 
developed that leverage cross-layer information and understand the requirements of real-time multimedia 
applications, while being aware of the limitations of the wireless sensor networks. WSNs are at risk to a range of 
attacks because these networks are often deployed in open and open to attack environments. Therefore, security 
aim is an essential aspect of WSNs.  
 To transmit the media content securely over the wireless sensor network, there is a need to make an 
effective technique for encryption, encoding with decoding and compression of data. Encryption has been used 
to make possible for the secret communication for defensive information. The challenging problem of 
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encryption is to keep the data integrity and authenticity.  The attacker can reduce the video quality should have 
resulted in the stoppage the playing of video.  Various encryption algorithms widely used for encryptions are 
DES, RSA, IDEA, AES, etc. Additionally, video compression is needed to shrink the amount of data needed to 
represent an image exactly, can be accurately transmitted. There are primarily two types of compression 
techniques namely Lossless Compression and Lossy Compression Technique. In Lossless Compression 
Technique, the original information can be recreated whereas in Lossy compression technique, it is not 
promising to re-establish the original signal.  
 Various multimedia compression and encryption techniques were used to diminish the computational 
requirements of video processing systems in (Amit Pande, 2012). The re-design of video coding blocks 
facilitates common compression and encryption, which also condense the computational requirements of 
multimedia encryption algorithms. Encryption to the video coding method was attained by re-design of 
individual video coding blocks followed by integration into a single prototype and hardware execution. An 
innovative encryption algorithm for video compression was projected earlier to replace highly confidential 
videos (Ajay Kulkarni, 2013). A well-designed video encryption algorithm should provide sufficient security, 
high computational efficiency and impose little impact on the compression efficiency. To maintain a balance 
between security and computational time, they shuffled the video frames along with the audio, and then AES 
was used to perform the selective encryption on the sensitive video code words. Using this approach unlawful 
viewing of the video file can be prohibited, and hence their algorithm offers a high level of security.  
 A recent architecture of object extraction and a robust application-layer protocol for energy-efficient image 
communication over the wireless sensor network was afforded (Duc Minh Pham, 2013) to integrate packet 
queue manage the scheme with built-in CRC.  This achieved high speed object extraction with least hardware 
requirement and little power consumption in image communication over WSN.  
 Intended for multimedia content protection, this paper suggests a new approach for secure multimedia 
communication over Wireless Sensor Network (WSN). The goal is to improve the video transmission quality 
and increase the content security, reduce the compression complexity and control the energy consumption over 
the multimedia transmission. Selective Encryption (SE) and Resource Allocation (RA) techniques are used 
appropriately over the WSN in order to reduce the compression complexity and dependency of frame 
encryption. Selective Encryption carried out by applying the encryption only on the position information of the 
video stream by replacing the encryption of large multimedia content. SE is taken only because the insignificant 
huge amount of information in decryption without the correct position information, which improves the 
robustness of multimedia content with transmission error by decreasing the encryption overhead and 
dependency of the frame along with the video frames. The proposed network resource allocation using MCS 
(MCS-RA) scheme enhances the energy-distortion-encryption performance by allocating energy resources and 
communication parameters powerfully. The rest of the paper is outlined as follows.  
 In Section 2, the previous works related to the video streaming with various approaches are explained. In 
the Section 3, problem statement of streaming media contents over wireless networks and the problems related 
to the Selective Encryption and Resource Allocation schemes in the earliest approaches are discussed. In 
Section 4, our proposed work is depicted with flow chart and explained. Section 5 explains about the basic 
concept of MCS and the proposed MCS-RA algorithm is explained in section 6. Simulation results are explained 
and concluded the results in section 7 and section 8 respectively.  
 
Literature Survey: 
 L.M. Varalakshmi et al (2013) have projected secure and selective encryption framework to optimize 
network lifetime and video distortion for an energy constrained wireless video sensor network (WVSN). From a 
security viewpoint, it was very essential to transmit valid and accurate data to surrounding sensor nodes and to 
the sink. However, securing sensor networks posed unique challenges because those tiny wireless devices were 
deployed in large numbers, usually in unattended environments, and were severely limited in their capabilities 
and resources like power, computational capacity, and memory.  
 Behrang Barekatain et al (2013) have predicted an excellent hybrid routing protocol GREENIE for data 
propagation which competently and successfully routed packets in a wireless mesh network. They intelligently 
employed proactive and reactive routing protocols based on the node mobility for efficient video streaming over 
WMNs and compared it with other routing protocols. In (Thomas Wiegand, 2003), Thomas Wiegand et al have 
projected an algorithm to play the compressed file, used by an inverse algorithm and concerned to generate an 
idea of that showed virtually the equivalent content as the original source video.  
 K.Thangaraj et al (2013) have used a dual queue scheduler algorithm for detecting congestion and finding 
the best parameter for video congestion detection. It was very imperative to detect congestion at once it arises. 
So far, many parameters were projected for identify the video congestion. Nour El Deen M.Khalifa et al (2013) 
have proposed a security schema for Wireless Sensor Networks (WSN) for real time multimedia streaming. 
Security level incorporated encrypted packet data used Advance Encryption Standard (AES) and engendered 
Message Authentication Code (MAC) used Cipher-based Message Authentication Code (CMAC).  
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 M. Yousof Naderi et al (2012) have examined a wide-ranging performance assessment of an Automatic 
Repeat Request (ARQ), Forward Error Correction (FEC), Erasure Coding (EC), link-layer hybrid FEC/ARQ, 
and cross-layer hybrid error control method over Wireless Multimedia Sensor Network (WMSNs). Their 
analysis illustrated that how wireless channel errors can influence the performance of multimedia sensor 
networks and how different error control scenarios can be valuable for those networks. Finally, it resulted in 
better perceived video quality at the cost of increasing energy. In Lianming Zhang et al (2011) have proposed a 
system skeleton and a guaranteed QoS model that was suitable for the WSNs. They developed a sensor node 
model based on virtual buffer sharing and envisioned a two-layer scheduling model used network calculus. They 
optimized network performances by designing sensible regulators and schedulers of the WSNs nodes.  
 Vana Jeliciˇ c´ (2011) has presented state-of-the-art of the most important PM techniques both for 
transceiver and sensor activity, focusing on the context and energy-aware multimodal heterogeneous WSNs 
with energy-consuming sensors, designed for smart video surveillance and smart gas detection. In, M.K. Jeya 
Kumar (2010) has planned the performance of the energy-aware QoS routing protocol in different performance 
metrics. The investigated performance metrics for the transmission of video and imaging data were like an 
average lifetime of a node, average delay per packet and network throughput. The network throughput for real 
time and non-real-time data was also analyzed. 
 Shuang Li et al (2010) have proposed an ETX- a greedy algorithm for selecting routes based on link costs 
that include both ETX and delay which enable multimedia data to be transmitted over sensor networks   by 
increasing throughput and decreasing jitter and end-to-end delay. Abderrezak Rachedi et al (2012) have 
proposed an energy efficient video streaming in Multimedia Wireless Sensor Networks (MWSNs) such as 
Efficient Dynamic Selective Encryption Framework (EDES) in order to reduce the energy consumption and 
increase the QoS while ensuring a secure multimedia traffic. In  Min Shao et al (2008) have proposed a 
challenge of Video Streaming over different wireless Networks against Cross-layer Dropping Attack. One of the 
advances had the dropping attack typically at the network layer, which most possibly based on IP on ad hoc 
network. The attacker could classify I-frames, P-frames, B-frames by evaluating the packet size. Further, the 
attacker can lessen the video quality without enlarged the number of packet drops by exploited the IP 
fragmentation knowledge. 
 
Problem Statement: 
 This section revises some necessary ideas and identified problems of video streaming. Multimedia/video 
contents are arranged into an order of series of packets to deliver it to the specified receiver is called video 
streaming. Some of the protocols namely User Datagram Protocol (UDP), Real-time Streaming Protocol 
(RTSP), Real-time Trans-port Protocol (RTP) Real-time Transport Control Protocol (RTCP) were exclusively 
designed to stream the video contents or media contents over the network channels (Min Shao, 2008). To send 
and store an efficient digital video file with the absence of redundant video data with the reduced bandwidth 
over the networks is called video compression. The objective is to obtain an efficient video file at the receiver 
with the original quality. The compression method begins by applying the suitable technique to the source video 
to produce a condensed file for transmission.  Various techniques used for video compression are MPEG1, 
MPEG 2, and H.264 and so on.  
 Different types of frames such as I-frames, P-frames and B-frames (Paramjeet Kaur, 2012) are the encoded 
frames for efficient video content transmission. I-frame (intra frame) is an autonomous because of its 
independent nature. The first frame in video file order is always an I-frame, which is the initial for transmitting 
the bit stream. I-frames are routinely included by the encoder at regular intervals. P-frame (predictive inter 
frame), makes references to parts of former I and other P frames to code the frame. P-frames generally needed 
lesser bits than I –frames. They are suffering against transmission errors due to the dependency on earlier P, and 
I frame. B-frame (bi-predictive inter frame), is a frame depends on both the earlier reference frame and future 
frame for decoding as well as encryption. 
 When try to transmit the group of frames (video) over wireless channels, there should be a requirement for 
allocating resources on the network. The challenging one is an optimization of transmission quality with secure 
multimedia content and energy consumption constraints. Minimum-security need for the encrypted frames is 
mentioned below in eq. (1), 
 

       (1)
 

 
 Where, B is the encryption block length, Si is the association set of encrypted code words for the ith frame. 
The overall energy consumption controls for video frames are pointed out in eq. (2) as,  
 

    (2)
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 Key length is the most-favored factor for video stream encryption, and it significantly protects the video 
content's transmission over the wireless channels.  If a larger block has selected for encryption, then there will 
be a more security level than the other blocks. There is an encryption cost increment while choosing the block 
which is having larger key length for encryption. 
 On the other hand, the second problem is the video compression technique could not deliver the expected 
output. The traditional video compression technique, Discrete Cosine Transform (DCT) used in (Wei Wang, 
2010) which is not delivering efficient results when compared with Discrete Wavelet Transform (DWT). 
According to unusual kind of threshold images, excess DCT coefficients obtained more Peak signal noise ratio 
(PSNR) rate and mean square error (MSE) rate than residue DWT coefficients. DWT has some advantages over 
geometric attacks and scaling attacks whereas DCT technique is not protectable to those attacks (Merry, R.J.E., 
2005). Network resource allocation through Unequal Error protection (UEP) is the other complexity, reported in 
literature. It has some fundamental limits and optimal strategies for message, and bit-wise unequal error 
protection (Shashi Borade Baris, 2008). In addition to that, a set of parameters (rate, retry limit, transmit power) 
should be optimized for resource allocation. The solutions anticipated for the optimization through Genetic 
Algorithm has slightly increased in the computational complexity. To reduce the computational complexity and 
allocate the suitable resources are the major concern in our scheme. In afterward sections the analysis exploits 
these problems to attain video quality with higher security and energy consumption during the transmission over 
the WSN.  
 
� Selective Encryption: 
 When perform the selective encryption on the video frame, there was a dependency of frames and 
encryption blocks at decoding of video frames. Therefore, an additional inter-frame dependency is introduced 
and causes to reduce the quality degradation in wireless channels. As a consequence, providing an accurate and 
proficient selective encryption algorithm to lessen the further encryption dependency overhead is a serious 
concern for secure multimedia content transmission over WSNs. 
 Fig.1 shows the frame dependency of decoding encryption dependency for a measured video frame, in 
which the encoder squeezes the video sequences in an order of, I, P, and B-frames. When try to decode the 
frames, I-frame is independent of other frames and P-frame relies on the previous decoded I-frame. In addition, 
the decoding of B-frame depends on the previously decoded I and P frames. 
 The dependency of frame encryption and decoding analysis is calculated by the following: 
From this, the decoding dependency and distortion reduction contribution is illustrated below, 
 

    (3)
 

 

 
 Where, E[D] is the expected distortion reduction after Decryption, α is the Packet or frame error rate, S is 
the Associate set of encrypted code word and G is the Ancestor frame set for a video frame in the decoding 
dependency graph. 

The packet error rate α can be calculated by the way of using frame length L and channel bit error rate c by 
the following, 
 

         (4) 
Where, e is Bit error rate and L is Frame length. 

From network resource allocation strategy, the energy-distortion performance of every video frame to be 
transmitted in a wireless channel can be mapped directly. 
 

         (5) 

 Where, μ is Network resource allocation parameter set, r, m, and Pt  denotes rate, retry limit, transmit power 
respectively. 
 
� Resource Allocation: 
 Resource allocation is an efficient and powerful scheme for video transmission applications over WMSNs, 
in order to achieve the greatest image quality with strict energy budget constraint. Single video transmission in 
wireless channels held resource allocation problem in the earliest approaches (Geoffrey Mainland, 2005). 
Resource allocation parameters are the combination of energy consumption needed to distribute video frames 
and packet loss rate. The leading resource allocation parameter is measured as the transmission power and the 
lesser important factors are the retry limits and transmission rate. Especially in WSN, a major concern 
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considered is to achieve with the limited computational resources for a large number of video frame's 
transmission. Energy consumption and packet error rate are associated with the transmission power.  
 UEP-based resource allocation approaches are used in selectively encrypted video frames to control energy 
budget constraint and has limited concerns on resource allocation. Resource allocation approach was mainly 
used to optimize the transmission parameters for I, P and B frame. We propose the Modified Cuckoo Search 
(MCS) to optimize the resource allocation parameter. Due to the simplicity and high-convergence rate of MCS 
algorithm, it is used to generate the random population and choose the current best transmission parameters by 
its fitness function. 
 

 
 
Fig. 1: Decoding and Extra Encryption. 
 

 
Fig. 2: Flow diagram of the proposed work. 
 
Proposed Methodology: 
 To improve the video transmission quality and to reduce the complexity, this paper offers the Selective 
Encryption (SE) and Resource Allocation (RA) techniques. After conversion of video file into frames, we 
considered the first frame as I frame and the adjacent frames are assumed as B and P frames according to a 
threshold value. Encoding and selective encryption are followed after these recognition of video frames. These 
all are comprehensively explained below. Fig.2 shows the flow chart of the proposed framework . 
 
Encoding and Selective Encryption of Video Frames: 
 The encoding process is performed by the exponential-Golomb and CAVLC entropy coding methods (Cyril 
Bergeron, 2005). An exponential-Golomb code or called as Exp-Golomb code is a universal code which is used 
to encode a nonnegative integer. Context-adaptive variable-length coding (CAVLC) (Min-Chi Tsai, 2006) is 
also a form of entropy coding used in H.264/MPEG-4 AVC video encoding. These both are carried at the same 
time for encoding the frames. After completing the encoding process selective encryption by AES algorithm is 
taken into account. 
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 Under the selective encryption, the decoding of every frame also depends on the successful decoding of 
encryption blocks. According to the encryption standard, decryption only depends on the encrypted blocks, and 
it produces the accurate results when the blocks are successfully encrypted. The proficient scheme design of 
Selective encryption algorithm should reduce the encryption dependency, and it may considerably compress the 
error flexibility and expected distortion reduction. All the parameters included rate, retry limit and power for 
each video frame depends on the packet error rate and energy consumption. By securely handling the blocks 
with frames and with the resource allocation technique, energy consumption and video qualities can be achieved 
significantly. 
 
� AES Encryption: 
 AES (Advanced Encryption Standard) is a secret key encryption algorithm it operates on a fixed number of 
bytes (Jawad Ahmad and Fawad Ahmed, 2012). The same steps are performed to complete both encryption and 
decryption in reverse order.  The AES algorithm operates on bytes, which makes it simpler to implement and 
explain. In our work AES algorithm is applied as below, 
 
if (current frame is I frame) 
{ 
   Encrypt every block presented in the frame // AES Encryption 
} 
else (P or B frame) 
{ 
  Perform Comparison of each block with “dependent I frame” 
 Just ignore all the matched blocks (similar blocks) with dependant I frame.  
 
do AES encryption on un-similar blocks 
} 
 
 In our scheme fixed 256 key size is applied to the blocks, and encryption takes place according to the code 
word presents in the block. After the encryption of video file, resource allocation is needed for the optimization 
of transmission parameters. That is explained briefly in the next section. 
 
Modified Cuckoo Search (MCS): 
 To optimize the transmission parameters for I, B, P frames, we propose the approach called Modified 
Cuckoo Search algorithm (MCS) (Walton, S., 2001). MCS is a powerful gradient free and fast optimization 
algorithm that outperforms the standard cuckoo search in terms of convergence rates, and it has been applied to 
optimize an unstructured mesh which reduces computational cost significantly. The aim of this algorithm is to 
use the new and potentially better solutions to replace worse solutions.  
 The MCS algorithm is inspired by the reproduction strategy of cuckoos. Cuckoos lay their eggs in the nests 
of other host birds, which may be of different species. The host bird may discover that the eggs are not its own 
and either destroy the egg or abandon the nest all together. This has resulted in the evolution of cuckoo eggs, 
which mimic the eggs of local host birds.  
Three idealized rules are, 
� Each cuckoo lays one egg, which represents a set of solution co-ordinates, at a time and dumps it in a 
random nest;  
� A fraction of the nests containing the best eggs, or solutions, will carry over to the next generation;  
� The number of nests is fixed and there is a probability that a host can discover an alien egg. If this happens, 
the host can either discard the egg or the nest and this result in building a new nest in a new location. 
� Information exchange between the eggs in an attempt to speed up convergence to a minimum. For each of 
the top eggs, a second egg in this group is picked at random and a new egg is then generated on the line 
connecting these two top eggs. 
 
 An important component of MCS is the use of Levy flights for both local and global searching. The Levy 
flight process is a random walk that is characterized by a series of instantaneous jumps chosen from a 
probability density function which has a power law tail. This process represents the optimum random search 
pattern and is frequently found in nature. When generating a new egg a Levy flight is performed starting at the 
position of a randomly selected egg, if the objective function value at these new coordinates is better than 
another randomly selected egg, then that egg is moved to this new position. The scale of this random search is 
controlled by multiplying the generated Levy flight by a step size α. In the MCS, the value of α decrease as the 
number of generations increases. 
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Modified Cuckoo Search Resource Allocation: MCS-RA: 
 To effectively optimizing the transmission parameters over the wireless sensor network the approach 
needed here is the resource allocation. The transmission parameters are the combination of transmission power, 
rate and retry limit. These three are interrelated and the result varies if there is any significant change on the 
parameters. Most probably bit error rate e is interrelated with these parameters. If e increases progressively, then 
transmission power and retry limit also varies consequently. So, our work optimizes the transmission parameters 
with the concentration on the bit error rate e, and there should be the best transmission over the wireless sensor 
network with original video quality and less distortion. Here the MCS algorithm is initiated by generating the 
population of n nests with discover the probability 0.3. The initial n nests are generated with the e values are 
chosen within the range to . Then the fitness function for the e parameter is calculated using eq. 
(6). The fitness value is calculated by the expected energy distortion reduction  with the expected energy 
consumption  which is needed to transmit the frames. Fitness function  is calculate by the following, 
 

    (6) 
 
The expected energy distortion of frames are calculated by following,      

    (7) 

    (8) 
 
Where,   

Substitute eq. (4) and eq. (2) in eq. (6) to calculate the fitness function. 
 After the calculation of fitness, sort the e values in descending order based on fitness function and generate 
new population by using the Levy Flights steps involved in MCS algorithm. Separate the nest (e) into two sets 
as top-most (e1) and bottom-most (e2) based on the Pd, for example, if pop size =10, then e1 = { 1, 2, …,7 } and 
e2 ={8,9,10}. To abandon the bottom nests e2 perform Levy flight from xi to generate new eggs xk. i.e. new e 
values are generated from its range. Since abandoning the nests can lose their e values, the newly generated e 
values are replaced in the bottom nests. As discover probability is applied before abandon the nests, best nests 
i.e. best e values are escaped to top nests; however, this process keeps the best e values safe. For all the top 

nests, perform Levy’s Flight to generate new egg  based on the nest. Levi Flight calculates the step size, ∝= 

A/√G, where, A Є (1, 2, 3) and G is the no. of generation considered in MCS. To update a e value from the top 
nest, fitness of  is compared with the fitness of; when the fitness of  is better than the fitness of , top 

nest is updated. This process scrutinizes the search space, since the best position only can replace the 
population. Therefore, information between top nests and bottom nests are shared in order to avoid the incoming 
of worst e values into the new generation. This process is repeated until the no. of generation (G) is completed 
and selected the top most e value as optimized transmission parameter. Then the transmission parameters are 
allocated for frame transmission by considering different importance levels of, I-B-P-frames.  
 
Simulations and Discussions: 
 In this section, the performance of the MCS based resource allocation (MCS-RA) is shown and compared 
with traditional resource allocation approaches. The selective encryption in terms of the amount of selectively 
encrypted video frames and the proportion of encrypted frames to a total number of frames was also 
evaluated. This proposed frame work and experimental results was implemented in MATLAB simulation tool. 
Initially, the video frames were compressed as to be flexible in simulation tool and selected from the input video 
file. Then the compressed video file was converted into intra-prediction, inter-prediction, and bi-prediction 
frames and the frame rate is 30 fps. The context adaptive variable length (CAVLC) coding scheme was used as 
the entropy coding technique and well-built block-based AES encryption scheme was utilized to secure the 
media content. The encryption codeword was 256 bit key length and the bit error rate in a wireless channel 
taken in between the range  to . The default channel loss and the channel bandwidth taken were 90 
dB and 1 MHz consequently. 
 Fig.3 shows the performance of expected end-to-end distortion subsequent to transmission, decryption and 
decoding of video contents over the wireless channel.  The encryption-distortion gain of our proposed scheme is 
evidently compared with the other traditional schemes, particularly with higher bit error rates. The graph is 
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obtained by comparing our proposed approach MCS-RA with the other traditional approaches namely EEP 
based and UEP based resource allocation with the selective encryption scheme UEP (GA). In the traditional 
schemes, the selective encryption algorithm disregarded the prospective transmission bit errors and packet 
losses in wireless transmission scenarios.  Furthermore, the traditional encryption scheme established a huge 
extra encryption dependency overhead, and these additional dependencies may rigorously reduce the error 
resilience of the whole video stream transmission. With EEP-based resource allocation, the communication 
resources such as transmission power were allocated uniformly among the video frames lacking allowing for the 
visual decoding importance. In the UEP-based resource allocation, the further significant video frames in terms 
of distortion reduction and decoding dependency were delivered with higher communication energy in an 
attempt to get better quality gain.   
 

 
 
Fig. 3: End-to-end distortion performance with Selective encryption in wireless channels. 
 
 In our scheme, the performance of selective encryption has diminished the encryption dependency of video 
frames. The proposed encryption scheme shrinks extra encryption dependency overhead extensively, leading to 
an error resilience enhancement. Fig.4 expresses the ratio of encrypted bits for each video frame as well as the 
overall stream of encrypted bits to the video frame length. The compressed I frame bit stream has intra-
prediction mode bits and the intra-prediction residue DWT coefficient bits. In the compressed B and P video-
frames have the important codeword bit with the motion vectors and the inter-prediction residue DWT 
coefficient bits. Always, I frame has stretched frame lengths and more residue DWT coefficient levels that are 
considered necessary to encrypt the B/P frames. This case at most due to the independent of frame i.e. decoding 
of each intra-predicted I frame depends merely on the successful decoding of I frame itself.  However, the B and 
P frame progresses the compression performance by the dependency of previous/bidirectional frames.  
 

 
 
Fig. 4: Selective encryption bit overhead analysis for IPB video frames. 
 
 This paper declares that the selective encryption not only reduces the encryption dependency of frames, but 
also it offers to save the time taken to encrypt the code words.  In Fig.4, the number of total encrypted bits to the 
number of bits presented in each video frame along with each selective encryption is illustrated.  Here selective 
encryption is performed by the taken of AES encryption approach. The graph effectively proved that the 
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selective encryption of bits presented in each video frame over the total number of bits will minimize the 
encryption and time complexity.  
 According to the results showed in fig.4 and fig.5, the important codeword information accounts for 19.8% 
of the total bit stream for encrypting the intra-predicted I frame. For P or B frames with more efficient inter-
prediction, a percentage of 10.8% and 4.8% of the total bit stream are achieved for effective encryption, 
respectively. Thus, encryption-distortion performance gain is realized by our proposed channel-aware priority-
based selective encryption scheme. A considerable high energy-distortion gain up to 10 dB is attained by 
performing network resource allocation differently among different frames.   
 

 
 

Fig. 5: Analysis of effectively encrypted bits over total   bits in each selective encryption of I-P-B frames. 
 
 The projected resource allocation plan increases the energy-distortion-encryption performance beside 
various traditional resource allocation approaches of in wireless sensor networks. In Fig.6, the high expected 
distortion performance is obtained when the search space of MCS is increased. More search space can be 
covered by increasing the population and generation values; however it also increases the search complexity. 
The five sets of search complexity are provided in the table and in the final set of search complexity stage, the 
high expected distortion is achieved. The designed graph briefly explains that the MCS achieved the significant 
performance with the lesser number of searches.  
 

 
 
Fig. 6: Projected distortion performance through MCS-RA with increased set of search complexity in wireless 

channels. 
 
 In Fig.7, we show that the energy-distortion performance gain of the proposed MCS-RA based resource 
allocation approach, which illustrates the comparison between the video frame delivery performances.  
 In Fig.7, we show that the energy-distortion performance gain of the proposed MCS-RA based resource 
allocation approach, which illustrates the comparison between the video frame delivery performance with 
typical UEP and EEP based transmission strategies. With MCS-RA and limited energy budget, the bit error rate 
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of importance I frame decreases while the unimportant B and P frames slightly increase compared to the 
traditional scheme. However, by means of MCS-RA, the overheads of the increased P and B frame error rates 
should not affects the I frame error rates in terms of the total distortion reduction. With the MCS-RA, the most 
very important video frames in terms of distortion reduction and decoding dependency are distributed with 
higher communication energy and unimportant frames are transmitted with conventional network resource 
allocation parameters as an attempt to improve the quality gain. The proposed method can achieve a noticeably 
high energy-distortion gain up to 10 dB than the EEP method of (Wei Wang, 2008) by performing network 
resource allocation with the proposed MCS-RA in the WSN. Moreover, our MCS-RA method tries to improve 
the gain up to 1.5 dB than the traditional resource allocation method, UEP (GA).  
 

 
 
Fig. 7: Analysis of estimated distortion performance of MCS-RA with other resource allocation approaches in 

wireless channels 
 
Conclusion: 
 This paper performed the video content transmission in wireless sensor networks (WSN) with optimized 
transmission parameters to provide high-quality video service, code word security with limited energy 
distortion. In this paper, a framework was presented to optimize the energy, distortion, and encryption 
performance of video file transmission over wireless sensor networks. An efficient selective encryption scheme 
was proposed to reduce the encryption dependency of video frames and in order to improve the video quality 
along with high bit error rate. Our work also proposed a new resource allocation scheme MCS-RA to optimize 
the selectively encrypted video transmission and to achieve the highest distortion reduction over the video 
frames in wireless channels. Our simulation experiment has confirmed that a significant energy-distortion-
encryption performance gain from the proposed approach is more effective than the existing techniques for 
encryption and resource allocation over the WSN for video streaming. 
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