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 In MIPv6 network most of the HA load balancing deals with Dynamic Home Agent 
Address Discovery (DHAAD). Load balancing of multiple Home Agents (HAs) has not 

been standardized. Our contribution in this paper, Dynamic HA selection with Load 

Balancing mechanism (DHSLB) mechanism is categorized into two phases. First, we 
introduce HA selection based on preference value and load. Second, we analyze various 

loaf balancing scenarios and propose a suitable load balancing method based on load 

balance index to reduce overloading situation. DHSLB is compared with existing 
MIPv6 as well as VHARP mechanism and it is observed from simulation results that 

our proposed scheme significantly improves the performance of load balancing. 
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INTRODUCTION 

 
 Future generation Network Mobility (NEMO) is supported by a standardized protocol named Mobile IPv6 

(MIPv6) developed by the Internet engineering task force (IETF). MIPv6 supports continuous connectivity of 

Mobile Nodes (MNs) whenever its location gets changed. Two peers are united in this network through HA 

which maintains the binding information. HA intercepts the packets addressed to the MN, encapsulates such 

intercepted packets and tunnel them to the primary Care-of-Address (CoA) of the MN (Wakikawa, 2006).  

 HA maintains a Binding cache (BC) entry and a separate HA list. BC is a limited size storage to record 

information about the current location of MN. HA is given finite space for caching and the system will reach 

high hit ratio when a single HA serves as an exclusive connection between the MN’s and Correspondent Nodes 

(CNs). In this case, however the load on this HA will be exorbitantly high and it may cause packet loss, traffic, 

bottleneck (Ng, 2007), or even single point of HA failure (Perkins, 2002). As the number of MNs increases, 

scalability also becomes a major challenge. This is due to MNs relying on HA for reachability. To overcome 

such problems MIPv6 protocols avoids triangular routing and incorporate enhanced Route Optimization (RO) 

mechanism with increased security, mitigated handoff delay and reduced signaling overhead (Arkko, 2007). RO 

allows the MNs to communicate directly with its peer and thus reducing the HA load. However, the MN 

registers its primary CoA in HA and initial contact with its peer is achieved only through HA. The Multiple HA 

support feature (Hongbo et al, 2007) of MIPv6 is a solution to address the above stated problems. The 

deployment of multiple HA on the home link alone will not be an effective solution. These HAs should be 

equally utilized via HA selection and the load should be balanced among HAs within the network. The 

coordination between HAs is essential for both HA selection and load balancing strategy which is supported by 

HAHA protocol (Jong-Hyouk, 2007). 

 The remaining paper comprises of the related work in this particular area. Proposed HA selection is 

explained in dynamic HA selection, HA load determination, information acquisition and selection algorithm. 

Proposed HA load balancing is illustrated in load balance index, MN admission control mechanism and load 

handover reinforcement. Experimental results are verified in load balance index validation and performance 

analysis. Finally, the paper is concluded. 
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Related Work: 

 The communication between MN and its peer is accomplished through HA in mobile IP. When the MN 

visits foreign network, it configures CoA (Koodli, 2009), performs Duplicate Address Detection (DAD) (Moore, 

2006), executes Dynamic Home Agent Address Discovery (DHAAD) (Perkins, 2011) and finally registers its 

binding with HA through BU request message. DHAAD is initiated by the MN to select HA and generally the 

home agent nearest to MN is selected based on the preference value (Johnson, 2004). Global dynamic Home 

agent discovery selects the HA nearest to the current HA (Yun-Sheng, 2006). In Global HA to HA protocol, the 

selection of HA is based on routing topology (Wakikawa, 2010). The HA should be selected by a MN in such a 

way that it assures secured binding information. We propose a selection strategy based on diverse load vector. 

  The overloading of HA causes binding loss or lack of binding information renewal. The binding 

association may get disconnected and also it makes easier for the attacker to spoof the information when packet 

drops. So an efficient load balancing is necessary to maintain binding connectivity. Load balancing for 

distributed HA will work only if all HAs located in a single subnet (Deng, 2004). Inter HA reliability and load 

balancing is achieved by Local HA to HA protocol (Devarapalli, 2006). It mainly focuses to balance the load at 

the time of HA failure. The HA load sharing approach is discussed by Wolfgang & Ivano with integrated 

bootstrapping scenario (Wolfgang & Ivano, 2006). In (Florian, 1999) HA load balancing is based on DHAAD in 

which the MN selects least loaded HA while registration. Hybrid load balancing among multiple HAs is defined 

in (Hui Deng, 2004) with a new protocol. In both (Florian, 1999) and (Hui, 2004) load balancing is achieved by 

backup HA. The message overhead is reduced and the load balancing is transparent using VHARP in (Jahanzeb, 

2005). The implementation details of VHARP protocol is listed in (Jahanzeb, 2005 & Jahanzeb, 2008) also uses 

VHARP solution for load balancing. In all the above approaches load balancing is initiated by MN.  

 This paper proposes DHSLB mechanism with a dynamic HA selection algorithm and load balancing 

method which is initiated by both MN and HA in different situations. Moreover balancing of load in HA is 

transparent to both MN and HA.  

 

Proposed HA Selection  

Dynamic HA selection: 

 Our approach is to select a HA not only based on the preference value but also with varying load scenarios. 

HA selection based on load is one way to avoid overloading situation. First the load is determined by load 

vector and then MN attains such information from Edge Router (ER). After acquiring the required information, 

the HA is selected using a selection algorithm. The load calculation, information acquisition and selection 

process is elaborated as follows: 

 
Fig. 1: System architecture. 

 

HA load determination: 

 The load is weighted based on selected parameters. The load function is evaluated as 

 

𝐿𝐻𝐴𝑥
 𝑃 =  𝜌𝑖

𝛽
𝑖=𝛼             (1) 

 

 Where 𝐿𝐻𝐴𝑥
 𝑃  stands for the path from HA to MN and it consists of node 𝑛𝛼  to node 𝑛𝛽   with diverse load 

parameters 𝜌𝑖 . We consider bandwidth and binding cache space utilization parameters to estimate the load. The 

Binding cache space deployment is given as 𝐵𝐶𝐻𝐴
𝑆 . The HA can serve only finite bandwidth since whole 
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network will be collapsed due to overloading. Bandwidth is considered as the transmission cost measured by the 

total bytes transferred between MN and HA. The average packet size multiplied by the rate of packets sent or 

received at a home agent determines the bandwidth consumption per home agent. Bandwidth utilization for a 

single CoA in the BC of HA location l is calculated as 

 

𝐵𝑊𝑖 ,𝑗 ,𝑙
𝐶𝑜𝐴 =  𝛽 ∗ 𝑑𝑖 ,𝑗 ,𝑙 ∗ 𝐿𝑇𝐶𝑜𝐴                (2) 

 

𝐵𝑊𝑡𝑜𝑡 =  𝐵𝑊𝑖 ,𝑗 ,𝑙
𝐶𝑜𝐴 ∈    𝑀𝑁,𝐻𝐴 ,  𝐻𝐴,𝐶𝑁   𝑖 ,𝑗                  (3) 

 

 Where (i,j) represents the node pair  𝑀𝑁,𝐻𝐴 ,  𝐻𝐴,𝐶𝑁  , 𝛽 is the bandwidth allocation for that particular 

link, 𝑑𝑖 ,𝑗 ,𝑙  indicates distance between the node pair (i,j) with respect to the HA location l which is determined by 

the number of hops, 𝐿𝑇𝐶𝑜𝐴  depicts the lifetime of a CoA and 𝐵𝑊𝑡𝑜𝑡  is the total bandwidth utilization of a HA .  

 

Information Acquisition: 

 MN initiates Home Agent Address discovery message through ICMPv6 HAAD request message of type 

144 to HAs anycast address (Johnson & Deering, 1999). All the MNs send HAAD request to HA through 

ICMPv6 message of type field value 144.  Here it is sent to ER, where the destination address of HAAD request 

message belongs to ER. Fig. 1 depicts the ER as border router in system architecture. The use of ER reduces the 

handoff latency and message overhead during the selection of a HA. The calculated load of each HA should be 

coordinated among themselves via HA list. Previously, the HA list constitutes only the link local IP address, 

global IP address, preference value and life time but we have modified it with additional load value. The 

modified HA list is tabulated in Table 1. The HAs arranged in HA list with higher preference value. Now, 

HAAD reply message to MN from ER contains information such as preference value that determines the hop 

count and evaluated load of each HA.  

 
Table 1: Modified HA list format. 

HA ADDRESS PREFERENCE 
VALUE 

LIFE TIME 
(sec) 

LOAD 

fe80::a45:f83d:5761:6a5f 9 214 0.8 

   fe80::e21:ac8:2461:32b7 7 123 0.5 

fe80::3b0:38fe:f721:c48e 4 400 0.7 

fe80::a45:f42a:5261:6b2f 3 350 0.6 

 

Selection Algorithm: 

 To be considered every HA must meet the minimum criteria for the MN to get registered. That is, 

 

 𝐻ℎ  |𝐿𝐻𝐴𝑥
< 𝜃𝑋               (4) 

 

 Where  𝐻ℎ   represents the set of home agents, 𝐿𝐻𝐴𝑥
 is a load for HA and 𝜃𝑋  is the threshold for load X.  

 

 

 

 

 

 

 

 

 

 

Fig. 2: HA selection algorithm. 

 

 Fig. 2 illustrates an algorithm to select HA. The HA selection is processed based on the HA list. Subsequent 

to information acquisition process the MN checks two conditions, the lifetime of BU should be less than the 

determined HA lifetime and the preference value of HA greater than zero. If both the conditions are satisfied 

then the selection process follows based on 𝜃𝑋  else the HA is rejected. Finally, the HA is selected only if the 

calculated load is less than the determined threshold else the selection process is continued for the next HA list 

entry and so on. 

 

HA Load Balancing: 

 Various load balancing scenarios are analyzed and finally we propose an efficient load balancing technique 

based on load balanced index.  

1:  ER sends HA address list to MN 

2: MN checks BULT < HALT and Pf > 0 

3:  Select HAi such that,  

a. Highest preference value 

b. LHAx < 𝜃𝑋  

4:  MN sends BU to the selected HAi  

5:  End  
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Load Balancing index: 

 The resource balance in a network is measured using the key element balance index in load balancing. It is 

defined as, 

 

𝜑1 =
  𝜌𝑖𝑖  2

𝐻  𝜌𝑖
2

𝑖
              (5) 

 

 Where H is the number of  neighbouring  HAs over which the load can be distributed. 𝜑1 is the correlation 

factor between the load vector [𝜌𝑖 ,…… . ,𝜌𝑚 ]. If all the HAs in a network constitutes the same load level, then 

𝜑1= 1. The target of load balancing is to maximize 𝜑1i.e. 𝜑1 ≃ 1. Consider a scenario with a new MN enters 

into the network. It follows the HA selection mechanism but the choosen HA is overloaded. In such cases it 

considers the other nearest HAs with highest preference value. Given that  𝜌𝐻𝐴1 = 0.8,𝜌𝐻𝐴2 = 0.5, 𝜌𝐻𝐴3 =
0.7,𝜌𝐻𝐴4 = 0.6  are the current loads of HA1, HA2, HA3 and HA4 respectively. If the new user attaches such 

HA’s then the added load becomes  ∆𝜌𝐻𝐴1 = 0.1,∆𝜌𝐻𝐴2 = 0.4, ∆𝜌𝐻𝐴3 = 0.3,∆𝜌𝐻𝐴4 = 0.2 . The new MN will 

attach to the HA3 based on the highest balance index  𝜑1 = 0.9. Thus HA3 becomes overloaded with 𝜌𝐻𝐴3 = 1 

and hence the incoming MNs are connected to other remaining HAs. 

 Different MNs will generate different load when connected to various HAs across the network. In heavily 

loaded sytem if 𝜑1tries to evenly distribute the load with max 𝜑1, which leads to a situation where all HA’s will 

get overloaded. If the load between HAs is not balanced and if all the HAs are not in overload situation it may 

be suggested to take a constrain that 𝜌𝑖<1 while trying to maximize  𝜑1to accommodate the revealed limitation. 

It can be a good solution for lightly loaded system but it is not acceptable for heavily loaded system. Our 

concept is to avoid overload or to reduce overloading situation in HA. The objective of our approach is to detect 

overloading situation and redistribute the load equally within the HAs in the network. The system is said to be 

balanced if all the HAs have load below a specific threshold 0<𝜃𝑋<1. This condition is motivated to avoid 

gratuitous load balancing operations that causes resource wastage and undesired handovers. In the above 

situation the HA reserves 1- 𝜃𝑋  amount of resources. Based on this a new balance index is proposed, 

 

𝜑2 =  𝑚𝑎𝑥 𝜌𝑖 − 𝜃𝑋 , 0 𝑛
𝑖=1             (6)  

 

 If  𝜌𝑖> 𝜃𝑋 , then 𝜑2> 0 and with the greater 𝜑2, the HA is closer to overload situation. However 𝜑2> 0 

doesnot mean an overload status because 𝜑2 may be greater than 0 but 𝜌𝑖 is less than 1 for all values of i. The 

main objective of proposed load balancing approach is to minimize 𝜑2. 

 

MN Admission control mechanism: 

 MN has to register its current point of attachment i.e. CoA to the selected HA. The MN is categorized into 

three : MNongoing, MNnew  and  MNold..  MNongoing represents the MN which is under current operation to update its 

detail.    The new MN to be registered is MNnew  and  MNold    is in stay position. HA receives BU from MN and 

checks for its authentication. For unsuccessful authentication process, the BU is rejected else it checks whether 

the Home Address (HoA) already exist in BC. The information is updated if HoA survives else it should be 

registered as a new binding association record. The admission control mechanism is employed for MNnew to 

avoid overload situation. The MN is accepted by HA only when the load is less than threshold 𝜃𝑋 . If the 

incoming BU is from MNongoing at the time when load is greater than 𝜃𝑋 , then it is more preferable to reject new 

registrations from MNnew  rather than to drop MNongoing.  

 The flowchart in Fig. 3 describes the MN registeration with HA. Once the HA receives BU from MN, 

subsequent to authentication and authorisation process it checks for the Home Address (HoA) of BU in the 

binding cache. If present then it  is  adapted to changes else it is MNnew and the procedures as said are to be 

followed. When the load of HA is greater than 𝜃𝑋 , HA is subjected to load balancing mechanism. 

 

Load handover reinforcement: 

 MN Admission control is one of the first step in load balancing process since it deals with the incoming 

new mobile node, MNnew. Apart from admission control it is necessary to detect and handle imminent overload 

situation by a mechanism known as handover reinforcement. The main role of this mechanism is to find out the 

heavily loaded HA in a network and force them to handover to a suitable least loaded HA. The set of appropriate 

MNs and target HAs should be determined to fabricate the output of handover reinforcement mechanism.  

 Let MN =  𝑀𝑁1,𝑀𝑁2 ,……… . ,𝑀𝑁𝑛    be the set of MNs connected to heavily loaded HA. The number of 

neighbouring HA’s is denoted as HA =   𝐻𝐴1 ,𝐻𝐴2,……… . ,𝐻𝐴𝑛   and the current load for neighbouring HA is  

𝜌 =  𝜌𝐻𝐴1 ,𝜌𝐻𝐴2 ,… ,𝜌𝐻𝐴𝑛  . While the load of HA0 is greater than 𝜃𝑋 , the load balance index 𝜑2 should be 

minimized in such a way that MNi is moved to 𝐻𝐴𝑗 . The move (i,j) for a MNi of overloaded HA0 to a suitable  
𝐻𝐴𝑗   for load balancing is identified by 



5                                                                                    A. Avelin Diana, 2014 

Australian Journal of Basic and Applied Sciences, 8(6) April 2014, Pages: 1-7 

 

move  i, j = arg min(i,j) φ
2
 0, i, j              (7) 

 

Where,  

 

φ
2
 0, i, j = max ρ

HA 0
− wi0 − θX , 0 +  max  ρ

HAj
+ wij − θX , 0 +  max  ρ

q
− θX , 0    q≠ 0,j                   (8) 

 

 Here Wij is the load contribution of MNi to a suitable 𝐻𝐴𝑗 . If the MNi is not within the coverage area of 

 𝐻𝐴𝑗   then Wix= ∞.    

 
Fig. 3: MN admission control mechanism. 

 

Experimental Results: 

Load balance index validation: 

 The performance of DHSLB is compared with MIPv6 and existing VHARP. BC space deployment 

represents the number of entries in HA and it is made equal for all the HAs within our network. The total 

number of binding entry allocation is set equal in all the configured HAs within the network. It is to be noticed 

that when the number of HA changes, the balance index also gets altered. We kept the same network 

configurations to evaluate both 𝜑1  and 𝜑2. Balance index 𝜑1is maximized and 𝜑2 is minimized to balance the 

load between HAs. As the number of MN registration increases, the performance of  𝜑1 is worst that exposes 

clearly its limitation. Fig. 4 shows the maximum imbalance ratio of different HAs for two load balance indices. 

This figure affirms the efficiency of 𝜑2 over 𝜑1. The balance index 𝜑2 value for the number of HAs is presented 

in Fig. 5. It shows that the balance index for all HA is maintained similar with slight deviations. 

 

 
Fig. 4: Load imbalance ratio based on balance index 
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Fig. 5: balance index 𝜑2 for HA in the network. 

 

Performance Analysis: 

 DHSLB shows exclusive performance in HA selection and MN admission control mechanisms since load 

factor is taken into consideration for evaluations. Home registration is the primary CoA registration of MN to 

the selected HA. The usage of ER has reduced registration time which is verified in Fig. 6.  

 

 

 
Fig. 6: Home Registration time for the MN arrival rate 

 

 Overloading of HA causes congestion in the link and packets gets lost. As a result BU message does not 

reach the destination and the information cannot be updated. Thus the current location of MN is not identified 

by CN and the binding association is disconnected. DHSLB mitigates the BU packet loss and provides secured 

binding connection. Fig. 7 compares the BU packet loss of our approach with previous techniques. 

 
Fig. 7: BU Packet loss (%) for the varying traffic load (ρ) 

 

 Fig. 8 illustrates the total number of messages exchanged by different approaches. It could be observed that 

in DHSLB the total number of exchanged messages is comparatively low. The reason behind the obtained result 

is that other approaches use DHAAD with HA as destination but here we use ER as destination. 
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Fig.8: Total number of messages exchanged in 100s 

 

Conclusion: 

 In this paper we introduced ER in the network that handles modified HA list and HA selection is based on 

the threshold value. Our load balancing approach uses MN admission control mechanism and load handover 

reinforcement based on load balance index. The key of our approach is handover reinforcement that handles 

ominous overload situation. The simulation test was conducted for the performance of DHSLB over MIPv6 and 

VHARP. It clearly shows that DHSLB is efficient in terms of  reduced packet loss, minimal home registration 

time and reduced exchange of messages. 
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