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 The objective of initializing and making use of the cryptosystem is to conceal the 
data from being used by the attackers. The existing Fast Discrete Fourier Spectra 
removes all the algebraic attacks on stream ciphers but major problem occur in 
determining the spectral immunity. Stream cipher depends on the degree of 
destroying the attacks completely; it refines only the DFT spectral properties of the 
series generated by Boolean functions.  Genetic Algorithm (GA) is a class of 
optimization algorithms. The issues related to Spectral immunity can be addressed 
using the genetic algorithm by designing a simplified genetic process. To overcome 
the spectral immunity issues, GA with pseudo-random series has been proposed. It 
encrypts a stream cipher for determining the spectral immunity in a better way. In 
encoding process the GA with pseudo-random series follows selection, crossover, 
mutation, and evaluation operations on stream cipher.  The same operations of GA 
are performed during decoding process. To measure the validation of Genetic 
Operations, GA is introduced to the spectral immunity problem. The result proves 
the efficiency of GA with pseudorandom series to dynamic assistance towards un-
breaking of ciphers. The GA splits the key set from the small input texts on stream 
ciphers during decoding process. During the evaluation process, finds the exact 
key’s length, key with controlled accuracy and high data security in GA with 
pseudo-random series method when compared with the Fast Discrete Fourier 
Spectra approach on stream cipher. 
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INTRODUCTION 

 
Cryptography offers resourceful mechanism to safeguard the information in greater number of areas 

namely, providing security for personalized data, safekeeping of medical data, securitizing the overall network 
and internet from malicious attackers by applying encoding and decoding process. The process of encoding 
involves the conversion of a plain text, the original data into cipher text whereas the decoding performs the 
reverse part. An encoding (or ciphering) algorithm along with a key is used in the encoding and decoding of 
stream ciphers. The role of the type and the size of the keys play a vital role in providing the security provided 
by the algorithm. 

The two types of cryptographic methods are symmetric cryptography and asymmetric cryptography. By the 
name implies, the symmetric cryptography equips the same key for purpose of encrypting and decrypting 
whereas the asymmetric system uses two different keys, one for encryption called as the public key and the 
other for decryption also referred to as the private key. Due to the high performance involved in symmetric 
cryptographic mechanism, it uses to encrypt the private data and key distribution and digital signature is the area 
where asymmetric cryptographic mechanism is involved.  
 

 
Fig. 1.1: Basic Encoding and Decoding process. 
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 The fig 1.1 shows the message being a plain text send by the sender which is encoded using the secret key. 
The cipher text is passed to the receiving end through a channel which is again decoded using the similar secret 
key. On the receiver side the cipher text is decoded using the same secret key. The generation and representation 
of cipher text is in the form of block. The plain text in stream cipher is encoded bit by bit whereas in the block 
cipher the data is encoded by dividing it into blocks of predefined size. Proposed GA with pseudo-random series 
method follows the stream cipher process. 
 Many research areas have conducted the data encoding techniques in the literature. Only certain researchers 
have contributed the genetic algorithm related to information security. Guang Gong.,et al., 2011 introduces the 
new fast selective DFT attacks which are directly related to the fast algebraic attacks. The selective DFT attack 
is more efficient than known methods when the number of observed consecutive bits of a filter generator is less 
than the linear complexity of the sequence but fails in determining the spectral immunity with enhanced 
algorithms. 
 In this work, presents a GA with pseudo-random series on stream cipher for determining the different 
spectra’s. GA considers the problem of optimizing the possible solutions that are implicit or explicit in nature in 
the specific environment. The measure of changes of an individual is largely influenced by the presence of the 
fitness function evaluated on a GA with pseudo-random series method. Correspondingly, a set of feasible 
solutions takes the place of population organisms in GA with pseudo-random series method. An individual in 
GA with pseudo-random series method comprises of binary numbers or string derived from finite set. The 
individual in the population denotes a specific solution to spectral immunity problem.  
 The rest of the paper is organized as follows. Section 2 describes about the different surveys with their 
limitations. Section 3 details the GA with pseudo-random series over the stream cipher with different spectral 
values. Section 4 presents the experimental results to improve the privacy on various spectral values on stream 
cipher using the GA. Section 5 evaluated the results and discussion quantitatively. The final section summarizes 
GA with pseudo-random series work over Fast Discrete Fourier Spectra on stream cipher. 
 
Literature Review: 
 Shujun Li.,et al., 2008 presented with the scrambling scheme based on the images shows that the scheme is 
not prone free from different cryptographical types of attacks that consists of cipher text attack, chosen plain 
text attack, and chosen cipher text attack. In order to degrade the quality of plain images, a model called 
perceptual model of encryption in secured form was also presented. Xiaojun Ruan., et al., 2012 Message 
Passing Interface (MPI) implementation protect confidentiality of messages communicated among nodes of 
clusters in an unsecured network fails in considering the numerous strong and efficient cryptographic algorithms 
like the Elliptic Curve Cryptography in ES-MPICH2. 
 The random oracle technique as suggested by Huaqun Wang., 2009 using ring signature provides with the 
ambiguity on part of the signer that provides security only with the chosen message attack. When compared to 
the ring signature that was designed using RSA algorithm, the authors at the same time presented that the ring 
signature model with RSA algorithm works only with ring signature. The work of Sara Tedmori and Nijad Al- 
Najdawi 2012 insisted on the DCT type of encryption process converts the region of interest being targeted into 
frequency domain.  
 Arithmetic Coding (AC) and the encryption is based on a Pseudo Random Bit Generator (PRBG) are 
introduced by MASMOUDI.A., et al., 2010. The plaintext is compressed with a binary arithmetic coding (BAC) 
who’s two mapping intervals are swapped randomly by using a PRBG but fails in determining the spectral 
immunity. Bio-chaotic stream cipher which encrypts the images over the electronic media and also used to 
encrypt the images to store it into the databases by Abdullah Sharaf Alghamdi., and Hanif Ullah.,2010 using a 
biometric key and a bio-chaotic function. 
 Abbas Cheddad., et al., 2010 describes a original way of encrypting digital images with password 
protection using 1D SHA-2 algorithm coupled with compound forward transform. A spatial mask is generated 
from the frequency domain by taking only the conjugate symmetry of the complex imagery part of the Fourier 
Transform. Alternative protocol for the secure computation of the union of private subsets designed but fails in 
spectral value determination by Tamir Tassa., 2011.On the basis of the theory of Reversible Programmable 
Cellular Automata, Debasis Das and Abhisek Ray, 2010 provided mechanism for region of group ciphers using 
novel block encryption algorithm. The work introduced by Raj S. Katti., et al., 2011 performs the process in two 
phases. During the first phase compression is performed whereas in the second phase, the encryption process is 
applied to the compressed data using bitwise XOR operator. On the other hand, the Advanced Encryption 
Standard also first compress the data but the encryption and decryption is performed with the same keys. 
 Mr. Vinod Saroha., et al., 2012 replace the letter with any other letter and transposition method only change 
position of characters. Ekta Agrawal, Dr. Parashu Ram.Pal., 2012 analyzes the security information with 
enhanced speed of encryption and decryption process. In order to make the data secured, certain type of 
variations are made from plain text to cipher text so that the unauthorized user cannot access the data and cannot 
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understand the cipher text easily but same cipher text for identical alphabets. A technique called polyaphabetic 
was enhanced by Sonia Dhull., et al., 2013 meant only for the purpose of encryption.  
 Prakash Kuppuswamy and  Dr. Wajeeb Kharibi., 2012 deals with a new algorithm using negative numbers 
based on linear matrix. It is time efficient and easily learns useful concept where negative value make more 
complicated to the invader. Sonia Jahid., et al., 2011 needs to be tuned based on the churn patterns of the 
network in future. DECENT more features fail in improving performance and resilience through optimized 
cryptographic techniques such as caching, and replication. 
 Come Berbain., et al., 2009, presented a security model with the aid of key stream generation in contrast to 
the MQ model of providing solution with ‘m’ equations present in ‘n’ unknowns. The dynamic filtering model 
of Zhen Yu, and Yong Guan., 2010 failed in addressing the problems of base station in wireless sensor network 
during the aggregating data in wireless sensor networks.  
 A pixel-based scrambling scheme to protect the distribution of digital medical images developed by Jiankun 
Hu., and Fengling Han., 2009 but follows only the true random number sequence. Koen Simoens., et al., 2012 
focus on internal adversaries to encompass the situation where one or a combination of these entities would be 
malicious. It develops different generic attacks and follows a black box approach in which the components 
perform operations on biometric data where only the input/output behavior is analyzed. 
 Important problem occurring in the Fast Discrete Fourier Spectra approach is to find better algorithms to 
determine the spectral immunity. The spectral immunity fails in determining the values for effective privacy 
level. To enhance the privacy level, with actual key length and spectral immunity values, developed a method 
named GA with pseudo-random series. Generally, the GA is an automatic process to perform the encoding and 
decoding operations. 
 
Architecture of GA With Pseudo-Random Series on Stream Ciphers: 
 Proposed method considers the particular symmetric stream cipher cryptographic scheme. The main idea of 
stream cipher in GA based pseudo-random series is that plaintext digits are combined with a pseudo-random 
cipher digit stream (i.e.) key stream. In a stream cipher each plain text digit is encoded one after the other with 
the corresponding digit of the key stream, to give a digit of cipher text stream to improve the privacy with 
different spectra’s. The pseudo-random key stream using GA is typically generated serially from a random 
spectral value using shift registers. The spectral value serves as the secret key for decrypting the cipher text 
stream. Block diagram of the GA with Pseudo-random Series on Stream Cipher is shown fig 3.1. 
 

 
 
Fig. 3.1: Block diagram of GA with Pseudo-random Series on Stream Cipher. 

 
 The Fig 3.1 describes the GA with pseudo-random series encoding and decoding process. The input data to 
be encoded is taken as the text message and follows the GA with pseudo-random series method. The GA with 
pseudo-random series applies three processes namely, selection, crossover and mutation and further evaluates 
the operations to encode the message.  The input data with the same characters after the encoded text using the 
GA with pseudo-random series produces the different spectral values, which still improves the privacy. The 
encoded message again follows the same procedure in reverse process to decode the message.  
 The decoded message on the receiver end is of high privacy with different spectral immunity determination. 
The high privacy is achieved because of using different spectral values on stream ciphers while encoding the 
same characters of the text message. 
 
Different Operators of GA Over Stream Cipher: 
 In conventional type of GA, the process starts with the random selection of individuals (i.e.,) bits in stream 
cipher. Upon creation of the initial key stream, the GA enters into a loop. During every iteration an updated key 
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stream is formed by using several operators to the preceding key stream. The iteration is referred to as the 
generation. The selection operation first forms an intermittent key stream comprising of ‘n’ text messages. 
 On the receiving side, ‘n’ extractions are performed to produce the text messages from the old key stream. 
The fitness value plays a pivot role and is directly proportionate to the possibility of each individual being 
extracted. It refers to that the above average persons involved in the process should possess higher number of 
copies whereas the below average individuals should possess few copies. Once the intermittent key streams of 
text message is produced using GA, the process is iterated for the consecution generation using the function of 
reproduction operators in GA. 
 The selection, crossover, mutation and evaluation operators are employed to address more than one text 
messages. The operator involving one text message, simulating hidden reproduction is referred to as the 
mutation.  If more than one text message is involved is system then the exposed reproduction is performed using 
the simulation which is referred to as the recombination. Two types of reproduction operators are equipped in 
the genetic algorithm, namely crossover and mutation. The text messages are combined together to perform the 
crossover operation with the corresponding bits.  
 After crossover operation on stream cipher encoded bit, each character has a little chance of mutation in GA 
with pseudo-random series method. The objective of mutation in GA is to reproduce the errors related to 
transcription that happen with an extremely low possibility. The conventional mutation for binary string 
involves the bit inversion method that starts from the right end to determine the different spectral immunity. The 
bit present in the individual has the less probability of mutating into the complement, the ‘0‘is mutated in to ‘1’. 
The GA involved with pseudo-random series, the operations involving selection, crossover, mutation is infinite. 
At the same time, the process comes to an end whenever the iteration gets stopped due to the presence of 
termination.  
 
Influence of GA on Stream Cipher: 
 The transformation plays the key role of individual in GA as it provides solution to the spectral immunity. 
During the initial process, the length of the key only identifies the key ‘n’. The simple solution obtained is the 
transformation of separate genes with elements ‘T’ which is associated with the ‘ith’ gene. During this case the 
genes depend highly on the other genes.  
 If some gene (i.e) bits is equal to j in GA, then no other gene of this individual can be equal to j, because all 
numbers between 1 and ‘n’ are presented only once in the transformation ‘T’. The dependence of bits results in 
important limitations to operators of mutation and crossover. The use of standard operators in GA based pseudo-
random series because all of them work with a string of independent bits for effective privacy. This leads to 
prejudice in the efficiency of using genetic algorithms. But this association is subconsciously comprehensible 
and doesn't need any additional computations to form bits in GA based pseudo-random series. 
Genetic Algorithm with pseudo-random series method is as follows: 
 
Begin: 
Step 1: Generate the initial Key Stream, KG (0) on stream cipher; 
Step 2: Evaluate all characters in KG (0); 
Step 3: For each transformation T: =0; 
Step 4: Repeat Selection, Crossover, Mutation, Evaluation 
Step 5: T=T+1; 
Step 6: End for each 
 
//Encoding process 
Step 7: Select KG (T) from KG (T-1); 
Step 8: After KG (T) selection using variation operation; 
  0011 
  0101 
Step 9: Perform Cross Over operation 
0001 
  0111 
Step 10: Mutation operation take place 
0101 
  0011 
Step 11: Evaluate all character in KG (T), until a satisfactory solution found; 
//Decoding process 
Step 12: Repeat step 7 to 11 in decoding process in reverse order 
 
END 
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 The GA algorithm with pseudo-random series method generates the initial key stream, ‘KG’ and evaluates 
all characters in the text message. Initially the transformation process starts with ‘0’ and for each processes it 
follows the selection, crossover, mutation, and evaluation GA operations on stream cipher. The steps repeated 
until the last character of text message are encoded. KG (T) selected from the KG (T-1) to perform the crossover 
operation.  
 The crossover operation alters the bit from the right end for the effective obtaining of spectral immunity. 
The mutation operation performed on the bit next to the crossover operation using the right shift register. 
Finally, the evaluation operation performed on all characters of the KG (T), until a satisfactory solution found. 
 
3.3 Fitness Function on GA with pseudo-random series: 
 The objective of fitness function on GA with pseudo-random series is the memory usage. To minimize the 
sum of query and memory usage maintenance, the fitness function of genetic algorithm is usually defined as 
maximization. It applied the following simple transformation to define the fitness function from the memory 
usage  
 
F(x) = {M      –m(x), when m(x) < M 
max                                  max                     ………Eqn (1) 
0,                                     otherwise 
 
 Where m(x) denotes the memory function and F(x) denote the fitness function. There are a lot of ways of 
choosing the coefficient Mmax. It can be set to the largest value M(x) in the current key stream of ‘k’ generations. 
Each individual in a population represents a set of materialized views. Its fitness depends on the total query and 
maintenance memory usage. 
 Fitness function is taken a pair of two neighboring symbols in text message. The fitness value is the sum of 
modules of differences between predefined frequencies and authentic frequencies in the cipher text of GA with 
pseudo-random series method. Let Tij be the relative frequencies of (i, j) in the text message ‘P’. Then the fitness 
function  
 
 
W (P) = ∑ i,j            P i,j – T i,j                 …………. Eqn (2) 
 
 
 
Where,  
T i,j is the predefined transformation of key streams (i, j).   
 Obviously, the more literary is the text, the less is the fitness value and the closer is the established key 
stream to the true secret key. It means that fitness value is in inverse proportion with individual's fitness of GA 
with pseudo-random series method. It is significant that fitness function of GA with pseudo-random series 
method are not equal to zero even if the cipher text is deciphered with the true secret key. 
 
4. Experimental Evaluation: 
 To compare GA with pseudo-random series process with fast discrete Fourier spectra approach on stream 
cipher is implemented in the java platform. The experiment of encoding and decoding process is conducted on 
the input secret data. Encoding process on the stream cipher using the GA with pseudo-random series method 
consumed lesser memory and time when compared with the existing Fast Discrete Fourier Spectra approach on 
stream cipher.      

RESULTS AND DISCUSSION 
 
 GA with pseudo-random series method are compared with the existing Fast Discrete Fourier Spectra 
approach in measuring the time usage for decoding process based on embedding data rate, memory usage on 
storing the encoded data, and secret key length on stream ciphers. Memory usage on storing the encoding data is 
defined as the amount of memory consumed to convert the input information into an encoded data in GA with 
pseudo-random series method. It is measured in terms of bytes. The formulation to describe the usage of 
memory is measured in terms of “Ts2” where, ‘T’=total no. of input data and‘s’ represents the speed of 
converting the input data into encrypted form. 
 Time usage for decoding process in GA with pseudo-random series method is the amount of time taken to 
perform the decoding operation. The GA with pseudo-random series method follows the selection, crossover, 
mutation, and evaluation process in an effective way by reducing the time consumption. It is measured in terms 
of milliseconds (msec). 
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Time Usage = Time taken in GA with pseudo-random series method for decoding process - Amount of time 
taken to decode in Fast Discrete Fourier Spectra approach. 
 The GA described on the hypothesis that the key’s length ‘N’ is known. The result corresponds to the best 
individual from the final population. As the transformation has the least amount value of the Fitness Function W 
(P) in GA by the given key’s length ‘N’. It indicates the minimal found value of the fitness function f (x) and 
focused on the key’s length finding problem from the given cipher text. Let ‘N’ be the supposed key’s length 
and ‘L’ be the true key’s length. If ‘N’ is equal to L then expected transformation found by the GA with pseudo-
random series is close to the searched transformation and the fitness function corresponding to this 
transformation would have a relatively small value but not equal to null. 
 
Table 5.1: Encoded Data Size vs. Memory usage. 

Encoded Data Size (KB) Memory usage on storing Encoded data (bytes) 
Fast Discrete Fourier Spectra approach GA with pseudo-random series Method 

5 189 192 
10 195 199 
15 203 207 
20 212 214 
25 217 221 
30 224 227 

 
 The memory usage on storing Encoded data is reduced in GA with pseudo-random series Method are 
compared with the Fast Discrete Fourier Spectra approach based on the encoded data size. The data size is 
measured in terms of Kilo Bytes (KB). 
 

 
 
Fig. 5.1: Encoded Data Size vs. Memory usage. 

 
 Fig 5.1 describes the memory usage on storing Encoded data based on data size. The performance of GA 
with pseudo-random series method is 2- 5 % lesser when compared with the Fast Discrete Fourier Spectra 
approach. The memory usage is reduced by M –m(x) formulation. The m(x) < M the usage is still reduced to the 
smaller portion, where m(x) denotes the memory function. 
 Fig 5.2 describes the time usage for decoding process based on the embedding data rate. The use of 
standard operators in GA based pseudo-random series; it works with a string of independent bits for effective 
usage of time without any loss. The GA with pseudo-random series consumes 5 – 10 % lesser time when 
compared with the Fast Discrete Fourier Spectra approach [1]. 
 
Table 5.2: Embedding Data Rate vs. Time usage. 

Embedding Data Rate (KB)  Time usage for Decoding process (msec) 
Fast Discrete Fourier Spectra approach GA with pseudo-random series Method 

3000 230 235 
5000 245 252 
7000 259 266 
8000 276 284 
10000 303 312 
11000 328 334 
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Fig. 5.2: Embedding Data Rate vs. Time usage. 
 
Table 5.3: Index part vs. Actual Key Length. 

Index part Actual Key Length (Numbers) 
Fast Discrete Fourier Spectra approach GA with pseudo-random series Method 

10 3 1 
20 4 2 
30 5 2 
40 5 2 
50 6 2 
60 6 3 

 

 
 

Fig 5.3: Index part vs. Actual Key Length. 
 
 The actual key length based on indexing is measured to identify the secret key usage. The key length is 45 -
55 % lesser in GA based pseudo-random series method when compared with Fast Discrete Fourier Spectra 
approach. As the key length in numbers is reduced by using the T i,j predefined transformation of key streams (i, 
j).  The key length is significant part in encoding and decoding process of GA based pseudo-random series 
method. Finally, determining the spectral immunity values and encoding the secret data is effectively performed. 
The development of different spectral values in GA based pseudo-random series method improves the privacy 
rate and more number of crossover operations reduces the leakage of data. Generally, GA is an automatic 
system; execution of ‘n’ number of iterations improves the privacy level.  
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Conclusion: 
 Genetic operations are examined to show the suitability of GA when applied to spectral immunity 
problem.GA with pseudo-random series is proposed to encrypt a stream cipher for determining the spectral 
immunity in a better way. In encoding process, the GA with pseudo-random series follows selection, crossover, 
mutation, and evaluation operations on stream cipher. The same operations of GA with pseudo-random series 
are performed during decoding process for extracting the secret information with high privacy. A result shows 
the probable of GA with pseudorandom series provide automated assisted un-breaking of ciphers. The GA splits 
the key set effectively from the small input texts on stream ciphers during decoding process when compared 
with the Fast Discrete Fourier Spectra approach on stream cipher. The experimental results reveal the 
practicability and superiority of the presented GA with pseudo-random series method provides enhanced 
security through varying spectral values and 3.50 % improved accuracy rate. 
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