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 Youth who does not have a citizenship in the cyber world and unable to blend into its 
culture may not be able to be in par with their peer members in school or in colleges. 
As such today more and more youths have engaged themselves into the world of 
Internet either via their home computers or smart phones. Due to their Internet use, over 
a period of time has led this youths into Internet addiction that has led many into being 
victimized online. The objective of the paper is to outline the Internet addiction 
association with online victimization and how the Internet addiction can affect an 
individual’s behaviour. The results show how questionnaire tools can be used to 
identify the Internet addiction’s existence within the youths and possibilities of being 
victimized. Ultimately, future research has been proposed by providing a framework. 
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INTRODUCTION 

  
Crime scene has taken a different concept. A criminal or an offender that intends to victimize an individual 

uses the assistant of the Internet in helping to get their purpose achieved. Cyberspace has become an important 
ground for committing crimes and easier platform to get innocent victim into their trap. As more and more 
individual are recruiting themselves into the cyberworld as netizens, offenders has found it easier to get their 
prey. The two examples below explain clearly the role of cyber and victimization. 

 
“Peter Chapman used Facebook to befriend 17 years old Ashleigh Hall and arrange a meeting to 

sexually assault and kill her” 
“John E. Robinson, who referred to himself as “Slavemaster”, used the Internet to con some of his 

victim into meeting him, at which time he sexually assaulted some and killed others. Robinson first used 
newspaper personal ads to attract victims them used the Internet proactively to extend his reach. 
Robinson also used the Internet reactively to conceal his identity online.” 

(Both the examples were abstracted from Casey, 2011; pg. 4) 
 
Both the examples above clearly provide evidence on how Internet can be used as a tool by criminals or 

offenders to trap their victims. Casey (2011) also noted that even though there is no individuals that have been 
killed via the Internet but victims have been found murdered or even committed suicide after being victimized 
such as in the case of cyberbullying.  

Cyber victimization can happen in various ways, such as when victims are replicated and/or imitated. This 
happens when victims do not follow the general cyber security tips, rules and regulations, do not use the “lock 
system” (a system lock allowing user to lock their desktop with no one able to access) or accept unknown users 
as friends, display their mobile phone numbers in the web (Tark, 2007). Some of the dimensions that can lead an 
individual as a victim and can be classified as cyber victimization were identified in Cetin et al. (2011) research. 
They are rumouring about the victim on the Internet, using nickname in a disturbing way, using offensive 
symbols on the Internet, mocking, making fun of shared information, writing offensive comments, using 
humiliating expressions, using the victim’s identity without their permission, hiding identity, entering into their 
private page without permission, hacking the victim’s private webpage without permission, receiving infected 
file/program via e-mails, sharing their videos without their permission. 
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In addition to the above the cyber offenders are also sharing the victims photos without their permission, 

editing the victim’s photos in offensive manner, forcing to talk about sexual context and use abuse/insulting 
language against the victims in e-mails.  

Cetin et al. (2011) also pointed out when these dimensions are done by the offenders then it is classified as 
cyber bullying but when it is used upon the victim then it is cyber victimization. It is therefore clear that cyber 
victimization is viewed from the Internet users perspective. 

From the discussion above it is obvious that the main concern of victimization especially among the youth 
netizen, who are the highest users of the Internet should be a great concern. Some of these users have been 
hooked to the Internet, thus becoming an Internet Addict. As a result this paper, opens up a room to look into the 
association of Internet Addiction to cyber victimization. Further to this, this paper will also outline the various 
characteristics of the Internet Addictors that leads to cyber victimization. By this demonstration, future research 
can be more focused and the various tools that can be adopted to evaluate the extent of Internet Addiction 
among the Internet users in general can be used effectively. 

 
Background review: 
A. Cyber Victimization: 

In order to identify victim’s characteristics that may increase the possibility of being victimized, most 
scholars refer to the seminal work of Hans von Hentig and Beniamin Mendelsohn in 1940s and 1950s. Hans von 
Hentig, a German scholar claimed that it is the victims that often contribute the cause for a criminal act to take 
place. Further, he explained that “increased attention should be paid to the crime provocative function of the 
victim” (Von Hentig, 1948; 450). He further explains that victim contributes to a criminal act from the 
characteristics of social positions beyond the control of the individual themselves. Further to this, Benjamin 
Mendelsohn, a practicing attorney found a strong interpersonal relationship between victims and offenders. 
Using the data obtained from his research, Mendelsohn (1956) outlined a six-step classification of victims (refer 
to Table 1) based on legal considerations of the degree of the victim’s blame. 

 
Table 1: Classification of Victims according to legal consideration 

Completely Innocent Victim No provocation or facilitating behaviour 
Victim with minor guilt Victim inadvertently places himself in a compromising situation 
Victim as guilty as offender Victim was engaging in vice crimes and was hurt; suicide victim 
Victim more guilty than offender Victim provokes or instigates the causal act 
Most guilty victim Started off as the offender and was hurt in turn 
Imaginary Victim Those who pretend to be a victim 

Source: Mendelsohn in Doerner, W.G. and Lab, S.P., (2012), Victimology (6th Ed). pp 5 
 
In addition to Hans von Hentig and Benjamin Mendelsohn, in 1968 another new classification was 

identified by Stephen Schafer from the expansion of Hans von Hentiq seminal work. He then provided a 
typology depicting the various categories of victims built upon the responsibility of different victims (listed in 
Table 2). 

 
Table 2: Schafer’s Victim Precipitation Typology 

Unrelated Victims  
(no victim responsibility) 

Instances in which the victim is simply the unfortunate target of the offender. 

Provocative Victims  
(victim shares responsibility) 

The offender is reacting to some action or behaviour of the victim. 

Precipitative Victims  
(some degree of victim responsibility) 

Victims leave themselves open for victimization by placing themselves in dangerous 
places or times, dressing inappropriately, acting, or saying the wrong things, etc.  

Biologically Weak Victims  
(no victim responsibility) 

The aged, young, infirm, and others who due to their physical conditions are appealing 
targets for offenders. 

Socially Weak Victims  
(no victim responsibility) 

Immigrants, minorities, and others who are not adequately integrated into society are 
seen as easy targets by offenders. 

Self-Victimizing  
(total victim responsibility) 

Individuals who are involved in such crimes as drug use, prostitution, gambling, and 
other activities in which the victim and the criminal act in concert with one another. 

Political Victims  
(no victim responsibility) 

Individuals who are victimized because they oppose those in power or are made victims 
in order to be kept in a subservient social position. 

Source: Mendelsohn in Doerner, W.G. and Lab, S.P., (2012), Victimology (6th Ed). pp 6 
 
Being a victim especially cyber victim may not be considered as a critical issue at an early stage of the 

Internet users, such as the classification of “completely innocent victim” by von Hentig but it is still an aspect 
for investigation cause it may bring them further to a higher level in the victim’s category. As pointed out by 
von Hentig, victims are the cause of their own victimization and crime. Finding out what type of victim would 
be a stepping stone in identifying the current young Internet users to avoid or to reduce future cyber related 
crimes. 
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Further illustration on victims, it is found that currently one out of three adolescents has been a cyber-victim 

(Li, 2007). This claim can be further supported by a research conducted by National Crime Prevention Council 
Cyber bullying. In their research they surveyed 824 American teens from middle and high school aged between 
13 to 17 years, and found that 17% of teens have been victimized by someone who has been lying about their 
identity online.  

Pieters and Krupin (2010) noted  in their research that 1/10 youth (10%) admit engaging in some form of 
cyber bullying, kids are more likely to admit involvement into a “cyber-prank” (6%) than sending anonymous e-
mails (3%), spreading rumours online (3%) forwarding private information without someone’s permission (2%) 
or posting mean and hurtful information about someone online (2%). It was also recorded that 1/10 (9%) said 
that they have been approached online by someone they do not know, received a message of a bullying nature or 
had their password hacked. Even though these acts are seen from a criminal act, it is clear that some of the 
individual are made victim due to these actions. In addition, Pieters and Krupin (2010) research outcome is a 
clear indication of online behaviours that are associated to online victimization. 

As for Malaysia, the report by Malaysia Computer Emergency Response Team (2013) shows that cyber 
harassment has increased by 33%, involving cyber stalking, cyber bullying and threatening. According to their 
report this is due to the use of social networking sites such as Facebook, emails and chat programs such as 
Yahoo Messenger and Skype. These facts are merely showing the cyber condition but the existence of 
victimization and its level has yet to be profiled. One clear conclusion that can be obvious is that there might be 
cyber victimization among Malaysian youths and it may be either at the introduction or in the growth stage. This 
phenomenon will continue to exist and grow, if no further clear cut data are collected and action plan devised. 

On order to identify as to whether an Internet user has become a cyber victim one may use Online 
Victimization Scale (OVS) (refer to Table 3 for the sample instrument) to conduct their survey. Tynes et al. 
(2010) conducted A confirmatory factor analytic procedure to validate the OVS (Table 3) use as an effective 
output production. The correlation results also prove that OVS can be used as comprehensive measure on online 
experiences in which ultimately may be used in research both in clinical and educational settings.  

 
Table 3: Online Victimization Scale (OVS) – 21 items 

General Online Victimization 
People have said negative things (like rumours or name calling) about how I look, act, or dress online. 
People have said mean or rude things about the way that I talk (write) online 
People have posted mean or rude things about me on the Internet. 
I have been harassed or bothered online for no apparent reason. 
I have been harassed or bothered online because of something that happened at school. 
I have been embarrassed or humiliated online. 
I have been bullied online. 
I was threatened online because of the way I look, act or dress. 
Sexual Online Victimization 
People have asked me to “cyber” online. 
People have continues to have sexual discussions with me even after I told them to stop. 
People have spread rumours about my sexual behaviour online. 
People have asked me for sexy pictures on myself online. 
People have shown me sexual images online. 
I have received unwanted sexual SPAM, e-mails or messages. 
Individual Online Racial Discrimination 
People have said mean or rude things about me because of my race or ethnic group online 
People have in excluded me from a site because of my race or ethnic group online.  
People have threatened online with violence because of my race or ethnic group 
People have shown me a racist image online. 
Vicarious Online Racial Discrimination 
People have cracked jokes about people of my race or ethnic group online. 
People have said things that were untrue about people in my race or ethnic group. 
I have witnessed people saying mean or rude things about another person’s ethnic group online. 

Source: abstracted from Tynes et al.  (2010) article 
 
Despite understanding the online victimization that exist in one’s community and the many ways an 

individual can be victimized, it is also essential to consider one of the main factor that leads to this condition, 
Internet Addiction. 

 
A. B. Internet Addiction (IA): 

American Society of Addiction Medicine (2011) defines IA as an act of being incapable to refrain for a 
prolonged time frame and deterioration in behavioral control, craving, weak in recognizing serious problems 
with one’s behaviors and social relationship. This definition is also adopted by Dr. Philip Crowley, an Addiction 
Medicine Specialist from South Australia. The term IA can be synonymous with the terms ‘compulsive Internet 
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use’, ‘problematic Internet use’, ‘pathological Internet use’, ‘Internet dependence’, ‘computer addiction’ and 
‘net addiction.  

American Society of Addiction Medicine also illustrated that IA leads to behavioural complication (refer to 
Table 4). Addiction in general will affect an individual’s action, thinking, emotions and interactions with others, 
which includes for youths their family members, members in their community, their own psychological state 
and to things that goes beyond their daily occurrences. 

 
Table 4: Behavioural Complication due to addiction as highlighted by American Society of Addiction Medicine (2011) 

a) Excessive use and/or engagement in addictive behaviours, at higher frequencies and/or quantities; 
b) Excessive time lost in substance use; 
c) Continues use and/or engagement in addictive behaviours, despite the presence of persistent or recurrent physical or 
psychological problems; 
d) A narrowing of the behavioural repertoire focusing on rewards that are part of addiction; and 
e) An apparent lack of ability and/or readiness to take consistent, remedial action regardless of recognition of problems. 

 
As a result from the above discussion, IA is not an issue that can be considered light as it can affect and 

create behavioural chaos. Some of those online behavioural chaos that can be experienced among the Internet 
users, especially the youths due to IA would be excessive use of the Internet at the higher frequencies, too much 
of time spent in the Internet use, continuous use that affects their sleeping time, social time and family time, 
satisfaction of being and involving in the online activities rather than offline activities and unable to control 
themselves despite knowing they are addicted to the Internet. 

Similar to the above theoretical explanation of IA, statistical results from Chou and Hsiao (2000) study 
proved that the Internet addicts do spend about 20–25 hour per week on the Internet, while non-addicts spend 
about 5–10 hours. Further, Internet addicts spent an average of 17.66 hour on chat rooms, 6.58 hours on the 
WWW, 3.47 hour on e-mail, and 5.47 hours on games. By contrast, non-addicts spent an average of 6.6 h on 
chat rooms. 

Some of the common online behaviour that has been associated to today’s youth’s use of the Internet are 
Internet communication or chatting, online gaming, adult sex Web viewing, Bulletin Board System (BBS), 
online gambling (Ko et al., 2009; Holtz and Appel, 2011) and digital piracy (Higgins, 2007). These activities 
according to the outcome of the research by Ko et al., 2009) were all associated with aggressive behaviour, 
which is classified as externalizing behaviours, which leads to cybercrime or more criminal behaviour (Ho, Lin 
and Huang, 2012).  

Base on a focus group research conducted by Pawanteh and Rahim (2000) shows how some of the 
adolescents in their research emphasized that Internet usage gives the users the liberty to get out or in (freedom) 
as they choose. Creating identities, exaggerated self-image and dual selves online especially in the IRCs and 
should be noted that the adolescents do not regards those behaviours as wrong doing or necessarily “bad”. This 
finding clearly secures Hans von Hentig claim that victim is the major contributor to his or her own 
victimization. 

Considering some of the use of the Internet by youths today, Kim (2011) divided it into educational use, 
social use and recreational use. Research has shown that recreational (Holtz and Appel, 2010; Sawitke & 
Faulkner, 2010; Ku et al., 2007; Chen et al., 2005) and social use (Holtz and Appel, 2011; Livingston and 
Helsper, 2007; Young, 2005; Berson and Berson, 2005; Beebe et al., 2004) leads to externalizing online 
behaviour such as cyber bullying. Kershaw (2005) in her article explained that computer addiction can also 
cause considerable development problem, this include attention deficit disorder (i.e. unable to concentrate in 
class work and performance drifts) and other social issues (cyber-stalking, online gambling and etc) in young 
adult. 

In contrast to computer addiction, Compulsive Internet use is classified when an individual engage in an 
online activity which may not require the demand of their current ‘job’. For example, as a student searching for 
information and spending too much of time online is classified as excessive Internet use but if they spend too 
much time doing other activities which does not help in their role as a student then the Internet use for that 
particular student is classified as Compulsive Internet use (Anandarajan, Teo and Simmers, 2006).  

In order to identify the IA among the Internet users especially the youth, various tools have been used by 
researchers. The most two popular instruments that are used among researchers are the Young’s Internet 
Addiction Test (IAT) and Chen Internet Addiction Scale (CIAS). Young’s Internet Addiction Test consists of 20 
items (refer to Table 5 for the sample instrument). Each item is rated on a scale of 1 to 5 using Likert 5 Pointer 
Scale. If an Internet user scores more than 80 then they can be classified as a problematic user. The item in this 
questionnaire was tested and had shown a good concurrent validity and internal consistency by its Cronbach’s 
alpha (Aboujaoude, 2010).  
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Table 5: Internet Addiction Test (IAT) by Dr. Kimberly Young 

1 = Rarely 
2 = Occasionally 
3 = Frequently 
4 = Often 
5 = Always 
1 How often do you find that you stay on-line longer than you intended? 1 2 3 4 5 

 
2. How often do you neglect household chores to spend more time on-line? 1 2 3 4 5 
3. How often do you prefer the excitement of the Internet to intimacy with your 

partner? 
1 2 3 4 5 

4. How often do you form new relationships with fellow on-line users? 1 2 3 4 5 
5. How often do others in your life complain to you about the amount of time you 

spend on-line? 
1 2 3 4 5 

6. How often do your grades or school work suffers because of the amount of time 
spend on-line? 

1 2 3 4 5 

7. How often do you check your email before something else that you need to do? 1 2 3 4 5 
8. How often does your job performance or productivity suffer because of the 

Internet? 
1 2 3 4 5 

9. How often do you become defensive or secretive when anyone asks you what you 
do on-line? 

1 2 3 4 5 

10. How often do you block out disturbing thoughts about your life with soothing 
thoughts of the Internet? 

1 2 3 4 5 

11. How often do you find yourself anticipating when you will go on-line again? 1 2 3 4 5 
12. How often do you fear that life without the Internet would be boring, empty, and 

joyless? 
1 2 3 4 5 

13. How often do you snap, yell, or act annoyed if someone bothers you while you are 
on-line? 

1 2 3 4 5 

14. How often do you lose sleep due to late-night log-ins? 1 2 3 4 5 
15. How often do you feel preoccupied with the Internet when off-line, or fantasize 

about being on-line? 
1 2 3 4 5 

16. How often do you find yourself saying “just a few more minutes” when on-line? 1 2 3 4 5 
17. How often do you try to cut down the amount of time you spend on-line and fail? 1 2 3 4 5 
18. How often do you try to hide how long you’ve been on-line? 1 2 3 4 5 
19. How often do you choose to spend more time 0on-line over going out with others? 1 2 3 4 5 
20. How often do you feel depressed, moody or nervous when you are off-line, which 

goes away once you are back on-line? 
1 2 3 4 5 

 
Table 6: Chen Internet Addiction Scale (IAS) 

Focusing on the last three months, rate the degree to which each statement matches your experience (1=does not match my experience at 
all; 2=probably does not match my experience; 3=probably matches my experience; 4=definitely matches my experience) 
1. I was told more than once that I spend too much time online 
2. I feel uneasy once I stop going online for a certain period of time. 
3. I find that I have been spending longer and longer periods of time online. 
4. I feel restless and irritable when the Internet is disconnected or unavailable 
5. I feel energized online 
6. I stay online for a longer period of time than intended. 
7. Although the Internet has negatively affected my relationships, the amount of time I spend online has not decreased. 
8. More than once, I have slept less than four hours due to being online. 
9. I have increased substantially the amount of time I spend online. 
10. I feel distressed or down when I stop using the Internet for a certain period of time. 
11. I fail to control the impulse to log on. 
12. I find myself going online instead of spending time with friends. 
13. I get backaches or other physical discomfort from spending time surfing the net. 
14. Going online is the first thought I have when I wake up each morning. 
15. Going online has negatively affected my schoolwork or job performance. 
16. I feel like I am missing something if I don’t go online for a certain period of time. 
17. My interactions with family members have decreased as a result of Internet use. 
18. My recreational activities have decreased as a result of Internet use. 
19. I fail to control the impulse to go back online after logging off for other work. 
20. My life would be joyless without the Internet. 
21. Surfing the Internet has negatively affected my physical health. 
22. I have tried to spend less time online but have been unsuccessful. 
23. I make it a habit to sleep less so that more time can be spent online. 
24. I need to spend an increasing amount of time online to achieve the same satisfaction as before. 
25. I fail to have meals on time because of using the Internet. 
26. I feel tired during the day because of using the Internet late at night. 

 
By comparison, Chen Internet Addiction Scale (CIAS) which is another self-report instrument tool (refer to 

Table 6 for the sample instrument) uses 26 items rated on a 4-point Likert scale. This tool assesses into five 
domains such as compulsive use, withdrawal, tolerance, interpersonal and health consequences, and time 
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management difficulties that are related to Internet addiction. The internal reliability scale and subscales for 
CIAS ranged from 0.79 to 0.93 (Aboujaoude, 2010) which means that this tool can be used effectively to obtain 
result.  

 
Future Direction: 

As shown and discussed above, online victimization and Internet Addiction (IA) are two most essential 
concern that need to be focused among today’s youths. There are much research conducted on online behaviour 
and Internet use among youths, especially in Malaysia. A need to profile the youth Internet users into the type of 
victims and the kind of victimization that they are proned to and the extent of their Internet Addiction leading to 
such victimization should be off great interest.  

From the discussion it is also abvious that the extent of Internet Addiction that an individual youth is 
experiencing may affect youths online behaviour (what they do online) and are associated to online 
victimization. Some of the online behaviour of youths in general, leads them to be cyber victims. As such, the 
author intends to propose the following framework as stepping stone to unveil the association and mediation of 
this IA and online behaviour to online victimization, using appropriate tools to conduct a quantitative research. 

 
 

Fig. 1: Proposed framework for future studies 
 
Conclusions: 

From previous literatures, it is then obvious that online victimization is a serious issue. Activities such as 
cyber bullying, sending virus, viewing sexual content, spreading illegal materials and news and many others are 
becoming a matter which are not serious among the netizens. Youths are being dragged into this new netizen 
culture which eventually leading them to be a victim of situation which they are not aware of its seriousness. 

As such this paper was intended to outline a general perspective on the current victimization among youths 
Internet users that is taking place around the globe and some of the elements of Internet Addiction. IA is an 
important factor that leads youths to be victimized online. Thus, this paper shows some of the questionnaire 
tools that can be used to identify online victimization and IA and to prove its association. 

Therefore an in-depth study covering the whole country as a research project should be significant task by 
the relevant authority to identify and to save their youths from being victimized and soon turn to be criminals or 
engage in any other kind of crime activities.   
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