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 Fingerprints are one of the forms of biometrics used to identify individuals and verify 
their identity. Image quality and Minutiae features such as minutiae count, quality  
scores and Ridge length are taken into consideration for age classification to estimate a 
Person’s age using his/her fingerprint. The most  robust K nearest neighbour (KNN) 
algorithm is used as a Classifier. Evaluation of the system is carried out  using dataset  
of 1000 Fingerprints in which 534 were male fingerprints and 436 were female  
fingerprints, of which the 200 dataset belongs to the age group 11-14, 450 dataset 
belongs to age group 15-17, 120 dataset belongs to age group 18-21. It also proposes 
agent based mechanism in the process of restricting Adult Websites from children and 
redirecting to useful websites. 
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INTRODUCTION 

 
Fingerprints are widely used in all forms of applications for security purpose and  they are  mostly used  in 

biometric identification. Fingerprint identification has been commonly employed in criminal investigations, and 
in biometric systems such as attendance monitoring, commercial identification  devices. The  fingerprint of an  
individual is unique  and remains unchanged over a lifetime. Fingerprints  are formed from an impression of the 
pattern of ridges and valleys on a finger. A ridge is defined as a single  curved  line a nd a valley is the region  
between two adjacent  ridges. The minutiae, which are the local points in the ridge flow pattern, provide the 
features that are used for identification. Details such as the type, orientation, and location of minutiae are taken 
into account when performing minutiae extraction. The set of minutiae types are restricted into two types such 
as ridge endings and bifurcation points. Ridge endings are the points where the ridge curve terminates, and 
bifurcations are where a ridge splits from a single path to two paths at a Y-junction. 

Fingerprint raw images are rarely of perfect quality. They may be degraded and corrupted due to certain 
amount of noise present in the image. This degradation can result in a significant number of false   minutiae 
being created and genuine minutiae being ignored. Thus, it is necessary to employ image enhancement 
techniques prior to minutiae extraction to obtain a more reliable estimate of minutiae locations and to obtain an 
enhanced fingerprint image. 

This system involves determining age using image processing techniques like identifying the number of 
minutiae count for age detection and also uses KNN classifier algorithm for age classification. Recent statistics 
reveal that 43% of the children all over the world are exposed to inappropriate websites, so our system proposes 
mechanism to embed a finger print scanner in the mouse, extract fingerprint from the scanner and use it as an 
input to detect age and restricts adult websites for children below 18 and redirecting to useful websites using 
agents. Mobile agent is a composition of computer software and data which is able to move from one computer 
to another autonomously and continue its execution on the destination computer. Mobile agent contains the 
following three components which are Code - the program (in a suitable language) that defines the agent's 
behaviour 

State - the agent's internal variables etc., which enable it to resume its activities after moving to another 
host. Attributes - information describing the agent, its origin and owner, its movement history, resource 
requirements, authentication keys etc. Part of this may be accessible to the agent itself,  but the agent  must 
not be able  to modify the attributes. 

 Section 2 presents age classification based on finger prints. Section 3 explains usage of agents in 
restriction process. Section 4 presents agent based parental control. Section 5 discusses implementation 
details. Section 6 concludes this paper and provides some guides to future works. 
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II. Age Classification Based On Finger Prints: 
Our system consists of the following modules Obtaining data set of fingerprint Image enhancement 

process Minutiae extraction process Age classification using KNN classifier 
 

A.  Obtaining data set of fingerprint: 
Fingerprint   images of age group between 10-60 were obtained and the fingerprint images were stored in 

database which was segregated into various categories for processing of fingerprint  and for result analysis. 
The fingerprint image of children was obtained by using fingerprint scanner of specification 

Image Resolution            500 DPI 
Image Size                      260 x 300 pixels 
Platen Size                      16.1 mm x 18.2 mm 
 

B.   Image enhancement process: 
Ridges are an important  aspect of fingerprint  image. Ridges provide many features of fingerprint and  

carry the information of characteristic features required for minutiae extraction. However, in practice, a 
finger print image may not always be well defined due to elements of noise that corrupt the clarity of the 
ridge structures. This corruption may occur due to external factors such as scars, humidity, dirt, and non- 
uniform contact with the finger print capture device.  Thus, image enhancement techniques are often employed 
to reduce the noise and enhance the definition of ridges against valleys. 

 
1.Binarization: 

The input grayscale pixels are considered in raster scan Order and denoted xi ∈ [0, 1]. The corresponding 
output Binarization pixels are denoted bi ∈ { 0, 1} , where 0 refers To “black” and 1 refers to “white”. 

 
2.Thinning: 

Thinning is a morphological process .It uses an iterative, parallel thinning algorithm. All the pixels on the 
boundaries of foreground regions that have at least one background neighbor are taken. Any point that has 
more than one foreground neighbor is deleted. The application of the thinning algorithm to a finger print image 
preserves the connectivity of the ridge structures while forming a skeletonised version of the binary image 

 
C. Minutiae Extraction Process: 

Minutiae extraction is the process of detecting the minutiae point from the enhanced image, the minutiae 
point constitute bifurcation points and ridge ending points. These two kinds of minutiae points are extracted 
and stored in template for matching using template matching algorithm or for any other process involving 
minutiae point. Minutiae point such as the end point and bifurcation point are detected from the image and they 
are extracted using Crossing Number method. This method extracts the ridge endings and bifurcations from the 
skeleton image by examining the local neighborhood of each ridge pixel using a 3 × 3 window. As in fig 
1,extraction process involves various stages. 

 

 
 

Fig. 1: Minutiae Extraction Process 
 
 

D. Age classification using KNN classifier: 
The KNN classifier is to identify the nearest minutiae points in each ridge and in each and every layer of 
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the finger print. The minutiae is found using the nearest point of each and every neighbor minutiae. The 
minutiae count is used as the identification criteria for the age deduction  where the count varies from person to 
person, for example the extracted minutiae count acts as an identification to deduct age like if the count is 
between 40-60 the person belongs to the age group of 18-25.This methodology can be implemented for all 
people below the age group of 62 .We have used the KNN classifier algorithm for age deduction since it gives 
the exact and accurate results of age. 

 
III.  Usage of Agents In Restriction Process: 

Mobile agents are a new technology, so it  is  worth considering in depth their strengths and the situations  
in which it can be used  effectively. Mobile agents are computer  programs that act autonomously on behalf of 
a user and travel through a network of heterogeneous machines. Agents have many advantages like 
Communication latency and bandwidth, Off-line processing, Reaction time, Asynchronous behavior, Dynamic 
adaptation, Protocol encapsulation. Once age groups are identified and classified agents can be used  for 
restricting  unwanted  sites from children  and  also redirects requests automatically to useful site. 

 
IV Agent Based Parental Control: 

Main aim of our  system is to restrict children from directing to unwanted sites. This is done as specified 
in fig 2. The fingerprint data set is taken and enhanced using fingerprint image enhancement process. Region 
of interest is determined and  minutiae extraction  process is done by removing  False  minutiae. Extracting 
minutiae feature  like minutiae count, minutiae orientation  and it is stored in the form of minutiae template.  
Age classification is done using KNN Classifier based on the fingerprint minutiae feature extracted. Agents 
used for website access restriction and redirected to useful sites. 

 

 
 

Fig. 2: system architecture 
 
System includes a fingerprint scanner embedded on the mouse to retrieve the fingerprint image. The 

processing includes image enhancement process to remove noise from the fingerprint image and the minutiae 
extraction process is done from the enhanced image. Features extracted from the minutiae points obtained 
from the enhanced image can lead to the process of age classification using KNN classifier methodology.  
Once the age of the person is determined from the fingerprint ie below 18 years, agents take part in 
restricting websites and redirecting to useful sites. 

 
IV Implementation: 

Nearly 1000 fingerprints are collected. Fingerprint imagesare processed in mat lab using image enhancement 
process. It includes thinning, binarization. The enhanced image is taken and minutiae extraction process is 
performed as in fig 4, where minutiae points are identified from the enhanced image. The minutiae point 
identified along the ridge are bifurcation and endpoints. False minutiae removal process is also performed. 
Region of interest can be fixed where minutiae points can be found within the ROI. Orientation of the minutiae 
point is calculated. The orientation includes the x axis, y axis and angle of the minutiae point. The minutiae point 
features which include minutiae count, minutiae point orientation, and minutiae point quality is stored as 
minutiae template as in fig 5. Next process includes age classification using KNN classifier based on the feature 
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extracted from minutiae point. Agents can be used to automate the process by redirecting request to useful 
websites. 

 

 
 

Fig. 3: screen shot for minutiae extraction process 
 

 
 

Fig. 4: Screenshot for minutiae / feature extraction process 
 

IV Conclusion And Future Works: 
In this paper we identified person’s age using finger print and also classified using KNN classifier. Then 

using agents we can restrict unwanted websites for children and redirected their request to useful websites. Our 
future work include television channel restriction for children below 18 by using remote with fingerprint scanner 
and  Fingerprint lifted from the site of crime can lead to age determination by detectives for forensic purpose. 
This idea may pave way to identify thief’s age easily without the presence of the person himself. The future 
works may also include security in airports, for government statistics and people age identification purposes. 
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